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Abstract

This article proposes a framework of application-level security, an HW-SW implementation of a low-cost solution for real-time
multimodal data encryption and decryption for security applications in protected environments like espionage, situational
awareness, monitoring, and counter-UAV. Data is captured from drones equipped with microphone arrays and cameras. This is
performed by exploiting acoustic event analysis, video tracking, and recognition, performed on a ground station. All the
communications are delivered in a secure data channel. Integrity and secrecy of the sensitive data acquired by drones must be
guaranteed until the data is delivered in real-time from UAVs to the destination node. A possible data exploit may cause critical
problems if the data is intercepted by malicious attackers. Being the drones equipped with low energy consuming devices with low
computational power, like single-board-computers, a real-time lightweight application-level AES encryption, in addition to the
MAC encryption of the wireless communication channel, has been considered. In the experiment, the encryption and decryption
process has been optimized, even under adverse transmission conditions ensuring continuous data encryption even if some packets
are lost or the connection is repeatedly dropped and reestablished.
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1. Introduction

Unmanned Aerial Vehicles (UAVs), or drones, are aircraft without an onboard pilot that are remotely controlled
by a ground-based operator. Recently, this technology has been attracting growing attention in military applications
from defense to armed strikes and employed by a growing number of states worldwide. UAVs were originally
developed as test dummies for aircraft at the start of the 20" century and saw incidental use in target training and as
decoys [1]. Their usage intensified in later years when UAVs were employed for Intelligence, Surveillance and
Reconnaissance (ISR). Since the start of the 21st-century, they have been armed for striking targets. In this work, we
basically focus on unarmed military UAVs for patrolling and defense operational military applications. In [2], the
risks of military UA Vs being subjected to cyber and electronic attacks are considered, especially high-profile incidents
such as the interception of unencrypted multimedia data from UAVs, which imposes an indirect security and safety
threat. Lack of security measures to protect UAVs greatly exposes them to cyber and electronic attacks, with the
consequent likelihood of unauthorized use or interception of confidential data. Protection of military UAVs means
defense against sophisticated cyber or electronic attacks, including data link interceptions and navigational spoofing.
This requires offensive activity to counter adversary drone operations. In military operations, this is called cyber
power.

The main application for which we conducted this work is counter-UAV [3] for anti-UAV monitoring strategies
against illegal use of UAVs and external UAV attacks [4,5] even in hostile environments. We aim at designing a
proactive counter-UAV system to protect army tanks and patrols from aerial attacks launched by UAVs in non-
protected urban areas [1]. In this framework, monitoring and analysis of the acoustic and video scene by using
microphone arrays and cameras is undoubtedly of fundamental importance.

In the literature, multimedia data streaming architectures have recently been investigated in multiple node
scenarios. In [6], the authors propose a high-level architecture in a collaborative UAV system with autonomous drones
equipped with onboard sensors and embedded processing and networking algorithms with applications to disaster
assistance, search and rescue, or aerial monitoring. Experiments on data acquisition from remote sensors have been
conducted in [7] where the authors introduce an aerial ad-hoc network for video streaming and both source and
receiver nodes are mobile. In our work, we considered a distributed sensor network with flying remote nodes with the
objective of collecting not only video data but also audio data from the environment to be monitored. In Figure 1 we
customized a DJI MATRICE 100 equipping it with a multimedia sensor frame composed by a circular microphone
array and a camera in order to detect and localize approaching entities in the surroundings [8, 9].

T

Figure 1 - MATRICE 100 drone with counter-UAV A/V sensors
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Any intruded UAV can in this way be detected and recognized by analyzing both the captured video images of the
UAYV and audio recordings of its propeller’s noise. For the purpose of this task, the multimedia data collected onboard
is transmitted to a ground control unit, through a Wi-Fi communication network, that gathers the data from all the
remote nodes and processes it. Only small-size microphone arrays, cameras and embedded computers are mounted on
the acquisition UAVs, due to the payload constraints of the UAVs. An access point on the ground control station
receives the streams. The 5 GHz band of the 802.11ac is used since it is suitable for real-time multimedia data
streaming and guarantees a high data-rate with low packet loss. Precisely because of the broadcast nature of the
wireless communications, the streaming process is extremely vulnerable to external cyber-attacks.

Reducing the risk of cyber-attacks is definitely essential, especially in the military domain. This is a fundamental
point in the research community and largely considered in the literature as in [10-16]. Nowadays, securing multimedia
data deserves particular attention.

The use of encryption in multimedia has become a necessary step in order to protect and guarantee the
confidentiality of the data transmitted. Leong et al. in [17] created a UAV sensor network with three drones for urban
surveillance, as illustrated in the first picture of their paper. In this network, there is both video and control data
transmission through wireless connectivity. To ensure secure data communication, a cryptography algorithm can be
applied to this scenario. In our work, for the specific case in use, a correct data encryption algorithm must be used
according to the multimedia application of the drone system. A real-time audio and video encryption is considered
where data is encrypted using the Advanced Encryption Standard (AES) symmetric encryption algorithm, which
guarantees a fast encryption process suitable for real-time applications and embedded systems. The aim of this task
was to find a method to send multimedia streams over the network in a protected and encrypted way, using a fast
encryption algorithm that did not aggravate the computational process and that allowed immediate and real-time data
transmission. In the literature, the AES cryptography technique is implemented in real-time systems for securing data
in small scale networks like UAVs wireless communication systems [18]. In [19] a hybrid cryptographic security
scheme based on AES-256 with simple computing but a high level of security is proposed. It is implemented on a
Raspberry Pi device drone service. A security system based on FPGA implementation for multimedia applications is
presented in [20] where the authors investigate methods to maintain a high level of data security with a low impact on
WLAN system performance. Architecture for secure video transmission for UAV applications is proposed in [21]
where the security encryption tasks are implemented on an onboard FPGA and the encryption algorithm is the AES.
The authors in [22] presented a reliable algorithm for securing communications between UAV and ground station
(GS) using the AES algorithm and a key generated from the operator’s Electroencephalogram (EEG) signal for the
Xbee wireless communication. They extend the protocol encryption scheme incorporating a message authentication
code (MAC) generated from the shared 128-bit AES key. A Hardware Security Module based on the AES algorithm
for UAV communication encryption is proposed in [23].

The main contribution introduced by our work is related to the design of an efficient, secure, fast and reliable
streaming application for multimedia data captured by audio and video (A/V) sensors mounted on flying nodes. These
UAVs are used for espionage, interceptions, patrolling tasks and to counter unauthorized approaching entities. The
proposed algorithm suits lightweight, inexpensive embedded systems mounted on UAVs, that are poor in
computational resources and with energy constraints and allow the secure transfer of confidential data.

The remaining part of this manuscript is organized as follows: a detailed description of multimodal data encryption
with AES is provided in Sec. II; the experiments with the results are in Sec. III; finally, Sec. V concludes the
manuscript with some ideas for future work.

2. Multimedia Data Encryption with AES
The goal of this work was to identify a technique to deliver multimedia streams over the network in a secure and

encrypted mode, utilizing a fast encryption algorithm that did not slow down the computation of the drones’ single-
board computers and allowed for fast and real-time data transmission. The transmitting node acquires the multimedia
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streams by peripherals, encodes and encrypts them, and then sends them via Transmission Control Protocol (TCP)
sockets to the ground station. The GS receives the encrypted messages, decrypts them and plays them back. The
encryption is done at application-level, which means that the data is transferred already encrypted across connections.
The AES algorithm has various modes of operation. Due to the heterogeneity of sensors mounted on drones that
produce a variable data length, this project required a mode that allowed dynamic data management, rather than a
fixed one. The EAX mode (encrypt-then- authenticate-then-translate) has been employed. This method is also called
nonce-based authenticated encryption with associated data (AEAD) and it is a pair of algorithms I1 = (E, D), where
E is the encryption algorithm and D the decryption one. It is an online algorithm: it processes the data on-the-fly, not
knowing a-priori the data length. Given a message M (of variable length), a nonce N (of any length, but typically
16byte in length) and a header H (of variable length, which can only be used once), the EAX mode protects the privacy
of M and the authenticity of both M and H.

The mode uses 2 [%] + [%] + [%] block-cipher calls, where # is the block length of the underlying block cipher

(when these fields are nonempty). The block-cipher is E: Key X {0,1}™ — {0,1}" , where Key is a finite, nonempty
and Ex(-) = E(K, -) is a permutation on {0,1}" [24].

The nonce is a fundamental element that is assigned to the payload of the data to be transmitted. This is a unique,
pseudo-random value generated each time the algorithm is instantiated. It aims to prevent replay and dictionary
attacks. For this project, to increase data security and authentication, a new nonce is generated after each sending of
data from the network socket. This allows, at each socket send, to use every time a new pseudo-random value
associated with the payload. This, even in the event of any disconnections or packet losses, allows decrypting
subsequent packets independently once the connection is restored.

Figure 2. A/V Encryption processes

Figure 2 shows how the encryption and decryption processes work for both audio and video flows.

The elements that are needed for the encryption and decryption are: i) a key, that is chosen by the programmer and
can be 128-192-256 bits long, ii) the header, iii) a nonce, iv) an authentication tag, also called the MAC, or integrity
check value (ICV). It is generated during the final authentication of the message, thus when it is encrypted and digested
and when the ciphertext is returned. All these elements generated by the sending node, must be sent to the ground
station, together with the ciphertext. This will allow correct decryption of the multimedia flows. The GS at each
received packet creates a new cipher using the nonce just received. In addition to the nonce, it also extracts from the
network packets all the previously mentioned parameters and goes to decrypt the ciphertext using the same cipherkey
of the drone. The GS also checks if the given MAC tag is legitimate. This controls if the message was encrypted with
the correct key and no changes were made during the transmission. As soon as all these steps have been completed,
the plain information is made available and sent to the next module of the application for playback.
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3. Experiments and Results

In this part, a comparison between the encrypted data and the clear/decrypted data will be made, in order to verify
and investigate the encryption algorithm's validity. The analyses were mainly performed on the audio, as it is easier
to handle and visualize for results demonstrations. The effect that has been predicted on an encrypted audio stream
was white noise, because Rijndael is a substitution and permutation network that assures the concept of diffusion and
confusion. This, in the frequency domain, can be compared to a random signal having a constant spectral density.
Therefore, during an audio stream two fragments of the same drone’s microphone signal were recorded, before and
after encryption. The generated, streamed and recorded audio was Pulse-code modulation (PCM) audio; therefore,
two wave files were recorded. In Figure 3 it is possible to see the two spectrograms related to the decrypted and the
encrypted signal; in particular, the latter can be compared to a white noise spectrogram. This makes it impossible to
decrypt the signal both from a perceptual and computational point of view without having the cipher key and the other
ciphering parameters. This technique prevents external attackers from sniffing packets and, consequently, extracting
their payload with relevant and secret information.

Decrypted signal

Encrypted signal

Figure 3. Spectrograms of the decrypted and encrypted transmitted audio feed

Regarding the video feed, being compressed in jpeg, it was impossible to properly view and reconstruct the
encrypted frames as, undergoing repeated substitutions and permutations of the bits, the indexes of the jpeg markers
have been lost, making the image undecodable.

The algorithm was tested also under adverse radio transmission conditions in a congested radio spectrum, with a
weak radio signal and a low channel rate. The transmission was interrupted multiple times (Figure 4, points: from 1
to 3 and from 4 to 5) and the reception of the flows was regularly checked. The network software was developed so
that when a disconnection occurs, the transmitter’s TCP socket, not getting the confirmation ACK, waits for the
transmission until the other node re-joins. During cryptography, the lack of data in the receiving ground station must
be controlled effectively. Even if some packets are lost, or the connection is continuously broken and reestablished,
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proper data management was adopted in order to always maintain continuous data encryption (Figure 4, points: from
3 to 5 and from 5 onwards). This was possible by generating and instantiating a new cipher with a new nonce and tag
at each call of the while statement of the main sending loop. In doing so, each packet contains separate encrypted data
allowing the GS to decrypt the subsequent packets correctly.

AUDIO SPECTROGRAM

DATARATE and TCP ERRORS [\ n

Figure 4. Audio and network analysis of the received flows under non-optimal transmission conditions.

The calculation of the execution times of the data encryption and decryption processes has been done, returning
the results in Tab. 1. The times were calculated during a multi-channel (4-channel) audio streaming with the video
feed.

Table 1. Execution times of the AES encryption/decryption processes

UAV Audio UAV Video GS Audio GS Video

1759 x 1073s  7.513 x 1073s  4.223 x 1073s  2.671 x 10735

The obtained results showed how this algorithm, despite being performed at the application level, is light, fast, and
suitable for low-power embedded devices mounted on drones. A higher execution value was found in the GS audio
as the process for unpacking the payload and all parameters for decryption from the data string received from the
socket requires some complexity.

4. Conclusions and Future Work

In this work, an application of securing multimedia data streaming from flying nodes in real-time is investigated
using UAVs for security and surveillance tasks. The developed drones are equipped with A/V sensors as remote
acquisition devices for ISR tasks and to counter unauthorized approaching entities. The proposed algorithm is based
on AES cryptography and was implemented at application-level. It suits lightweight embedded systems mounted on
UAVs that are not demanding in energy and computational resources. After introducing the general description of the
usage of UAVs in military applications and the related multimedia data streaming, we focused on the securing of
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multimedia data communications at the application-layer to protect the streaming system against attacks from
unauthorized entities. Several experiments have been conducted to verify if the computing platforms mounted onboard
the drones are able to guarantee a certain level of reliability and security. The results showed how high-quality
multimedia data is efficiently encrypted and decrypted in real-time taking a small amount of time and also under
adverse radio-link transmission conditions. The proposed algorithm is able to cipher data at each packet independently,
so that even if the data is lost at some point, the subsequent chunks received can correctly be decrypted. As future
work, a dynamic and coordinated keys management will be implemented.
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