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Abstract

Event-driven programming provides a natural fit for the reactive nature of pervasive systems like the Internet of Things (IoT)
and Collective Adaptive Systems (CASs). Attribute-based memory Updates (AbU) is a calculus based on Event-Condition-
Action (ECA) rules, well-suited for modeling such decentralized systems. This paper introduces a novel extension of AbU by
incorporating ECA rule priorities. We show how this extension facilitates the natural expression of prioritized behaviors and
enables the implementation of distributed data structures like Conflict-free Replicated Data Types (CRDTs). Furthermore,
by leveraging the local invariants of AbU nodes and priorities we address the problem of enforcing global invariants in
order to enhance the reliability and predictability of CASs. This is achieved through a syntactic transformation that projects
global invariants into local ones and introduces high-priority synchronization rules, so that system-level properties can be

guaranteed without relying on a central authority.

Keywords Smart systems - Distributed verification - ECA rules - Global invariants - CRDT

1 Introduction

The implementation of smart pervasive systems, exempli-
fied by the Internet of Things (IoT), smart homes, and au-
tonomous agents, poses significant challenges due to their
intrinsic characteristics: distributed computing, dynamic net-
work topologies, context awareness, and the need for real-
time data processing. To effectively manage this complexity,
the event-driven programming paradigm has gained promi-
nence. Its reactive nature aligns well with pervasive systems,
which continuously interact with their surroundings through
sensor events and actuator commands [1, 2]. In particular,
Event-Condition-Action (ECA) languages represent an intu-
itive, yet powerful, paradigm for programming reactive sys-
tems. The fundamental construct of ECA languages consists
of rules of the form
on Event if Condition do Action
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which means: when Event occurs, if Condition is verified
then execute Action. An ECA system is composed by one
or more nodes, which receive inputs from the external envi-
ronment and react by performing infernal actions, updating
the nodes’ local memory, or external actions, which influ-
ence the environment itself. This paradigm can be found,
often under the name of trigger-action platforms (TAP), in
various commercial IoT frameworks like IFTTT, Samsung
SmartThings, Microsoft Power Automate, Zapier, etc.

The underlying infrastructure of most ECA rule-based
smart systems, such as those previously mentioned, is often
centralized, relying on servers in the Cloud. However, the
continuous growth in the scale of these systems and the ever
more important security concerns strongly suggest a shift to-
wards decentralized architectures, moving away from depen-
dence on Cloud servers and constant Internet connectivity.
Consequently, systems like IoT solutions are increasingly
aligned with the computational paradigm of a Collective
Adaptive System (CAS), which is inherently decentralized.
In CASs, a large number of autonomous agents interact to
achieve individual or collective goals, with the overall sys-
tem behavior emerging as a result of this collective intelli-
gence.

The recent introduction of Attribute-based memory Up-
dates (AbU) [3, 4] provides support for this paradigm shift by
offering a communication mechanism specifically designed
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for reactive and decentralized programming. This model en-
ables nodes, such as IoT devices, to directly communicate
and self-coordinate in a truly decentralized manner, elimi-
nating the need for a central entity. Furthermore, AbU pre-
serves the programming simplicity of ECA rules by adapting
the Attribute-based Communication model from [5, 6] to a
declarative, event-driven framework. Specifically, in AbU,
an event occurring on one node can trigger updates to the
states of multiple remote nodes. These target nodes are se-
lected dynamically based on the conditions specified in ECA
rules. Therefore, AbU enables the propagation of effects to
collections of nodes simultaneously, abstracting away their
individual identities (and even their presence), aligning with
the principles of a pure CAS. For instance, the following
rule:

login > @ (role = ‘logger’) : log «— log - time

means “when the (local) variable login changes, on every
node whose role is ‘logger’ append my current (local) time
to the (remote) variable log”.

The declarative nature of ECA rules can make it challeng-
ing to predict the order of the updates they trigger. When
multiple rules are activated simultaneously, the sequence
in which their updates are executed is non-deterministic.
This non-determinism aligns with the characteristics of dis-
tributed systems and the heterogeneity of nodes within CAS
environments, but in certain scenarios, programmers need
finer-grained control over the scheduling of these updates. A
natural approach to introduce this control in ECA rule-based
programming, without compromising its declarative essence,
is to enable programmers to assign priorities to rules. Con-
sequently, if several rules are triggered concurrently, their
execution order adheres to the assigned priority levels.

In this paper, we introduce an extension of AbU that
incorporates rule priorities. We demonstrate that this ex-
tension, backward compatible with previous version [3, 4],
enables a natural description of behaviors governed by pri-
ority policies. Furthermore, it can be effectively employed to
implement distributed data structures such as Conflict-free
Replicated Data Types (CRDTs) [7], which are specifically
designed to guarantee eventual consistency despite concur-
rent and independent modifications across different nodes.

A particularly compelling application of AbU with pri-
orities lies in its potential to enforce global, system-wide in-
variants, such as correctness guarantees encompassing func-
tional or safety properties of the entire system. Notably,
AbU nodes inherently support local invariants [8], which
are properties of individual nodes automatically enforced by
the AbU semantics; however, implementing global invariants
has historically posed significant challenges. A centralized
approach, where a central node gathers data from all others to
verify the global property, suffers from scalability limitations
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and is ill-suited for truly distributed environments like CASs.
We demonstrate that system-level invariants can be enforced
by strategically leveraging AbU local invariants and rules
with priorities, without the need for a central authority. This
can be achieved by projecting the global invariant into a set
of local invariants and augmenting each node with appropri-
ate high-priority rules designed for the synchronization of
the attributes relevant to the global invariant.
This paper makes the following contributions.

* We present an extension of the AbU calculus that incor-
porates the concept of rule priorities. This extension is
backward compatible with existing versions of AbU.

* We show that priority-enhanced AbU allows for the natural
description of behaviors governed by priority policies, and
for implementing distributed data structures like CRDTs.

* We provide a novel approach to enforcing global, system-
wide invariants in decentralized systems, by leveraging
local invariants of AbU nodes and high-priority rules to
synchronize the attributes relevant to the global invariant.

Synopsis Section 2 introduces an extension of AbU [3],
an ECA-inspired calculus with attribute-based memory up-
dates; this extension incorporates node invariants and pri-
orities among ECA rules. Section 3 then demonstrates the
applicability of AbU through illustrative examples within the
domains of CASs and distributed systems. Following this,
Sect. 4 focuses on defining system-level invariants in AbU
and provides a syntactic transformation that automatically
adds node-level invariants to AbU code, ensuring the en-
forcing of a system-level invariant. Finally, Sect. 5 discusses
relevant prior research, and Sect. 6 concludes the paper by
summarizing its contributions and outlining directions for
future work.

2 Attribute-based memory updates with
priority

AbU [3, 4] is a calculus merging the programming simplic-
ity of ECA rules with attribute-based memory updates, a
powerful distributed communication mechanism inspired by
attribute-based communication [9]. AbU’s communication
mechanism allows a node to update at once the states of many
nodes, which are selected by means of their attributes with-
out the need for central coordination and a shared knowledge
about network topology. The central idea of AbU is that rules
activation may produce update events on arbitrary nodes in
the network, either locally on the node on which the rule is
executed, or on remote nodes. Such updates a propagated in
the network and dispatched to the nodes selected upon their
attributes. In this section, we will introduce the AbU calculus
of [3, 4] enhanced with a notion of priority between updates.
That is, update events come with a priority level affecting
the actual order of their application.
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Fig. 1 Grammar of ECA rules
in the AbU calculus with rule z= evt >* task
updates priority and node evt
invariants
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2.1 AbU with priority: syntax

In AbU nodes are programmed by using Event-Condition-
Action (ECA) rules, a powerful yet intuitive coding style
particularly adopted in the IoT. Indeed, AbU turns out to
be well suited for the IoT and, more generally, in collec-
tive adaptive systems. The calculus has been extended in [8]
with node invariants, namely predicates on each node’s state
which must be always satisfied during execution. This is use-
ful to avoid erroneous or dangerous states, like inconsistent
or out-of-range values, and forbidden trajectories in plan-
ning. In practical scenarios, ECA rules can have different
priority, thus a different ordering of execution. For instance,
rules concerning safety-critical components can have a priv-
ileged execution over rules logging events. For this reason,
we introduce here priority levels among ECA rules.

An AbU system S is basically a list of nodes which execute
in parallel:

S:=R,(X,0)|S|S

Each node R,((Z,0) consists of the following compo-
nents:

* alist R of ECA rules;

* an invariant ¢, namely a boolean expression that the node
must satisfy at runtime;

e a state L € X— V, mapping resources x € X to values
veYV;

* and an execution pool with priority ® CU X P.

Here, U 2 (X X V)* is the set of all possible updates, that is,
finite lists of pairs of the form ((x,v1) ... (X, Umm)). Each list
upd € U represents a simultaneous, multiple update waiting
to be applied to the state. Instead, (#, <) is the set of priority
levels, partially ordered by the relation < C £ X P. Hence,
a pool with priority is a set of updates each with a priority
level.

An AbU ECA rule is defined by the grammar in Fig. 1.
Each ECA rule, represented as evt >’ task, consists of an
event evt and a task task, with an associated priority level €.
The event is a list of resources the rule “listens” to. When
one of these resources is modified, the rule is triggered, and
its task is evaluated. This evaluation does not immediately
change resource states; instead, it generates update opera-
tions that are added to execution pools and applied later.

A task is composed of a condition cnd and an action act.
A condition is a boolean expression, which can be optionally

prefixed with the modifier @. If the @ modifier is absent,
the task is considered local, and its condition is checked only
on the current node. If the condition is met, the action is
evaluated. Conversely, if the task is remote (prefixed with
@), its condition is checked on every node in the system.
The action is then evaluated on all nodes where the condition
holds.

The action is a list of assignments that set values to either
local resources (X) or remote resources (X). The evaluation
of an action yields an update, which is added to the current
node’s pool for local tasks or to the pools of the remote nodes
for remote tasks. Each update is tagged with the priority level
¢ of the rule that generated it.

Finally, we model a node invariant ¢ as a system of linear
inequalities over expressions €, where expressions can only
range over the resources of the node the invariants belong to.
That is, invariants are defined by the following grammar.

ti=ineq| -] eAd] (1)

inequ=e<v|e<v|e#v withv eV

Node invariants are limited to local resources and cannot
contain remote resource lookups (X).

In the following, we assume to have boolean, numeric
(integers and decimals) and string values in V. Expressions
can utilize standard arithmetic operations for numeric values,
and basic string operations (length, substring, and concate-
nation). Comparison operators like < and < are defined ex-
clusively for numeric values, while # is applicable to all data
types. We can express more complex inequalities by simple
syntactic manipulation; for instance, £; < £, can be rewritten
as g — & < 0. Similarly, equality can be represented as the
negation of an inequality, such as &; = &, being equivalent
to (g1 — &y #0).

Nodes with tautological invariants, such as frue or 0 < 1,
are simply written as R(X, ©).

2.2 AbU with priority: semantics

The AbU (small-step) semantics is modeled as a labeled
.- a .

transition system S; — S, whose labels « are given by the

grammar:

a:=T| (upd, ) >T | upd»T

Here, upd is an update, £ is a priority level and T =
(taski, ) ... (task,,£,) is a finite list of tasks each with
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Fig. 2 LTS Semantics of the AbU calculus with updates priority and node invariants

LocalUpds(R, X, %) £ {([act]%,£) | Fevt >f p:act e R.evtN X £ @AY | ¢}

ExtTasks(R, X,X) £ ({task [} %, 0) . .. ({task, } 2, £) such that Jevt >* task; € R.evt N X # @ Atask; = Qg : act

Fig. 3 Discovery functions for the AbU calculus semantics with updates priority and node invariants

a priority level. What changes from the standard AbU se-
mantics [3, 4] is that updates execution also records the
corresponding priority level and the updated resources. A
transition can modify the state and the execution pool of
the nodes but, at the same time, each node does not have
a global knowledge about the system. Figure 2 depicts the
transition semantic rules of AbU. Rule (Exec) executes an
update picked from the pool; while rule (Input) models an
external modification of some resources. The execution of
an update, or the external change of resources, may trigger
some rules of the nodes. Hence, after updating a node state,
the node launches a discovery phase, for finding updates to
add to the local or remote pools, given by the activation of
some rules.

The discovery phase is composed by two parts, the local
and the external one. A node R,((X,®) performs a local
discovery by means of the functions LocalUpds, that add to
the local pool © all updates originated by the activation of
some rules in R, together with the corresponding priority
level. Then, by means of the function ExtTasks, the node
computes a list of tasks that may affect other nodes and sends
it to all nodes in the system, together with the corresponding
priority level.

The definitions of LocalUpds and ExtTasks are presented
in Fig. 3. In these functions, the term {task}X refers to
the pre-evaluation of task against a state . This operation
involves a two-step process: first, every occurrence of a re-
source variable x in the condition and the right-hand side of
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assignments in the task’s action is substituted with its cor-
responding value from Z(x); subsequently, each instance of
X in the action is replaced with x, and the modifier @ is
removed.

External task spreading is modeled by labels (upd,¢) >T
and upd » T, produced by rules (Exec) and (InpuT) respec-
tively. When a node receives a list of tasks (executing the
rule (D1sc) with a label T') it evaluates them and adds to its
pool the actions generated by the tasks whose condition is
satisfied. The rules (StepL) and (SterR) (to enforce symme-
try) complete and synchronize (on all nodes in the system) a
discovery phase originated by a state change of a node in the
system.

In the AbU calculus, updates are consumed asyn-
chronously from the local pools, aligning with the asyn-
chronous nature of each node’s execution. However, the sub-
sequent communication phase between nodes, triggered by
a successful update, is modeled as a synchronous, trans-
actional operation. This synchronous communication is es-
sential for the distributed discovery phase, where all nodes
must agree on the discovery action to collectively perform.
Therefore, while individual nodes operate independently and
asynchronously, the inter-node communication for state syn-
chronization is a concerted, synchronous process.

The update to pick from the pool in the (Exec) rule is
demanded to the node scheduler, which has been deliber-
ately left undefined in [3, 4] and demanded to actual im-
plementations. This is to decouple the theoretical calculus
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Fig. 4 A graphical representation of the AbU execution model. An
AbU system is represented by the local state and pool of all nodes (here
represented by dots). A stable system moves to a not stable one due

from the implementations, that may require context-specific
schedulers. Still, when priority levels come into play, some
constraints on the scheduler must be imposed. Specifically,
the AbU scheduler must rely on an update selection func-
tion pick : p(U X P)— U x P in charge of picking one up-
date with higher priority from the pool of available updates.
Higher priority here means that the selected update is guar-
anteed to be attached with the highest possible priority level.
Formally, we require that the update selection function is
priority-respectful.

Definition 1 (Priority-respectful)
An update selection function pick : p(UX P)—> U X P is
priority-respectful if, for every pool ® C U X P:

pick(®)=(upd, ) = V(upd’, ') e ®@. L' v E="C

A priority-respectful selection function pick can be im-
plemented by choosing an update with the highest priority
level from the pool. Since the priority levels form a partial
order, a “highest” priority may not be unique or even exist.
In this case, we can select any update whose priority level is
a least upper bound (supremum) of the priority levels of all
updates within the pool, with respect to <. If such a unique
least upper bound does not exist within the pool itself, we
can fall back to selecting any update whose priority level is
a maximal element with respect to <.

Finally, the semantics also checks the fulfillment of node
invariants. Indeed, the rule (Exec) is applied only if the
state modified by the update still satisfies the invariant (i.e.,
¥’ | 1); otherwise, rule (Exec-F) is applied, discarding from
the pool the update that would lead to a “bad” state.

A form of big-step semantics, called wave in [4], can be
defined for AbU, modeling the behavior of a system when an
external stimulus is provided. A wave comprises all LTS steps
occurring in between two stable systems, that is, having all
nodes’ pool empty (hence with no update to perform). When
a stable system receives an external stimulus by using the LTS
rule (InpuT), some ECA rules may be triggered, possibly
adding updates to the pools. Such updates are consumed
by nodes (possibly triggering other ECA rules and, hence,

wave

wave

to an (INPuUT); then it executes only (ExEc) steps, until it possibly
reaches a new stable system. The transitions between stable systems are
represented by a wave

adding new updates to the pools) until all pools are again
all empty. This is depicted in Fig. 4, where we provide a
graphical explanation of the AbU execution model (taken
from [4]).

Note that, despite the choice of which node should per-
form an update is non-deterministic, when a node actually
performs an update, the remaining nodes wait for the comple-
tion of the discovery phase, which propagates the effects of
the update through transactional communication. This trans-
actional execution model of course introduces communica-
tion overhead, but this is unavoidable in a truly decentralized
setting. We refer to [10] for some implementation details.

Classic AbU with no priority [3, 4] is a special case of
the calculus just introduced. Indeed, when considering a sin-
gleton priority set, e.g., ({0},{(0,0)}), we have that the
semantics in Fig. 2 boils down to the original AbU seman-
tics from [3, 4]. Having a single priority level tantamount to
having no priority at all, since all updates will be picked by
the AbU selection function with the same precedence order.
In the following, when considering a singleton priority set
({0},{(0,0)}), we restrain the original AbU syntax by omit-
ting the priority level in the rule syntax, i.e., we will write
evt > task in place of evt >° task.

3 Applications of AbU

We now show two application scenarios for AbU in the con-
text of Collective Adaptive Systems. In particular, the first
(Sect. 3.1) leverages the introduced rule priorities to model
precedence between the tasks executed by the system’s nodes,
while the second (Sect. 3.2) leverages local node invariants
to perform runtime consistency checks on nodes’ resources.
Finally (Sect. 3.3), we show how an example of Conflict-free
Replicated Data Types (CRDTs) [7] can be implemented in
AbU.

3.1 Terrestrial rover swarm

Consider a scenario where a swarm of terrestrial rovers is
in charge of taking specific measurements, randomly picked
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in a large uninhabited area. Each rover is equipped with a
battery that periodically needs to be recharged by returning
to a docking station. It may happen that a rover runs out of
energy before returning to the charging spot. In this case,
the low-battery rover asks for help from its neighbors. If a
rover has some energy to share and it is close enough to the
requester, it will enter the rescue mode which starts a rover-
to-rover charging protocol. The latter has precedence over
the other tasks of the rover (e.g., taking a measurement),
meaning that the rover will enter the rescue mode even if
other, less important tasks have been previously scheduled.
We can model this scenario in AbU as follows (the energy
transfer phase is omitted here for space reasons).

Suppose to have four rovers. For each rover we have an
AbU node with a resource battery, indicating the battery
level; a resource position, indicating the position; a resource
mode, indicating in which operative state is the rover; a
resource helpPos, indicating the position of a rover that needs
help; and aresource takeMeasurement indicating whether the
rover has to take a new measurement or not. Formally, the
AbU system modeling the rover-swarm scenario is

R(Z1,01) || R(Z2,01) || R(Z3,03) || R(Z4, O4)
where R contains the following three rules:

battery >' @ (battery < 5 A battery > 80) :

» ey
helpPos « position
helpPos >' (|position — helpPos| < 7.0) : ?)
mode « ‘rescue’
position >° (mode = ‘measure’ A rand) : 3)

takeMeasurement «— tt

Rule (1) is used by out-of-battery rovers to send a “help
request” to its neighbors, while rule (2) leads a rover to enter
the rescue mode. Rule (3) is used to take a new measurement:
when a rover in measure mode changes position, it will take
a measurement depending on a random event rand. The first
two rules have greater importance than the third one; this is
modeled by the priority set ({0,1},{(0,0),(0,1),(1,1)}),
giving precedence to rules tagged with 1 over rules tagged
with 0.

Now suppose that the execution states of the rovers are the
following:

¥ = [ battery—4 position—2.0
mode ‘measure’ helpPos—0.0]
%, = [ battery+—81 position— 15.0
mode ‘measure’ helpPos— 0.0 ]

Y3 = [ battery+—97 position— 6.0
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mode ‘measure’ helpPos—0.0]
¥4 = [ battery—65 position— 8.0

modet— ‘measure’ helpPos—0.0]

Also, suppose that all rovers have the following pools: ®; =
0, = 03 = 04 = {((takeMeasurement, tt),0)}. The update
in the pools has been obtained by a previous application of
rule (3) on all rovers.

Rule (1) says that when a rover’s battery level is low
(i.e., battery < 5), then the rover has to send to all neigh-
bors with some energy to share (i.e., battery > 80) its po-
sition, performing a remote update: helpPos « position. In
the example, the first rover can fire rule (1), since its bat-
tery level is low. Then, it pre-evaluates the task condition,
yielding 4 < 5 A battery > 80, which is sent to the other
rovers, together with the pre-evaluation of the task action
(helpPos «<— 2.0) and the priority level 1. Only the second
and the third rovers are interested in the communication,
since they only have battery level greater than 80. So they
both add to their pool the update ((helpPos,?2.0),1). This
ends the discovery phase originated by the first rover. Now,
the pool of the second and third rovers contain the updates
((helpPos, 2.0), 1) and ((takeMeasurement, tt), 0). The first
update has higher priority (i.e., 1) than the second one (i.e.,
0), hence the rover’s scheduler will pick the former to be
executed next. This allows the second and the third rovers to
apply rule (2).

Rule (2) is fired when a rover receives a help request (i.e.,
when its resource helpPos changes) and checks if the cur-
rent rover position is close to the requester position (i.e.,
|position — helpPos| < 7.0). If it is the case, the current
rover enters the rescue mode performing a local update
mode « ‘rescue’. The latter is executed before any other
lower priority (i.e., 0) update in the pool, since it has higher
priority (i.e., 1). In the example, when the second and the
third rovers execute the update ((helpPos,?2.0),1), the task
of rule (2) may be executed. For the second rover this does
not happen, since |15.0 — 2.0| < 7.0 does not hold (the rover
is too far from the distressed one). Instead, |6.0 — 2.0| < 7.0
holds and the third rover can execute the rule task, adding
to its pool the update ((mode, ‘rescue’),1). Now, the pool
of the third rover contains the updates ((mode, ‘rescue’), 1)
and ((takeMeasurement, tt),0). Since, the first update has
higher priority (i.e., 1) than the second update (i.e., 0), the
rover’s scheduler will pick such update giving precedence to
entering ‘rescue-mode’ over taking a measurement.

3.2 Smart HVAC system

In this example, we provide an AbU implementation of a
Heating, Ventilation and Air Conditioning (HVAC) system,
that makes use of local invariants on single nodes. In this sce-
nario we have three devices connected through a network:
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the HVAC control system, a temperature sensor, and a hu-
midity sensor. To distinguish the devices, a logical resource
node is used, which takes the values ‘system’, ‘tempSens’
and ‘humSens’ on the HVAC control system, the tempera-
ture sensor and the humidity sensor, respectively.

We model such scenario in AbU as follows. The execution
state for the HVAC control system is:

s = [ heating— £f conditioningr— £f
temperature— 0 humidity— 0

airButton— ££ noder ‘system’ |
while its rules Ry are:

temperature > (temperature < 18) :

heating « tt @)
temperature > (temperature > 27) : )
heating « f£f
airButton > (airButton = tt) : ©)
conditioning «— ff
humidity temperature >
(2 +0.5 = temperature < humidity A A

38 — temperature < humidity) :
conditioning « tt

In this example, rules are not tagged with priority levels since
a singleton priority set, indicating equal precedence between
rules, is considered.

The HVAC control system activates heating and air con-
ditioning according to the values of temperature and humid-
ity, received by the sensors. In particular, when the tem-
perature is lower than 18 °C (i.e., temperature < 18), rule
(4) activates the heating with the update: heating « tt.
Instead, when the temperature is greater than 27 °C (i.e.,
temperature > 27), then rule (5) deactivates the heating with
the update: heating <— ££. The air conditioning is turned
on (with the update conditioning <— tt), by means of rule
(7), when the humidity exceeds the upper bound of Givoni’s
comfort zone [11].

Execution states for temperature and humidity sensors are:

¥, = [ temperaturer— 19 node ‘tempSens’ |

2 = [ humidity—»40 node+ ‘humSens’ |

While their ECA rules are:

R, £ temperature > @ (node = ‘system’) :
temperature « temperature

®)

Rj, £ humidity > @ (node = ‘system’) :

humidity < humidity ©)

Rule (8) on the temperature sensor device is only respon-
sible of signaling changes to the resource temperature to the
HVAC control system, by selecting all devices that have the
resource node equals to ‘system’; rule (9) does the same for
humidity on the humidity sensor device.

The HVAC control system is also bestowed with a phys-
ical button for manually stopping the air conditioning. In-
deed, rule (6) stops the air conditioning (with the up-
date conditioning «— £f) when the button is pressed (i.e.,
airButton = tt).

Finally, by means of the invariant

ts = = (conditioning A heating)

on the control system device we specify that heating and air
conditioning can never be activated at the same time. The
complete AbU system is

RS7LS<ZS’ ®s> ” Rt<2t,®t> ” Rh<zh’ ®h>

with @, =0, =0, =02.

Note that, the same problem can be modeled by means of
a single device, embedding the two sensors and the control
system. We can model this scenario in AbU with a single
device comprising all resources introduced so far and trans-
forming remote rules into local ones. This highlights the
flexibility of AbU, that is able to model both distributed and
centralized ensembles of devices.

3.3 CRTD in AbU

Conflict-free Replicated Data Types (CRDTs) [7] are repli-
cated data structures designed for distributed systems that
guarantee eventual consistency despite concurrent and inde-
pendent changes across nodes. Unlike traditional approaches
relying on synchronization or conflict resolution, CRDTs
achieve convergence by design, ensuring that all replicas will
eventually reach the same state regardless of the order of op-
erations. This is accomplished through specific data structure
and operation design that inherently avoids conflicts.

CRDTs are broadly categorized into two families: state-
based (also known as convergent replicated data types) and
operation-based (also known as commutative replicated data
types). In state-based CRDTs, each node maintains a com-
plete local state. Synchronization occurs by periodically ex-
changing these states between nodes (often upon local up-
dates). Convergence is ensured by a commutative, associa-
tive, and idempotent merge function. This function com-
bines two states to produce a new, consistent state, making
the CRDT resilient to message reordering and duplication.
A grow-only counter exemplifies this: each node stores a
counter, and the merge function takes the maximum value,
guaranteeing that all nodes eventually reach the highest ob-
served count.
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Operation-based CRDTs propagate individual update op-
erations, instead of sharing entire states. When a local update
happens, an operation describing the change is generated and
broadcast to other nodes. Convergence relies on the commu-
tativity and associativity of these operations, ensuring that
applying them in any order yields the same final state. Un-
like state-based CRDTs, operation idempotency is not strictly
required, as reliable broadcast mechanisms can handle du-
plicate delivery. A simple increment/decrement counter il-
lustrates this: each increment or decrement operation (e.g.,
+10, —5) is broadcast, and if delivered without duplicates,
all nodes will converge to the same final count.

In [7], it has been proved that state-based and operation-
based CRDTs are theoretically equivalent, as each can emu-
late the other.

Operation-based CRDT in AbU AbU allows to seam-
lessly implement operation-based CRDTs. Indeed, idempo-
tence of the operation is not needed at all, as any additional
requirement on communication, since AbU guarantees by
design the absence of duplicated updates.

Consider the following example modeling an incre-
ment/decrement counter where AbU nodes share an integer-
valued resource num. Suppose to have the system

S=R(Z1,01) || R(X2,02)
where R contains the following two rules:

delta>' @(tt) : num « num + delta

sync < delta (10)

sync >' (tt) : num « num + sync (1D

Specifically, delta and sync are integer-valued resources
indicating the increment or decrement of num applied by
nodes (delta is used locally, while sync is used for synchro-
nization). When a node needs to modify the counter, a rule
performing an update of the resource delta is triggered. We
assume such a rule having priority lower than 1. Indeed,
we need to require that rules involved in CRDT resources
update and synchronization have high priority level, thus
precedence over other rules. This ensures that CRDT re-
sources update and synchronization occur in batch, without
being interleaved with non-CRDT related updates possibly
making CRDT resource updates inconsistent. As we will se
in the next Section, we can always add a priority level to
enforce such a behavior.

Now suppose that the execution states and the pools of the
two nodes are the following:

Y1 =% =[num— 10 delta—0 sync—0]
0,=0,=0
Upon committing an update that changes the resource

delta to —7 at the first node (e.g., as a result of the activation
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of a rule on the first node having priority lower than 1),
the update is immediately propagated to the second node.
Consequently, the first node’s state and pool become:

¥} = [num 10, deltar»—7,sync+—0 ]

®l = {((num7 3)’1)}

The discovery phase then adds the update ((sync,—7),1) to
the pool ®; of the second node, leaving its execution state
unchanged.

At this stage, both nodes can perform an (Exec). If the
second node proceeds, the update ((sync,—7), 1) is removed
from ©,, and its state becomes: X, = [num— 10 deltar—
0 sync+ —7]. Consequently, the update ((num,3),1) is
added to ®; due to the triggering of rule (11) by the change
in sync. Now, both nodes can apply the remaining updates,
eventually leading to execution states

Y1 =[num—3 delta— -7 sync—0]

%, = [num—3 delta—0 sync——7]

where the shared resource num has the same value and the
pools ®; and ®; are empty.

In the case ®; or ®, were not initially empty, or if some
other rule is triggered during computation adding updates to
the pools, the above updates involving the CRDT resource
are executed first, since they have higher priority.

4 Distributed verification of system-level
invariants

AbU with priority allows us to implement distributed ver-
ification of system-level invariants, that is, invariants of a
whole AbU system. These invariants stipulate a requirement
that multiple nodes have to collectively fulfill, and typically
require a centralized enforcing mechanism. As we will see
shortly, having a centralized entity enforcing system-level
invariants is not mandatory when AbU updates come with
priority levels.

Global invariants, or system-level invariants, have the
same syntactic structure of local invariants, the only dif-
ference is that in global invariants I expressions can range
over resources of all nodes in the system (thus, not restricted
to the resources of a specific node). Moreover, in global in-
variants resources may be indexed with node identifiers, to
distinguish resources (potentially having the same name) be-
longing to different nodes. If not indexed, global invariant
resources are considered on all possible nodes in the system,
keeping node anonymity typical of AbU. In some scenarios
it may be necessary to refer to specific resources on specific
nodes, so we added that possibility in global invariants. The
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indexing is just syntactic sugar: when nodes are not anony-
mous we can rename their resources with unique identifiers.

Suppose to modify the HVAC example of Sect. 3.2, in
order to remove the control system node. Heating and con-
ditioning controllers are moved to the temperature and hu-
midity sensor nodes. The execution state for the temperature
and the humidity sensors become:

Y, = [ temperature— 19 heatingr— £ |
2 = [ humidity—40 conditioning+ ££
airButton+— £ |

The rules R, for the temperature sensor node are:

temperature > (tt) :

—_— (12)
temperature « temperature
temperature > (temperature < 18) :
: (13)
heating « tt
temperature > (temperature > 27) : (14)
heating « ff
The rules Ry, for the humidity sensor node are:
airButton > (airButton = tt) : (15)
conditioning « ff
humidity temperature >
(2 + 0.5 = temperature < humidity A (16)

38 — temperature < humidity) :
conditioning « tt

This formulation of the problem is equivalent to that in
Sect. 3.2, except for the invariant: it is not guaranteed that the
conditioning system and the heater cannot be on at the same
time. To enforce such behavior we need a global invariant

I = —(conditioningj, A heating;)

meaning that the resources conditioning; of the humidity
node and the resource heating; of the temperature node can-
not be tt at the same time. We could also have not indexed
the resources conditioning and heating. Without indexes, the
global invariant / holds for all nodes having conditioning
and heating as resources.

4.1 From global to local invariants

Global invariants are properties, possibly involving multi-
ple nodes, that must hold for all components of the system.
Ensuring their fulfillment requires, in general, a central au-
thority enforcing such property and, consequently, knowing
the topology of the system (or, at least, keeping an inventory
of all deployed nodes). A central authority is in contrast with

autonomic systems, which are decentralized in nature and
usually rely on peer-to-peer communication only.

By exploiting AbU with priorities, we can guarantee
global invariants in CASs without the need of a central con-
trolling authority. This is done by projecting a system-level
invariant to an ensemble of node-level invariants, that is,
ADU local invariants. The idea is that the fulfillment of local
invariants, under specific assumptions, guarantees the ful-
fillment of the corresponding global invariant. This requires
the replication of a global invariant on all nodes in its scope,
that is, on all nodes having at least a resource appearing
in the (global) invariant. Since AbU nodes do not have a
shared knowledge about the state of external resources, we
have to propagate modifications to resources in the scope of
global invariants to all interested nodes. Such synchroniza-
tion is achieved by adding suitable remote updates for each
resource in the scope of global invariants.

Algorithm 1 describes how an AbU system S can be mod-
ified in order to fulfill a global invariant / by means of an
ensemble of local invariants, added to the nodes in S. In
particular, the algorithm assumes as input a global invariant
I in the conjunctive normal form, that is, of the form /\l'.’; | L
where each ¢; are either of the form ineq or —. The outer
loops at lines 1..2 try to add each conjunct of / to each node
of the system S. This happens only when at least one resource
in the scope of the conjunct belongs to a node (condition at
line 3). The line 4 add such conjunct ¢; to the local invariant
i; of the i™ node of S. The inner loop at line 5 then adds
all resources in the scope of the added conjunct not already
belong to the modified node to the node’s state X; (line 6).
The added resources are initialized with a random value of
the correct type. Finally, the inner loop at line 7 adds to
the modified node the ECA rules need for synchronization.
In particular, each resource x in the scope of the conjunct
that already belongs to the modified node (condition at line
7) can potentially be (locally) updated by the node. Such
modification should be reported to the other nodes involved
in the fulfillment of the conjunct (and, hence, of the global
invariant). This is done by performing a remote update of
the local resource x by adding a new ECA rule to rule list
of the i™ node in S (line 8). The added rule evt > task
here is a rule having higher priority, since synchronization
updates must be considered before any other update. Here,
we consider a fresh priority level H not belonging to the pri-
ority set (P, <) defined for S. The priority set then becomes
(PU{H}, < U{(¢,H) | £ € P}), indicating that H has higher
priority than any other element of the original set. The AbU
semantics scheduler will first execute all updates in the pool
having priority H, that is, synchronization updates, and then
the updates having lower priority coming from the original
system’s rules.

By applying Algorithm 1 to the smart HVAC system intro-
duced at the beginning of the section, we obtain the following
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Algorithm DecentralizeInvariant(S,7)

/* the AbU system S is of the form Ry,i1{(Z{,01) |l ... || Ru,in{Zn,0n) */
/* the global invariant / is of the form ¢ A---Ayy */
/* H is a fresh priority level not belonging to the priority set (P,<) of S */
/* vars(X) denotes the resources of the state X */
/* vars(t) denotes the resource identifiers occurring in the invariant ¢ */
1 for i from 1 to n do
2 for j from 1 to m do
3 if vars(t;) Nvars(X;) # @ then
4 L=t ALy
5 for all x in vars(¢;) \ vars(X;) do
6 | Y =2 W [x0] // here W denotes state join and v has the same type of x
end
7 for all x in vars(¢j) Nvars(%;) do
8 | R;i =R; ::x>H@(tt):Kex // here :: denotes list concat
end
end
end
end
9 return S

Algorithm 1. Enhancing an AbU system with local invariants derived from a given global invariant

AbU system. The resource conditioning is added to the state
of the temperature node, and the resource heating is added
to the state of the humidity node. That is:

¥, = [ temperature— 19 heatingr— £f
conditioning— £f |
¥, = [ humidity—40 conditioning— ££

airButton— ff heatingr— ff]

Then, synchronization ECA rules are added: one prop-
agating the modifications of the resource heating from the
temperature node to external nodes; and another propagat-
ing the modifications of the resource conditioning from the
humidity node to external nodes. That is, the rule

heating >H @(tt) : heating « heating a7
is added to R; and the rule
conditioning >" @(tt) : (18)

conditioning «— conditioning

is added to Rj. These rules have higher priority than the
rules already present in the nodes.

Finally, to both temperature and humidity nodes the in-
variant —(conditioning A heating) is added. In this exam-
ple, the global invariant and the local invariants coincide,
but this is not always the case. Indeed, if the global in-
variant would have stipulated a constraint on resources
not affecting the humidity and temperature nodes (e.g.,
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I = —(conditioning A heating) A brightness < 15), then the
local invariants on those nodes and the global invariant would
have been different.

4.2 Soundness of local invariants

Assuming a priority ordering of updates delivery and execu-
tion, we can prove that the enforcing of local invariants, as
defined by Algorithm 1, is sufficient to guarantee the satis-
faction of the corresponding global invariant. In other words,
given a global invariant / for the system S, the system

Sp = DecentralizeInvariant(S,/)

is guaranteed to not violate /, for all its possible executions.
This is done by enforcing all local invariants in Sp. We
assume that the system S adopts a priority set (#,<) not
containing the element H, which is added to the set to be
adopted by Sp. That is, the system Sp adopts the priority set
(PH, <sH) where Py =P U{H} and sy =< U{({,H) |l €
P}.

In the following, we assume that inputs from the envi-
ronment cannot make a system to violate an invariant. In-
deed, external stimuli are uncontrollable events that cannot
be suppressed, thus impossible to enforce within the lan-

guage.

Theorem 1 (Local Invariants Soundness)

Let Sp be an AbU system obtained from the AbU system
S by decentralizing the invariant I as per Algorithm 1. If
Sp satisfies I, then for all R reachable from Sp, R satis-
fies I.
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Proof

Let us consider a sequence of transitions Sp SN R =,
R; ... (possibly infinite). If @; does not contain a H pri-
ority update (i.e., @ is of the form (upd, £) >T with £ # H),
then the update executed at the first step does not involve any
variable of the invariant /, because the only H priority up-
dates are those generated by the rules added by Algorithm 1.
Hence, [ is still valid for R;, and we can repeat the argument
starting from R;j.

Let us consider the case when a contains a H priority up-
date, i.e., @ is of the form (upd, H) > T'; this means that some
variable of I has been modified at the first step. Let x one of
these variables, and let us consider any node R,t A (p(Z, ®)
in Ry where ¢p is the part of invariant added by Algorithm 1.
Clearly, the pool ® contains ((x,v),H), to update the local
copy of x with the new value. This update can be executed by
(Exkc) because it does not violate neither the local invariant
¢ (since x has been freshly added to the store X) nor ¢p (oth-
erwise the update would have violated the invariant on the
originating node at Sp already). Therefore, the update (x, v)
is executed before any update in ® having priority £ < H
due to the respectfulness of pick (Definition 1), yielding to
state Ry, where the invariant still holds. The same argument
can be repeated until all high priority updates are executed;
this leads to some state R,,, where there are no further syn-
chronization updates to apply, and the invariant / still holds.
We can repeat the argument starting from R,,, proving the
thesis. O

The system Sp must preserve the semantics of the original
system S, up-to the added synchronization updates. Indeed,
the ECA rules added by Algorithm 1 do not affect the re-
sources of the original system. Of course, since Sp enforces
locally the global invariant /, only the actions performed by
S that do not violate the global invariant are preserved by
Sp. In other words, Sp must perform all and only the actions
that S perform, excluding synchronizations (i.e., H priority
updates).

Formally, let £ be the set of all AbU system labels. Con-
sider the following projection function -\y € £— £ on AbU
system labels @ € £

T\H ifa=T
G if = (upd,H) >T
il (upd, O)> (T\n) if @ =(upd,f#H)>T
upd » (T\n) ifa=upd» T

where T\y is recursively defined on a task list T =
task; .. .task,, as follows (e is the empty list):

e\H=e€

(task, £)(T\n) if#H
T\n if0=H

>

((task,&)T)\p =

Now let Ly C L be the set of all H priority labels, that is,
labels involving at least a H priority update or task. Formally,
Ly = {ae L]|a\y+a}. We denote with —* the transitive
closure of the relation U{g» | @€ L\ Lu} and with -,

the transitive closure of the relation U{ED | @ € L}. Then,
St 2 % o means that we can perform an arbitrary,
possibly empty, sequence of labels except the H priority ones,

but at least one observable label a € £ must be performed.

* *

Similarly, ﬁbﬁ 2 —>H£«>—>H means that we can perform an
arbitrary, possibly empty, sequence of labels comprising the
H priority ones, but at least one observable label @ € £ must
be performed.

In the following theorem, statement / of stipulates that Sp
can perform any action that S can do without violating the
invariant /. Instead, statement 2 stipulates that Sp does not
perform any action that S cannot do, except for H priority

updates (i.e., synchronizations).

Theorem 2 (Semantics Preservation)

Let Sp be an AbU system obtained from the AbU system S
by decentralizing the invariant I as per Algorithm 1. If S
satisfies 1, then the following hold:

1. for all S’ satisfying I, if S 2> S’ then there exists R
such that Sp ED*H R, for some B such that « = B\n, and
R= (8o, N

2. for all R, if Sp —{; R then there exists S’ satisfying 1
such that S B> S’, with B=a\p, and (S')p =R.

Proof

Let us prove [ first. The proof is by case analysis on the label
a such that S 2 S’. Since S does not contain H priority
rules, @ ¢ Ln.

Case a = (upd,£) > T. Since a ¢ Ly, we have that £ #
H. Since the rules in S are a subset of those in Sp, and
Algorithm 1 does not change pools, we have that also Sp
can execute the update (upd, ). Hence, Sp ED*H R, where
B=(upd,?) > T’, for some T’. Since in Sp we have all the
rules in S plus H priority rules only, in 77 we have all the tasks
in T, eventually plus some H priority tasks. Hence, a = B\x.
Moreover, since S and S’ have the same rules, Algorithm 1
will add the same rules and resources when applied to S’.
What can change are the pools in R, that may differ from
(S’)p by containing some H priority updates. But, since the
relation ED*H can perform an arbitrary number of actions, we
can assume that eventual H priority updates can be consumed
from the pools in R. Thus, R = (S')p.

Case a =T or @ = upd » T Since the discovery and inputs
can be always performed by any system, we have that also Sp
can perform a. Then, the proof proceeds as in the previous
case.

Let us now prove 2. The proof is by case analysis on the
label @ such that Sp —7; R.
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Case @ = (upd,H) > T. Since S does not have H priority
rules, the update (upd,H) cannot be performed by S. But,
B =€ = a\y means that the system S can perform no action
in place of @. Hence, S—* S’. Moreover, since S and S’
have the same rules, Algorithm 1 will add the same rules
and resources when applied to S’. What can change are the
pools in R, that may differ from (S’)p by containing some
H priority updates. But, tasks in 7' can only be the result of
an activation of H priority rules (since upd has priority H),
and the latter can be consumed from the pools in R since
the relation gb’,: can perform an arbitrary number of actions.
Thus, (S")p = R. Since no change has been made on S’, we
have that S’ satisfies 1.

Case a = (upd,{) > T, with £ # H. Since the rules in S
are a subset of those in Sp, and Algorithm 1 does not change
pools, we have that also S can execute the update (upd,?).
Hence, S B S’, where 8 = (upd, £) > T’, for some T”. Since
the rules in S are a subset of those in Sp, and in Sp we
have additional H priority rules only, in 77 we have all the
tasks in 7', except eventual H priority tasks. Hence, 8 = a\y.
Moreover, since S and S’ have the same rules, Algorithm 1
will add the same rules and resources when applied to S’.
What can change are the pools in R, that may differ from
(8’)p by containing some H priority updates. But, since the
relation —>}, can perform an arbitrary number of actions, we
can assume that eventual H priority updates can be consumed
from the pools in R. Thus, (8”)p = R. Since the update upd
can be performed by Sp, by Theorem 1 we have that such an
update does not violate /. Thus, the same update performed
on S leads to S’ satisfying 1.

Case a =T or a = upd » T'. Since the discovery and inputs
can be always performed by any system, we have that also S
can perform S such that 8 = a\y, for a similar reasoning as
the one done in the previous case. Also, S’ satisfies I because
T does not modify nodes’ state and from the fact that inputs
cannot make a system to violate an invariant. Then, the proof
proceeds as in the previous case. O

4.3 Application: drone coalition

To showcase the generality of AbU global/local invariants,
we will present an additional application scenario: a coalition
of aerial drones is in charge of surveilling a residential area.
The flight of a drone is governed by a simple strategy: a
target position the drone is supposed to reach is periodically
updated (e.g., at a constant refresh-rate) by a control room
communicating with the drone. When the drone position or
the target position change, the drone computes the movement
to perform in order to fly towards its target. We model such a
movement with a distance shift from the current position (the
translation of this movement into actual rotor commands is
demanded to the low-level physics engine of the drone).
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Let us assume to have n drones; each drone i € [1..n]
has the following AbU resources: a sensor gps, modeling the
current GPS position of the drone (updated by the physics
engine of the drone); a sensor target, modeling the target
GPS position the drone is aiming at (updated remotely by
the control room); and an actuator move, modeled as a GPS
coordinates shift (that will instruct the physics engine on how
to move the drone).

Each drone is equipped with the following rule:

gps target > (|target — gps| > §) :

move « (target — gps)/|target — gps| (19

The rule says that each time the drone position or the
destination change, if their distance is greater than a given
threshold ¢ (possibly zero), the drone should move one dis-
tance unit (e.g., a meter) towards the target. Given this simple
setting, we can specify interesting global invariants for the
drone coalition. To ease the notation, we denote with A; the
distance shift, computed as in (19), for the drone i € [1..n],
ie., A; = (target; — gps;)/|target; — gps;|.

Ground control station nearness Each drone cannot
fly too far, i.e., beyond a given limit /, from a specific geo-
graphical point G; formally:

Igcsn = /\ie[l..n] |(gp51 +Ai) - G| <l

Collision avoidance Drones cannot get too close, i.e.,
no less than a given threshold ¢, to each other (to prevent
collisions); formally:

A AUE]
Ica - /\i,je[l..n] |(gpsl + Al) - gpgjl >1

Dispersion limit A drone cannot stray too far, i.e., be-
yond a given limit /, from the coalition barycenter; formally:

X I eps;
I 2 Ajeqrny |(gpsi + A) — ==Lt <

In the case of Igcsn, Algorithm 1 will simply add to each
node i € [1..n] the local invariant |(gps; + A;) — G| < I. No
synchronization rules will be added, since no coordination
between drones is needed to fulfill the (global) invariant. For
I.,, Algorithm 1 will add to each node i the local invariant
Njert.angiy [(gpsi + Ai) — gpsj| >t and the resources in
the scope of the added invariant missing from node i, i.e.,
the resources gps; such that j € [1..n] \ {i}. Finally, the
synchronization rule gps; >™ @(tt) : gps; « gps; will be
added. The third case I is similar to the previous one.

5 Related work

The verification of distributed systems has been a consistent
focus in the literature, ranging from foundational works by
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Chandy and Lamport [12] and Babaoglu and Raynal [13] to
more contemporary approaches, as surveyed by Francalanza
et al. [14]. However, many of these methodologies assume a
centralized setting or a shared understanding of the system’s
network topology, rendering them less suitable for CASs.

Within the CAS community, Aldrini [15] proposes a
framework for designing and verifying trust within CASs,
but it does not address the specification and enforcement
of global or local invariants. Audrito et al. [16] advocate
for aggregate computing as a paradigm well-suited for dis-
tributed runtime verification in CASs. Aggregate computing
treats a network of devices as a unified computational en-
tity, abstracting away individual device specifics to focus on
collective computation. Nevertheless, this abstraction can be
challenging to apply in scenarios where individual devices
have distinct roles and must adhere to specific constraints, as
is common in many IoT applications. Finally, Bortolussi et
al. [17] introduce CARMA, a framework for modeling the dy-
namic and adaptive behavior of CASs, enabling performance
analysis and the identification of potential implementation is-
sues. However, CARMA does not provide mechanisms for
defining or enforcing global and local invariants.

The present work significantly extends our prior contribu-
tion [18] in several key aspects, notably by providing more
comprehensive examples to illustrate the expressiveness and
applicability of prioritized AbU. A key addition is the de-
tailed demonstration of how prioritized AbU can be effec-
tively used for the implementation of distributed data struc-
tures such as Conflict-free Replicated Data Types. Moreover,
the present work generalizes the calculus to an arbitrary pri-
ority set, not limited to two-levels settings as in [18].

Furthermore, this work presents a significant advance-
ment about the enforcement of global invariants using lo-
cal invariants and prioritized rules. In [18] we have only
outlined the potential for this approach, but the current pa-
per provides a rigorous syntactic transformation that auto-
matically derives node-level invariants and necessary high-
priority synchronization rules to ensure the enforcement of a
system-level invariant. Crucially, we include a formal proof
establishing the soundness and semantics preservation of this
transformation, providing a strong theoretical foundation for
our decentralized invariant enforcement methodology.

Significant effort has been spent on distributed Runtime
Verification (RV), aiming at checking general temporal prop-
erties, like those expressible in Linear Temporal Logic (LTL),
in systems whose components operate concurrently without
centralized observation. Typically, a global LTL specifica-
tion is decomposed into sub-formulas, assigning them to
local monitors capable of partial evaluation and commu-
nication to detect satisfaction or violation collectively. For
instance, Bauer and Falcone [19] introduced a decentralized
LTL-monitoring algorithm where each component only ob-
serves and communicates necessary parts, significantly re-

ducing communication overhead compared to central mon-
itoring. Mostafa and Bonakdarpour [20] proposed a sound
and complete method for asynchronous distributed systems
using three-valued LTL semantics. Aceto et al. [21] explored
synthesis procedures for decentralized monitors of hyper-
properties [22]. Our work shares a similar goal with these
works, but it aims to provide a native mechanism for decen-
tralized invariant enforcement at the programming language
level, instead of relying on an external verification infras-
tructure (e.g., via monitors).

6 Conclusions

In this paper, we have presented a prioritized extension of
the AbU calculus, a communication mechanism well-suited
for modeling reactive and decentralized systems like CASs.
This extension, while remaining backward compatible with
existing versions of AbU, introduces the crucial concept of
rule priorities, offering programmers more control over the
execution order of updates in scenarios with concurrent rule
triggering. We have illustrated the utility of this extension
through its ability to naturally describe prioritized behaviors
and its applicability in implementing complex distributed
data structures such as CRDTs, highlighting its potential in
managing consistency in decentralized environments.

A key contribution of this work lies in a new decentral-
ized methodology for enforcing global, system-wide invari-
ants. By strategically leveraging the local invariants in AbU
nodes and introducing appropriately prioritized synchroniza-
tion rules, we have shown that it is possible to guarantee
global system-level invariants without resorting to central-
ized control. The proposed approach of projecting global
invariants into local constraints and employing prioritized
rules for attribute synchronization offers a scalable and ro-
bust mechanism for guaranteeing the correctness and safety
of distributed systems.

Future work A thorough analysis of the performance im-
plications of prioritized rule execution in large-scale deploy-
ments is crucial. Indeed, in a decentralized context like ours,
every state change must be propagated to the other nodes,
but the invariant check does not require messages since it
is local. Therefore, in the worst-case scenario, each update
requires n — 1 messages (with n being the number of nodes
in the system) to propagate synchronization updates. Nev-
ertheless, not all nodes are involved in all invariants, hence
the worst-case scenario may be not applicable in most real
situations. By conducting an extensive empirical evaluation,
we plan to assess the actual invariant decentralization over-
head as proposed in the current paper. Developing practical
tools and methodologies to assist programmers in defining,
implementing, and verifying global invariants within AbU
would also be a valuable contribution.
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While the current work demonstrates the feasibility of
decentralized invariant enforcement with a simple logic, it
paves the way for the decentralization of more general prop-
erties, such as liveness properties and hyperproperties. To
this end, we need to extend the logic of local invariants on
the individual AbU nodes with temporal operators. Conse-
quently, the primary challenge lies in enhancing the logical
reasoning and verification capabilities of the nodes them-
selves (e.g., along the lines of [19, 21]), while the core pro-
jection algorithm should not be significantly more complex
than the one presented in this paper.

Another line of research involves exploring the relaxation
of the AbU semantics, specifically by loosening the atomic-
ity constraint on update distribution. This relaxation could
necessitate the development of alternative scheduling poli-
cies to maintain the crucial relationship between global and
local invariants, as discussed in Sect. 4.

Finally, extending the semantic framework to incorporate
quantitative aspects, along the lines of prior work in [23,
241, could provide valuable insights into resource usage and
performance characteristics of prioritized AbU programs.
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