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Abstract

A sensoris a device which is used to detect physical parameters ofenést like tem-
perature, pressure, or strain, performing the so callesknsingprocess. This kind of
device has been widely adopted in di erent elds such as aerautics, automotive,
security, logistics, health-care and more. The essential @ence between asmart
sensorand a standard sensor is its intelligence capability: smasensors are able to
capture and elaborate data from the environment while comnmicating and inter-
acting with other systems in order to make predictions and d intelligent solutions
based on the application needs. The rst part of this thesisifocused on the problem
of sensor selectionn the context of virtual sensingof temperature in indoor environ-
ments, a topic of paramount importance which allows to incese the accuracy of the
predictive models employed in the following phases by praling more informative
data. In particular, virtual sensing refers to the processfcestimating or predict-
ing physical parameters without relying on physical sensarusing computational
algorithms and predictive models to gather and analyze datr accurate predic-
tions. We analyze the literature, propose and evaluate matlkologies and solutions
for sensor selection and placement based amachine learningtechniques, includ-
ing evolutionary algorithms Thereafter, once determined which physical sensors to
wield, the focus shifts to the actual methodology for virtuhsensing strategies for
the prediction of temperatures allowing to uniformly monibr uncovered or unreach-
able locations, reducing the sensors deployment costs aneb\pding, at the same
time, a fallback solution in case of sensor failures. For thipurpose, we conduct
a comprehensive assessment of di erent virtual sensing ategies including novel
solutions proposed based on recurrent neural networks anchgh neural networks
able to e ectively exploit spatio-temporal features. The rethodologies considered
so far are able to accurately complete the information comgnfrom real physical
sensors, allowing us to e ectively carry out monitoring talss such as anomaly or
event detection. Therefore, the nal part of this work looksat sensors from another,
more formal, point of view. Speci cally, it is devoted to thestudy and design of a
framework aimed at pairingmonitoring and machine learningtechniques in order
to detect, in a preemptive manner, critical behaviours of aystem that could lead
to a failure. This is done extracting interpretable propelies, expressed in a given
temporal logic formalism, from sensor data. The proposedaimework is evaluated
through an experimental assessment performed on benchmaftitasets, and then
compared to previous approaches from the literature.
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Introduction

Sensingis to grasp the nature, importance, or meaning of a physicahpnomenon
or stimulus. Apart from classic components, such as transders, ampli ers, lters
and compensators, ssmart sensordi ers from a traditional one as it has a data
computing unit, a signal processing unit, and communicatiounit allowing it to be
capable of collecting, processing, and communicating datathwvother devices [177].
Hence, it is important instrument for continuous monitoring and control action
performing. Thanks to the improvements of nanotechnologyna microelectronic
technologies, increasingly complex and miniaturized smaensors and devices are
spreading on the market. These smart devices, which are anegral part of the
Internet of Things (loT) and Industry 4.0, are able to captue and elaborate data
from the environment, communicate and interact with other gstems and with the
environment itself, making predictions and nding intelligent solutions based on
the application needs [192]. Such devices may be used in deet areas such as
aeronautics, automotives, security, logistics, healthace, smart grid for intelligent
energy production and consumption, predictive maintenamg industrial processes
engineering and more [115, 189, 124, 83, 37, 192, 193]. Morgeaneral, what is pro-
posed is typically aimed at achieving greater e ciency by opmizing management
and processes, reducing the costs and the resources usef][11

Within the scope of this thesis, my primary objectives are toxplore and propose
comprehensive strategies, methodologies, and techniqdiese ective, exible, and
e cient environmental monitoring through smart sensor sytems. Motivated by
the advancements in nanotechnology and microelectronicctenologies, as well as
the increasing prevalence of Internet of Things (IoT) and laustry 4.0, my research
aims to address challenges related to sensor placementiuat sensing, system failure
detection, and predictive maintenance. By optimizing the eployment of sensors,
enhancing energy e ciency, and leveraging advanced macleinearning solutions, |
seek to contribute to the eld by improving monitoring capabhlities, reducing costs,
and optimizing management and processes. To guide my invgsttion, | pose the



2 1. Introduction

following key research questions: How can we determine thetiopal placement

of sensors to ensure uniform monitoring of physical phenona How can virtual

sensing techniques be developed to predict physical qudiets without relying on

certain physical sensors? How can monitoring and machine ilieg techniques be
integrated to detect critical system behaviors and enabler@dictive maintenance?
By addressing these questions through an interdisciplinaapproach, this thesis aims
to contribute to the advancement of smart sensor systems aittldeir applications in

various domains.

Physical sensors are usually costly, in need of maintainanand sometimes unre-
liable [109]. Furthermore, optimizing energy consumptiois a crucial aspect both to
reduce the environmental impact given by the large scale usagf electronic devices,
and because some systems have limited autonomy. Therefarés important to opti-
mize energy consumption, limiting the number of engaged ssms while maintaining
a good level of accuracy in the collected data and the intgknt task. The rst ob-
stacle to be tackled in order to deploy a sensors system isaivby the choice of how
to set an adequate number of sensors at the desire locationatasure a uniform mon-
itoring of some physical phenomenon of interest. In [28] wesa with this problem
in the case of temperature monitoring in an open space o ce. e, a systematic
analysis of several distance metrics that can be used to detgne the best sensors
on which to base temperature monitoring is performed. Theripllowing a genetic
programming approach, we design a novel metric that non-arly combines and
synthesizes information brought by the considered distaaanetrics, outperforming
their e ectiveness. Thereafter, exploiting such a metric @ propose an automatic
and generic approach based on a weighted Borda count votingseem to determine
the best subset of sensors that are worth keeping. Borda coJd9] is a widely
adopted voting method that assigns points to candidates bad on their ranking by
voters, providing a fair and inclusive strategy to decisiomaking in voting processes.
In the considered sensor selection scenario, it allows dletexamined sensors to vote
for candidate ones to select, and has been devised consitgsome important as-
pects. First, selected sensors may provide information tha relevant either locally
or globally. Locally-relevant solutions will be a rst choce only for just a niche of
sensors, and they will rank poorly among the remaining voter Globally-relevant
solutions may not be the rst choice, but they likely be an aceptable alternative
option according to a vast majority. Anomalous sensors willdrelevant only locally
if not to themselves alone, while well-behaved sensors ieatl will usually be aligned
with general trends and thus globally more relevant. Usuallysensors can surrogate
each other depending on distance (proximity principle). Nertheless, each sensor
is usually predicted by itself better than by anything else, & it would likely vote



for itself if allowed to. This holds for all sensors, espedlya for anomalous ones,
as they can rely only on themselves to predict their own trodéd data. A voting

system should prevent anomalous sensors to drive the eleatby design. Instead, it
should foster the ability of di erent candidates to surrogée voters' data. Anomalous
sensors will surrogate the others poorly, so they will likgllose the election.

With the aim of proposing and evaluating techniques capabld monitoring tem-
peratures in uncovered or unreachable locations, we designd produced a set of
simulation data by means of computational uid dynamics algrithms for a generic
room model, concerning di erent environmental and usage wditions, as well as
di erent con gurations in terms of arrangements of interna objects. In this sce-
nario, starting from a sensors grid extended in 3 dimensioasd su ciently dense,
we devised an optimal sensor placement strategy based ongrattention mecha-
nisms, along with an algorithm capable of transferring theidplacement to another
simulated room with a di erent internal con guration.

Once the problem of sensor placement was addressed and thenmissioning
was done, we might focus on the issue of sensing physical diies present in the
environment, production processes or machinery. In many gutical applications,
obtaining the sensing data by placing the sensors at the optal locations is di cult
or even impossible, for this purpose, it may be necessary toplementvirtual sensing
solutions. Virtual sensing is a set of techniques to replacesabset of physical sen-
sors by virtual ones, allowing the monitoring of unreachabllocations, reducing the
sensors deployment costs, and providing a fallback solutidor sensor failures [107].

Hereafter, we take into account a real-world scenario of andoor open space
0 ce dataset [26], and propose a black-box virtual sensingdmework, capable of
predicting temperatures exploiting spatio-temporal infamation, that, in principle,
can be adapted to any indoor environment. More in detail, in B] we proposed some
solutions, including among all a long short-term memory recrent neural networks-
based model for the prediction of temperatures observed byjysical sensors based
on other sensors' data, and carried out a comparison with agh approaches from the
literature, including baseline methods, and some classicgaachine learning models
evaluating also the reliability of the generated predictios.

The problem of monitoring temperatures in indoor environms, which is crit-
ical for several reasons, including satisfaction of comfdevels, energy e ciency,
and safe temperature constraints, may require the devisingf virtual sensing tech-
niques capable of performing spatial interpolation, i.eable to uniformly monitor
each location of an examined environment. In this scenarim order to evaluate the
interpolation capacity of the assessed models, we focus te aforementioned simu-
lation dataset concerning di erent environmental and usag conditions for a generic
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room model. The data observed from the sensor grid are expéul to evaluate
the e ectiveness of the analysed solutions. In detail, we ppose deep learning ap-
proaches including a graph neural network model, capableaxdting as a simulations
approximant, representing information in order to learn pisical characteristics of
the measured phenomena. Here the spatial interpolation is goble thanks to the
exible structure of the graphs and exploiting the inductive learning capabilities of
this model. This ensures it is possible to reuse models geated in the training
phase, while adding and removing nodes (or edges) of the gnapr modifying their
features. Subsequently, besides a systematic comparatbecerning classical spatial
interpolation approaches, we conducted a series of expeeinis aimed at verifying
the ability of the proposed model to generalize on di erentiswulated environmental
conditions.

Once a sensors system has been made operational and e ciergégardless of
whether it includes virtual or real sensors, it is able to pnade a large amount of
dynamic and heterogeneous data, as continuous streams ectéd over time and
related to di erent kinds of statistical variables, such ascategorical and numeri-
cal ones. This raw data can be analyzed in real time and proses to carry out
event, anomaly or failure detection activities. Regardlssof whether a commercial
or private use is considered, this is a task that plays a fundsental role and allows
the sensor system to be enhanced with control functions. Thmssible applications
are many and vary, for example, from production process caat, predictive main-
tenance of machinery and household appliances, to the ddten of environmental
comfort condition violations.

With this premise, the last part of this thesis is focused on syem failure de-
tection and predictive maintenance. In particular, on the Bbsis of a set of values
recorded by sensors, it is desired to recognize whether ort @oproduction envi-
ronment, a machine or a device shows an anomaly or an interrfault. The early
detection of the latter can be useful, e.g., to prevent a faite of the entire system,
a serious damage, a production block, or the occurrence oftical safety condi-
tions. In the literature deep learning models have been exjled for these tasks
with increasing success. Although these models o er good fmmances in terms of
predictions, they hardly provide guarantees over their exation, a problem which is
exacerbated by their lack of interpretability (i.e., they d not provide any qualitative
understanding on the process leading from input variables the nal decision [154]).
For this reasons, in many critical contexts, formal methodswhich are able of en-
suring the correct behavior of a system, are thus necessalowever, specifying in
advance all the relevant properties and building a completsodel of the system
against which to check them is often out of reach in real-watlscenarios. To over-



come these limitations, we proposed [24] a framework thats@rts to monitoring (a
lightweight veri cation technique that does not require anexplicit model speci ca-
tion) and pairs it with machine learning, in order to automatcally derive relevant
properties, related to a bad behavior of the considered sgst, encoded by means
of interpretable formulas expressed in a temporal logic foalism.

The extracted properties are stored in a monitoring pool. As evwill see, the
management of this pool raises a number of issues that wer&ea into account in the
design phase. First of all, the validity of an originally welpredictive property may
change over time, for example due to updates/upgrades parited on the monitored
system. Therefore, it is necessary to handle the pool in a namnotonic way,
providing a mechanism for removing ine ective propertiesdsed on a validity score.
In addition, in the monitoring pool there may be multiple prgerties showing a
similar behavior against the incoming input data. In that cae, it su ces to keep
just a single representative of those formulas. Finally, tht'amework must be able
to handle cases where inserted properties con ict.

The latter topic represents, at the same time, the culminatin of the entire
research path, and the starting point for further research dections. With this
thesis, we propose a comprehensive set of strategies, mdthlogies and techniques
for e ective, exibile, and e cient environmental monitor ing through smart sensor
systems. Furthermore, we present a general framework basaa monitoring and
learning techniques, applicable to di erent contexts and@mplex systems, which is
able to exploit sensors and telemetry data in order to perfor early failure detection
through the extraction temporal logic properties.

Below we present a synopsis of the thesis structure. In Chapt2, we pro-
vide background information on the relevant topics, inclueshg temporal data, ma-
chine learning, deep learning, evolutionary algorithmsna runtime veri cation tech-
niques. Thereafter, in Chapter 3, we focus on the task of semselection introducing
the application domains related to real-world and simulat indoor environments,
proposing two solutions based on weighted Borda count andagh attention net-
works, and assessing their e ectiveness. Considering thenge settings, Chapter 4,
, deals with the temperature prediction task, providing a cmprehensive assessment
of di erent virtual sensing strategies including baselineapproaches, and novel so-
lutions proposed based on recurrent neural networks and gta neural networks.
In Chapter 5, we present a framework combining monitoring @ahmachine learn-
ing techniques to perform failure detection and predictivenaintenance tasks. The
framework is then evaluated on di erent case studies widelgdopted in the liter-
ature. Finally, we provide an overall assessment of the workode, together with
future research directions.






Background

This chapter gives an overview of the main topics discussetithe thesis. Speci cally,
in Section 2.1 the notion of temporal data is introduced. The Section 2.2 focuses on
machine learning, a sub eld of arti cial intelligence conerning di erent algorithms
able to learn from data and make predictions without being gticitly programmed,
and Section 2.3 on deep learning, which extends the capaieé of machine learning
to extract complex features from data. This latter sectionntroduces the notions of
deep feedforward networks, recurrent neural networks, argtaph neural networks.
Section 2.4 discusses evolutionary algorithms, which amspired by the process of
natural selection and can be used for optimization problemsiere, genetic program-
ming and NSGA-III multi-objective evolutionary algorithm are introduced. Finally,
Section 2.5 explores runtime veri cation techniques, suchs monitoring, a set of
methods used to verify the correctness of a system while itrisnning. The applica-
tion domains and case studies considered in this work will peesented progressively
as they are addressed in the subsequent chapters.

2.1 Temporal data

Two common representations for temporal data aréme seriesand temporal se-
guences Time series are real-valued sequences of measurement®ralt regular

discrete function having valuex; for time t;, x, for t,, and so on. A time series
might be multivariate or univariate. A multivariate time series is formed by more
than one variable, whereas a univariate time series has omge underlying variable.
Another distinction between time series is whether they arstationary or nonsta-
tionary. Stationary time series have constant mean and variance oiene, whereas
nonstationary time series have no discernible mean and caeadease or increase
over time. Temporal sequences are discrete sequence ofenitomain values taken
at regular or irregular time intervals. An example of temporbsequence could be a
sequence of logged events, function calls, alarms, etc. dtworth noticing that also
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a single event could be considered as a degenerate case ofrgpteal sequence with
one time-stamped element.

In order to be fruitfully analyzed and processed, data mustée appropriately
treated to make them \clean" and suitable for the intended tak of interest. This
stage typically includes steps such as handling missing ddfL67], noise removal [122],
normalization [59], feature engineering [191] and dimensality reduction [38]. Given
their strong dependence on the speci ¢ dataset and task, tiatter will be described
from time to time while proceeding with the following chaptes of the thesis.

Within the scope of this study, as a normalization techniqueye consider scaling
the temporal data to a desired range. Speci cally, we emplaye method of min-
max scaling which transforms the data so that it falls within a prede nel interval,
typically between 0 and 1. Min-max scaling o ers several berts for the analysis
of temporal data. Firstly, it standardizes the data, making t comparable across
di erent features or variables. This standardization enskes that no single feature
dominates the analysis based on its magnitude. Secondly,mmax scaling preserves
the relative relationships among data points, allowing fomeaningful comparisons
and interpretations. Conversely, normalization for a nor@l distribution (e.g., z-
score normalizatior), involves transforming the data to have a mean of 0 and a
standard deviation of 1. In this case, the purpose of adaptindata to a normal
distribution is primarily relevant when statistical assunptions require the data to
meet speci ¢ criteria, such as in tests that rely on distribtional assumptions.

2.2 Machine learning

Machine learningis a branch of Articial Intelligence focused on algorithms ad
statistical models able to learn from the experience autorti@ally, hence, without
any explicit programming. There exist two main categoriesfdearning: supervised
and unsupervised16].

In supervised learning, the set of data employed in the traimg phase is made
up of instances(or example} labeled with ground truth target values (calledlabelg.
The objective of supervised learning is to learn how to prestithe correct values
for the target vector starting from a given input instances.In the case ofclassi ca-
tion problems, target values could consists in a nite number ofiscrete categories.
Otherwise, inregressionproblems the target of the prediction is a numerical vari-
able [4]. More formally, an instance is represented as a veck 2 R", where each
of the n entries of the vector is calledeature (or predictor). In classi cation tasks,

mapping an inputx to a categoryy = f (x). Instead, in regression tasks models are
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asked to learn a function with a numeric outputf : R"! R.

On the other hand, unsupervised learning does not make usagfdabels, but is
rather focused on studying the data distribution, nding rdations between variables,
general patterns in the data, or groups of data instances [84

In an intermediate position between supervised and unsupgsed learning, lies
semi-supervisedearning. In this case, a model learns from both labeled anadla-
beled data. By incorporating both types of data, this learmg approach can improve
the accuracy of a model and make it more robust, while redugrhe reliance on
labeled data. Due to the large amount of unlabeled data avalle in many domains,
semi-supervised learning has been an active area of reskancrecent years. Some
popular approaches in this eld includeself-training, co-training, and graph-based
methods[39].

In machine learning, we often need to make predictions abooéw, unseen data
based on the patterns observed in the data that we havdnductive learning and
transductive learningare two approaches to deal with this problem [175].

In more detail, inductive learning refers to the process oéarning a general rule
from a set of speci c examples. The goal is to generalize frahre observed examples
to make accurate predictions on new, unseen ones.

Transductive learning, on the other hand, refers to the prass of making pre-
dictions about speci ¢, already known examples in the testes (i.e., the set of test
instances), rather than generalizing to unseen ones. Theajof transductive learn-
ing is to make accurate predictions on the test set based onetlobserved patterns
in the training set (i.e., the set of instances used in the traing phase).

The capacity of a machine learning algorithm to perform e evely on new
unseen cases that are not part of the training set is known @gneralization On
the other hand, over tting is a phenomena that happens when the algorithm is
too closely tted to a peculiar and limited set of instancesand fails to apply its
knowledge to new data.

As we shall see in Chapter 4, both inductive and transductivearning have their
own advantages and disadvantages, and the choice betweea tivo depends on the
speci ¢ problem and available data.

2.3 Deep learning

In traditional machine learning, an handcrafted mapping fom raw input data to a
feature space is often required to fed predictive models Wwiproper input in order
to pursue a learning task e ectively. Deep learningdi ers from this classical form of
"shallow" learning as is able to learn far higher degrees ofenarchical abstraction



10 2. Background

inputs

activation
function

/ / \J output
Wn
@ bias

Figure 2.1: Model of an arti cial neuron.

and representation [72]. The aim is to learn representatisrfrom the data with a
progressive level of abstraction in another space (a latespace), where the problem
become easier to solve.

In the following sections two of the main deep learning soliains used in this
thesis are presented. In Section 2.3.1 deep feedforwardwmtks are introduced
along with some basic notions related to their employment. &ally, in Section 2.3.2
some recurrent neural networks architectures able to dealttv sequential data are
presented.

2.3.1 Deep feedforward networks

Deep feedforward networksalso calledfeedforward neural networkg§FFNNSs), or
multilayer perceptrons(MLPs) [161] have served as the cornerstone of deep learn-
ing for decades. They are the fundamental building blocks afeep learning and
could form complex architectures combining di erent nonthear transformations.
Although they may not be regarded as pure deep learning modetke seminal role
of MLPs in the development of deep learning cannot be overstal, as they have
played a pivotal role in shaping the eld and paving the way fosubsequent advance-
ments. This model, inspired by the biological brain, congs of simple processing
units, the arti cial neurons , organized in layers and connected by directed weighted
edges.

As illustrated in Figure 2.1, arti cial neurons compute a weiggted sum of their
inputs wix; + WoXo + i+ wpXy + b Then, the result is passed through an
activation function . The purpose of activation functions is to, determine how
the information ows from one neuron to the followings. Thisusually introduce
non-linearities into the network, enabling it to approximae extremely non-linear
functions [81]. The choice of this function depends on thedhnitecture of the neural
network and the specic task at hand. The most common activabn functions
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Figure 2.2: A basic feedforward neural network.

considered in the literature [137] are the sigmoiddgistic) function (x) = Wé(x)

the hyperbolic tangent tanh) function (x) = % the recti ed linear unit
(ReLU) function (x) = max(0;x), and the leaky recti ed linear unit (Leaky ReLU
function (x) = max( x;x ) where is the negative input slope.

In Figure 2.2, an example of FFNN with aninput layer, L intermediate layers,
called hidden layers and an output layer, is depicted. This network is able to cal-
culate the output valuey = f (x; ) starting from an input x and from parameters

in = (Wbl ;Wh: bt*1) applying the functions sequencd ;;fo;:::;fL 41

fr(hk L, (WK bX) = KWHkhk 1+ pk) with hk * 2 R™ 1 output vector of level
k 1, ¥activtion function, Wk 2 R" " 1 weights matrix, bX 2 R" bias vector,
nx number of units (arti cial neurons) of layer k, and h® = x input vector.

After deciding on the network's architecture, the parameter must be estimated
using a set of training samples. The estimation of is usually produced minimizing
a loss functionby employing agradient descentalgorithm [160]. The loss function
qguanti es how well the FFNN outputs are approximating the targe values. Gra-
dient descent is used to determine how to vary the weights armases, in order to
minimize the loss function. The variant of gradient descenprimarily involved in
modern neural networks training is thestochastic gradient descerdlgorithm. Here,
as a rst step, the parameters in are randomly initialized. This operation is crucial
for FFNNs as it impacts convergence rate, stability, and the avdance of poor local
optima. An appropriate initialization breaks symmetry between units and controls
variance to prevent vanishing or exploding gradients [69]After the initialization
of , for each training instancex' and related target valuey' weights are updated
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Figure 2.3: An unfolded vanilla recurrent neural network.
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such that = r L(;x';y"), whereL is the loss function,r L(; x";y') its
gradient obtained by derivingL on , and is the learning rate. Instead of com-
puting every gradient value associated to each parametehd propagation of the
gradients from the output layer, to the preceding ones is caed out through the
back-propagationalgorithm (introduced in [162]) taking advantage of the faicthat
all operations used in the network are di erentiable. Furtlermore, it is important
to point out that the calibration of the learning rate is of paramount importance
for the convergence of the algorithm: if too small, the optimation can be blocked
on a local minimum; conversely, if too large, the network wiloscillate around an
optimum. In order to reduce this oscillation e ect and accerate the convergence
process, variations of the optimization algorithm, likeNesterov accelerated gradient
(NAG) [134], root mean square propagatiofRMSProp) [78] or adaptive moment
estimation (Adam)[94], have been proposed in the literature.

Finally, It is worth noticing that, in order to avoid the e ect s of noisy or unin-
formative inputs, the gradient is not computed for each singar example, but on an
entire subset of the training set, calledbatch taken at random without replacement.

2.3.2 Recurrent neural networks

Feedforward neural networks have some limitations when thénave to process tem-
poral data. In fact, considering a sequence of data supplies input, each of its
elements is processed by a network independently of the gmsi occupied within
the sequence itself. Hence, temporal dependencies are igifyi ignored by this
kind of models. To deal with this kind of data, feedforward neral networks have
been extended in order to include feedback connections. Heokind of networks are
called recurrent neural networks(RNNs) [168].

RNNs can learn from sequences and produce a sequence of statelsaatputs.
In Figure 2.3 an example of "vanilla” RNN architecture is shown As can be seen
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Figure 2.4: A long short-term memory recurrent neural netwdr cell.

from the unfolded representation of the network on the rightthis RNN processes
a sequence by iterating through each of its elements, keepia state containing
information on what it has seen so far.

In the training phase, the gradient is propagated backwardhrough all the se-
guence of states generated by the input. This process, cdllback-propagation
through time[182], is the RNN counterpart for FFNN's back-propagation algottm.
In this settings, architecture like vanilla RNN could expernce problems due to the
gradient vanishinge ect. The latter occurs in the presence of long sequences of
input data and small weights in the network, making the gradint shrink at each
step until it disappears. In fact, as could happen with very eep FFNNs made up
of several layers, long products of matrices can lead to vahing (or exploding) gra-
dients. This cause RNN to be biased towards capturing only stidgerm relations
and, consequently, to loose information on data seen seVetimmesteps before. As
we will see in the following part, A possible solutions to tisiissue, is the adoption of
gated architectures likegated recurrent unit(GRU) [44] or long short-term memory
(LSTM) [79].

Long short-term memory RNNs

The Long Short-Term Memory architecture, which is a specidlind of RNN archi-
tecture, was created in order to enable the learning of longrie dependencies from
input sequences. This is done, thanks to a special cell ateuture as depicted in
Figure 2.4. As we can see, here two types of state are providéd; which is the short-
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term state exposed to the outside, and,, the internal long-term state of the cell. The
core components of this architecture are the gates which d¢ool the ow of informa-
tion learning what to store and what to throw away from the stées and from the in-
put data. In detail, given the parameters = (W 4 ; bt ; W i ;013 W o, Do; W kg Dg;)
an LSTM cell has three gates:

" the forget gatef;, which learns what part of the previous statec; ; should be
erased, and is de ned by the functiorfy = (Wt hy 1+ Wy X¢ + by);

"~ the input gate i;, which determines what relevant new information store in t@
long-term statec;, and is de ned by the functioni; = (W ihy 1+ W 4 X¢+ bj);

" the output gate oy, controlling what information encoded in the new long-term
state c¢; should be read and processed as output and as new valuetgrthis
gate is de ned by the functiono; = (W ohy 1+ WXt + by).

The value of the new long-term state is computed as = f; ¢ 1+ Iy G,
whereg; = tanh(W ngh; 1+ W ,gX; + bg) is the new candidate state and is the
element-wise multiplication operator. Finally, the shortterm state is updated as
hy = o tanh(c).

It is worth noticing that the forget gate allows to completey lIter or keep intact
the information coming from the previous statec; ;. Thus, guaranteeing a theo-
retically back-propagation through time with uninterrupted gradient computation
ow, LSTM RNNs can potentially learn long time dependencies tated to input
sequences. Considering the large amount of parameters inthe training phase
can be computationally intensive. Hence, lighter architeates, with only a single
state and fewer gates, such as RNNs with GRU cells, have beenpwsed in the
literature [44].

2.3.3 Graph neural networks

In recent years,graph neural networks(GNNs) have emerged as a popular class of
deep learning models for learning representations of graptructured data. A graph
is a mathematical structure that consists of a set of vertiseor nodes connected by
edges. Graphs can be used to represent a wide range of comglestems, such as
social networks, biological molecules, and natural langga sentences. GNNs extend
the idea of convolutional neural networks(CNNs) [104] to graphs, enabling us to
learn node and graph-level representations that capture ¢hstructural information
of the input graphs.

Formally, a graph G = (V;E) is de ned as a set of nodes (verticesy and a set
of edgeskE, where each edge connects two nodes. The edges can be eithvected
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Figure 2.5: An example of undirected graph

or undirected, and can have weights that represent the strgth of the relationship
between the nodes.

The adjacency matrix A is a binary or weighted matrix that represents the
connections between the nodes in the graph. For an undiredtgraph, the adjacency
matrix is symmetric, and the diagonal entries represent theelf-loops of each node.
Formally, the adjacency matrix is de ned as:

(
Ay= o nE2E @)
0 otherwise

It is worth noticing that, for a weighted graph, the adjaceng matrix may contains
arbitrary real-values rather thanf 0; 1g.

As an example, considering the undirected graph in Figure 2.5t nodesV =
f1;2;3;4g and edgesE = f(1;2);(1; 3); (2;4)g, the corresponding adjacency matrix
for this graph is

2 3
0110

_100(11%

A‘Eloo 2.2)
0100

In graph theory, each vertex and edge can be associated withregpresentation
that captures some of its characteristics. In particular, & can de nenode represen-
tations and edge representationsA node representatiorh; is a vector that captures
the properties of the vertexi in the graph. The exact de nition of h; depends on
the application and can vary widely. For example, in machinéearning tasks on
graphs, node representations may encode information abaihie node's attributes,
its neighbors, or its position in the graph. An edge represeation h;; is a vector that
captures the properties of the edge between verticesand j. Edge representations
can also vary depending on the application. For example, irsie casesh;; may
represent the weight or distance of the edge, or a more compleature vector that
captures the relationship between the two vertices. The aaffency matrix A can be
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seen as an example of an edge representation that encodeshimary existence of
edges in the graph.

GNNs can be broadly categorized into two typesspectral-basedand spatial-
based[75]. Spectral-based GNNs are founded on the spectral graptetny and rely
on the eigenvalues and eigenvectors of the graph Laplaciaratnix to de ne lIters
that operate on the graph. Spatial-based GNNs, on the other hednare based on
the message-passing paradigm, where each node aggregatiEsnation from its
neighboring nodes and updates its representation accordin In our study, we will
focus on spatial-based approaches and, in particular, on ssage passing neural
networks.

Message passing neural networks

Message passing neural networks (MPNNSs) [68] are a generahfeavork for GNNs

that use message passing to update node representationsainMPNN, the message
passing scheme is explicitly de ned as a set of update ruldsat determine how each
node's representation is updated based on messages reckinan its neighbors. The

update rules can be formulated as follows:

X
1). 1).
m®= " MO Th Yey)
j2N (i)
h{ = UO(h{" Yim)

where hi(t Y represents the node representation of nodeat iteration t 1 and
e; the edge representation between nodesand |, mi“) is the message received by
nodei at iteration t, N (i) is the set of neighbours of nodé, M ® is a message
function that determines how the message is computed based thhe current node
representations and the edge features, amdf is an update function that computes
the new node representation based on the previous represdin and the received
messages.

There exist several speci c models of MPNNs, which are de nedykappropri-
ately choosing which message function and update functiohaild be employed.
Speci cally, in Chapters 3 and 4, we will adopt a particular ype of MPNNs, namely

graph attention neural networks (GATS) [176].

2.4 Evolutionary algorithm

Evolutionary algorithms (EAs) are population-based metaheuristics inspired by the
process of biological evolution and genetics, that exceltime solution of combinato-
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rial optimization problems [57]. Di erently from classic mndom search, EAs make
use of historical information to direct the search into the rast promising regions of
the search space.

In nature, a population of individuals tends to evolve to adgat to its environment.
Similarly, EAs are characterized by a population, where eadhdividual represents
a candidate solution to a given optimization problem; eachotution is evaluated
with respect to its degree of \adaptation” to the problem thiough a single- or multi-
objective tness function.

The EA population iteratively goes through a series ofjenerations At each
generation, individuals chosen by a&election strategyundergo a process of repro-
duction. Such a selection strategy is the fundamental faatéhat distinguishes one
evolutionary-based approach from another, although, typally, individuals with high
degree of adaptation are more likely to be chosealitism). In this way, the elements
of the population iteratively evolve toward better solutimms. Reproduction involves
the application, with a certain degree of probability, of sitable crossoverand mu-
tation operators. As a result, an o spring is generated, which is &y merged with
the previous population, and the cycle repeats until a stoppg condition is met,
e.g., based on a given tness threshold.

Crossover is the EA counterpart of natural reproduction, bywhich the charac-
teristics of two individuals are combined by generating oner two o spring. As a
general rule, a high crossover probability tends to pull thpopulation towards a local
minimum or maximum. Mutation applies random changes to thereoding of the
selected solution, with the goal of maintaining genetic dersity in the individuals; it
prevents premature convergence of the algorithm to a locaptimum, thus allowing
it to explore the search space more broadly.

Evolutionary approaches have a tendency to develop soluti® that are as good
as they can be for the collection of examples against whichethtness function is
measured, without taking into account the performances ongpential new cases. As
a consequence, generalization in evolutionary computatidhas been acknowledged
as a signi cant open issue, and numerous e orts are being uaedaken to address
this problem [71, 48].

2.4.1 Genetic programming

In this work, we deal with a specic kind of optimization task that is, genetic
programming (GP). Such a technique evolves programs starting from a polation
of random solutions [146]. Each individual is encoded by meaof a computation
tree, where each leaf represents an input value (either a iale or a constant)
and internal nodes encode operators applied over such vaueln GP input val-
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Figure 2.6: Genetic programming syntax tree representing ¢hexpression max{( +
X;X+3 ).

ues are callederminals, while internal nodesfunctions. Joining the set of allowed
terminals with that of functions we obtain the primitive set of the GP system. Fur-
thermore, GP programs can be classi ed in two main kinds [1R8loosely typed GP
in which primitives' arguments can be any element of the priitive set; strongly
typed GP, in which a speci c type is assigned to every primitive, andhe input type
of each primitive argument must match the type of its child pmitive. The output
value is generated by the primitive encoded in the root. Typal crossover/mutation
operations applied on computation trees are subtree exctgmand node/leaf addi-
tion/removal/replacement. As an example, the program in Figte 2.6 represents the
function max(x + x;x +3 y). Here the set of functions if +; ;maxg, while the
set of terminals isf x; y; 3g.

Finally, it is important to notice that through GP it is also possible to represent
properties encoded by means of formulas expressed in songackl formalism. In
this case, the computation trees take the place of syntax &s of formulas, and their
evaluation will be obtained according to a semantics de nefbr the adopted logic.

2.4.2 NSGA-III multi-objective evolutionary algorithm

As we shall see, a generalization technique may also be impéted by employ-
ing two or more objective functions. EAs designed to solve aaup of minimiza-



2.5. Runtime veri cation techniques 19

there exists noy 2 F such that (i) f; (y) improvesf; (x) for somei, with1 i n,
and (i) forall j,withl j nandj 6 i, f; (x) does not improvef; (y). The set
of all non-dominated solutions is calledPareto front.

NSGA-III (Non-dominated Sorting Genetic Algorithm) [50] is a muli-objetive
optimization methodology which aims to solve multi-objegve optimization prob-
lems e ciently and with the ability of distributing populat ion members over the
entire Pareto front (i.e., preserving itsdiversity), while giving to best solutions bet-
ter chances of being carried over to subsequent generatigns., ensuringelitism).

In detail, NSGA-IIl is an extension of NSGA-II [51], whose pecudrity lies in
the selection strategy. This latter is applied after the o pring generation phase in
which the population has doubled in size. Here the combinedufcent and o spring)
population of size 2N is grouped into fronts infF 1; F»;:::gsuch thatF; is a Pareto
front for the set|[ 5 Fj. Then, the selected populatiorF %is such thatF °= [ i F;;
with | de ned as argmin(j[ i | Fij > N) (i.e., solutions with a higher non-dominant
rank are preferred following an elitist criterion). The remining N jF 9 solutions
are chosen fromF, applying a selection process based on reference points. Jée
points are widely and uniformly distributed on the normalied hyperplane inherent
to the optimization objectives of the problem addressed byhe algorithm. With the
aim of preserving the diversity and distribution of the new ppulation, this process
emphasizes the selection of remaining solutions frof which are associated with
every reference point by means of a distance function givipgiority to individuals
covering a greater number of reference points (niching stegy).

2.5 Runtime veri cation techniques

Runtime veri cation is the branch of computer science that deals with the reseatc
development, and application of veri cation techniques gaable of checking that a
run of a system under scrutiny meets or violates certain correwtss properties. This
kind of techniques arose as a lightweight complement of madraditional veri cation
techniques such as model checking [46] and testing [129]. ystem run is de ned
as a possibly in nite sequence of system states. Formally,ran is considered to be
aword (or a trace), and a system execution is a nite pre x of a run, hence a nite
word (or trace).

In model checking, an exhaustive analysis is performed tgaily on nite-state
systems, and the satisfaction or violation of a property isséablished by exploring
every possible behavior. On the contrary, runtime veri cabn allows to detect satis-
faction of violation of a property by analyzing a single behaor (a run) of the system.
Furthermore, in model checking a suitable model of the systeto be checked must
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Figure 2.7: Example of monitoring setup.

be constructed. However, the inherent complexity of system‘components and of
their interactions could raise a state explosion problem,nd it may be di cult to
derive a complete model of the system against which to chedket properties of in-
terest. On the other hand, runtime veri cation is applicabk to black-box systems
for which no system model is at hand and, considering a singlen, does usually
not yield any memory problems. Nevertheless, the real systamder analysis might
behave in a slightly di erent way than how model predicts (ay., because it strongly
depends on the environment). In this scenario, runtime veciation can be paired
with model checking to double check behaviors or propertitisat have been already
statically proved or tested.

Testing techniques, instead, require a test suite consistj of a nite set of nite
input-output sequences. Then, the execution of these tesases checks whether the
output of the system matches what was expected when the inpaéquence is fed to
the system under test. In a sense, runtime veri cation can bgeen as a continuous
testing process. This latter, however, does not require astesuite as the inputs are
generated directly from the execution of the system itself.

2.5.1 Monitoring

Monitoring [106] is a runtime veri cation techniques that 5 gaining much interest in
the realm of formal methods for automated system veri catin. The basic principle
on which monitoring is built are the ability of reaching a vedict by just observing a
nite pre x of a single execution trace (a nite trace) and the fact that, once a verdict
is reached, it is irrevocable and it is a guarantee that the sfem satis es or violates
the property, independently of all the other possible (unaterved) behaviors it might
exhibit afterwards. This latter ensures the soundness of aamitor and makes such
a technique naturally applicable to data streaming contest
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A typical monitoring setup is depicted in Figure 2.7, and it caosists of three
main components: the system under scrutiny, the monitor anthe instrumentation
mechanism. Amonitor is de ned [135] as a computational entity executed along
side a system so as to observe its runtime execution and pbssdetermine whether
a property ' is satis ed or violated from the exhibited behavior. When a su
ciently long system execution trace is observed, a monitoray reach a verdict (e.g.,
acceptance or rejection). This verdict is assumed to be ddte, as it cannot be
retracted or revised.Instrumentation mechanism typically determines what aspects
of the system behavior are noti ed to the monitor and also diates how interaction
between the components is carried out.

Monitors can be divided into two main classes, namelynline and o ine  moni-
tors. Online monitors are executed while the system is in oggron and must be able
to receive noti cations about relevant events occurring irthe system under scrutiny
and make a decision on the basis of the information collectes® far in an incre-
mental fashion. Instead, o ine monitors analyse relevant ystem events simulated
or recorded as an execution trace inside a permanent data iaafter the system
has nished running. Since in oine monitoring the execution of the monitor is
independent of that of the system, an o ine analysis is lesstrusive, thus causing
less runtime overhead. By contrast, online monitoring is pable of making early
detections often exploited by runtime adaptation tools [3435] to solve or mitigate
potential failures.

The simultaneous execution of the system and the monitor mdye performed in
di erent ways. In the case ofsynchronousonline monitoring, every time the system
generates an event, it waits for the monitor to process it befe proceeding with its
execution. Converselyasynchronousonline monitoring detaches the execution of
the monitor from that of the system. This approach is less intisive and typically
leads to lower overheads, but may still yield a degree of latketections. Due to this,
hybrid approaches [31] that fall on the spectrum in betweerhese two are used to
obtain the best of both worlds.

As we shall see in Section 5.2, although monitoring is a lightght technique, the
gain in e ciency is paid in terms of expressivity. Therefore monitorable properties
are a subset of the class of speci cations that can be expredsn common temporal
formalisms used for automated veri cation. Although moniteing has been mainly
investigated in the context of linear time temporal logic§[7], notable e orts have
been devoted to studying monitoring of branching-time progrties. A comparison
between the two settings can be found in [1], and it is beyondé scope of this
thesis, which focuses on the monitoring of linear time tempal properties.






Selection

In recent years, the development of sensor systems and thwidespread availability
have increased the potential for monitoring indoor enviranents. However, as dis-
cussed in Chapter 1, deploying and maintaining a large numbef sensors can be
expensive, and the sheer volume of data produced by such ategscan pose signif-
icant challenges for data processing and analysis. Sensalestion has emerged as a
promising practice to these challenges. By selecting a sebsf sensors from a larger
system, the cost of deploying and maintaining the system cdre reduced while still
monitoring the environment in an accurate and uniform manrre In addition, as we
shall see in Chapter 4, virtual sensing techniques can be éeaged to complement
the information grasped by physical sensors and provide a mocomplete picture of
the environment.

This chapter focuses on the sensor selection task considgriwo distinct scenar-
ios: the selection of sensors in real-world indoor enviroemts and the placement
of sensors in simulated indoor environments. The main goal o propose solutions
that, considering the task of temperature monitoring, maxnize the e ciency and
e ectiveness of a sensor system while minimizing costs. Hetlee primary objective
of our research is to identify the relevant sensors for datalection rather than
selecting speci c features or attributes of the data itself By focusing on sensor
selection techniques that directly address the goal of selimg sensors, we can gain
a clearer and more direct understanding of the performancéd the proposed ap-
proaches. While a comparison with feature selection techuigs may be interesting,
it might be more meaningful and relevant to compare sensorlgetion techniques
with other speci ¢ alternatives tailored to the problem donain taking also into ac-
count aspects related to sensor ranking and explainability

After an introduction to the problem domain, in Section 3.1 wegropose a novel
procedure for sensor selection based on the weighted Bordaumt method. We
demonstrate the e ectiveness of this approach through a ses of experiments con-
ducted in a real-world indoor environment comparing with a tute force solution.
Afterwards, in Section 3.2, we propose a solution based on ghaattention neural



24 3. Selection

networks for sensor placement through sensor selection imslated indoor environ-
ments. We conclude the latter section comparing the perfognce of our proposed
solutions to each other and to a baseline of random sensor donations. Our ex-
perimental results indicate that the method based on graphttention networks out-
performed the weighted Borda count one in the considered segio. Furthermore,
both proposed solutions outperform the baseline, provindheir ability to provide
accurate monitoring of the environment while reducing cost

3.1 Sensor selection in real-world indoor eviron-
ments

The problem of sensor selection refers to the task of selagtia subset of sensors from
a larger pool of available ones to optimally acquire infornti@n from an environment
or a target system. In order to address this problem, di ereanapproaches have
been explored in the literature in various domains. In [130jan optimal sensor
selection and fusion solution is proposed for the case of aeah exchanger fouling
diagnosis in aerospace systems. It is based on the minimumd@edancy Maximum
Relevance (MRMR) algorithm, and it can be applied only for alssi cation tasks with
discretized features. Another sensor selection approach éptimal Fault Detection
and Isolation (FDI) tests in complex systems is presented il41]. In this case,
steady-state or dynamic models are assumed to be availakded the estimation is
based on their contribution to information gain through Helinger distance (HD)
and Kullback{Leibler divergence (KLD).

In the context of mobile crowd sensing (MCS) systems, whickJerage a public
crowd equipped with various mobile devices for large scakensing tasks, a solution
based on reverse combinatorial auctions is proposed in [8W#at integrates the
concepts of social welfare, quality of information, and cbsequired by each single
user to provide an observation, in order to select an optimaubset of users from
whom it is convenient to request data in exchange of a rewar@his approach is not
applicable to our case, as both the quality level of the senrscand the cost of each
observation are the same.

A di erent class of problems where sensor selection techomgs can be exploited is
that of sensor scheduling problems, where one or more sesdmave to be selected at
every time step. As an example, in the domain of linear dynanatsystems, a greedy
algorithm for sensor scheduling based on submodular erranttions is described in
[86]. As another example, in the context of active robotic magng, a technique to
prune the search tree of all possible sensor schedules, Hasea weighted function of
the error covariances related to the state estimates, isuitrated in [178]. Lastly, an
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Figure 3.1. Location of the sensors in the considered premigéhe blue cells repre-
sent the reference sensors that will be selected during thensors selection phase.

algorithm for stochastic sensor selection minimizing thexpected error covariance,
based on Kalman Iters with an underlying Hidden Markov Model is proposed
in [73]; it relies on the assumptions of process model linggrand sensor noise
Gaussianity.

Finally, another domain where sensor selection techniqueseaf interest is that
of Wireless Sensor Networks (WSN). WSN are networks extended ovarge ge-
ographical regions that feature low power sensors interauected to each other to
receive and transmit data. In [185], an event-based sensatd scheduler deriving an
approximate minimum mean-squared error (MMSE) estimator és been developed
for remote state estimation over a network. In [123], the seaor selection problem
over WSN has been addressed by using Kalman Iters with varigudi erent cost
functions and network constraints and assuming a predeteimned time horizon. Fi-
nally, a distributed sensor node-level energy managementpaoach for minimizing
energy usage has been outlined in [76], which is based on &nyajectory prediction
through Kalman lters and Interacting Multiple Model (IMM) lters.

In contrast to all the above solutions, continuing with thischapter, we propose a
couple ofblack-boxsensor selection approaches, applicable to a generic indeovi-
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Figure 3.2: One of the Raspberry Pi Zero boards used in the stud

ronment, and well-suited also for non-linear process modeind time series consisting
of both real and discrete values. Although we focus on the teragature estimation
scenario, the approach can, in principle, be applied to anyher prediction task.

Before delving into the heart of the matter, the next subse@in will introduce
the rst application domain under consideration for this study.

3.1.1 The application domain

The rst considered scenario is an open space o ce at SilicoAustria Labs, in Vil-
lach (Austria). As shown in Figure 3.1, the room is fairly largehaving an overall
surface of 12#?, and it is characterized by the presence of an always-on aiore
ditioning system, intermittently used workplaces equippe with high-performance
workstations, individually controlled radiators, and sore windows, at the top and
the bottom of the map, that can be independently opened and ibded. Twelve
Raspberry Pi Zero boards (Figure 3.2) are deployed for the mmaements, each
one equipped with an Enviro pHAT sensor board featuring tempature, pressure,
light, color, motion, and analog sensors. The recordingseatransmitted via WLAN,
through a FritzBox access point, towards a Raspberry Pi 3 wth acts as a database
server. The clients do not store any data: all measured valware sent immediately
to the database with a preset periodicity of approximately @ seconds. Both servers
and clients run on Raspbian OS, while the server-side datat®is based on MySQL.
Each client is programmed through a Python 3 script.

The placement of sensors has been organized with the goal @inmoring a variety
of operating conditions as large as possible. As an examplensor 9 is placed near
the center of the room and thus ought to be less a ected by wdatr conditions
than, for instance, sensors 2, 5, 6, 8, 10 and 11, that are ltexh close to a window.
A grid has been superimposed over the map, that allows us tosgg to each sensor
a unique coordinate, expressed by a tuplX(Y ), with0O X 10andO Y 9.
The size of each grid cell is approximately:15 n?.
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Figure 3.3: Pearson (lower triangular part) and Kendall (uppr triangular part)
correlation values among the recorded temperatures.

The considered dataset consists of measurements taken frdme twelve sensors
over the period from 10/23/2019 to 03/03/2020 (henceforthdates will be repre-
sented in the Month/Day/Year format). Data is recorded evey 10 seconds, for a
total of around 13,500,000 instances. The maximum observesnperature (Celsius)
was 48.95, while the minimum was 5.36. This con rms the impaof weather: while
in the rst case the high temperature can be explained by botlhe sun in uence
and the temperature of the Raspberry circuitry, in the latte case it is likely to be
caused by an open window placed in close proximity to one ofelsensors.

Descriptive analysis

The Pearson correlation values among sensor temperatures depicted in the lower
triangular part of Figure 3.3, and they show that some of themra naturally more
correlated than others. This is the case, for instance, witkensors located close to a
window in the upper part of the room. Moreover, sensor 9 showashigh correlation
with sensor 1, which is not surprising, as both of them are ptad near the center
of the room. However, there are also some notable exception&s an example,
sensor 10 correlates more with sensor 5 than with sensor 3spige the fact that it
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Figure 3.4: Temperatures recorded by sensors 8, 9, and 11 oe thay 10/25/2019.

is much closer to the latter than to the former. A similar patern can be observed
for the pair of sensors 12 and 1, as opposed to 12 and 2. Thesenamena might
be explained by the proximity of a window, the heat emitted bydesk lights or other

kinds of electrical device, or by the presence of some obd#tacthat may interfere

with air ows, or block the light reaching a speci ¢ sensor.

In order to investigate whether these pairs of neighboringgesors share some non-
linear relationships or are simply measuring di erent phemmena, a further analysis
based on Kendall's tau, a non-linear rank correlation measj has been carried out.
Results are depicted in the upper triangular part of Figure 3. In this case, the
correlation between the pair of sensors 12 and 2 is higher ththe one estimated for
the pair of sensors 12 and 1. Conversely, sensor 10 still eates more with sensor
5 than with sensor 3, which, not being directly adjacent to a imdow, is probably
measuring a di erent kind of phenomenon.

As for the temporal evolution of the temperatures, Figure 3.4hews the mea-
surements of three di erent sensors for the day 10/25/201%9yhich follow a typical
pattern along a 24 hours period. It is worth noticing that thetemperature recorded
by sensor 11 has a spike around 11:30 in the morning. This iopably due to the
heating e ect of direct sunlight, that is not present on sensr 8, which is close to
another window but on the opposite side of the building. Instad, the latter sensor
shows a drop in the temperature around 5:00 a.m., which can le&plained by the
daily cleaning sta operations, that include opening the nedoy windows to circulate
air. Finally, sensor 9 is characterized by a rather stable batior, being placed close
to the center of the room. It is worth pointing out that, as withessed by the high
average temperatures, sensors have not been calibrated.iSTtvas done on purpose,
in order to evaluate the performance of the proposed methodsa more challeng-
ing scenario, also considering that a proper calibration pcess might not always be
possible in a real-world deployment.
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As we shall see, in the remainder of the section we will alwaysnsider an 80%-
20% training-test split of the dataset, randomly assigningntire weeks to the two
partitions. The use of this xed random split in our study canbe justi ed based
on several factors. Firstly, such a choice has been made takimto account the
fact that the recordings span less than one year and cover ntbs that typically
exhibit considerable meteorological variations. Thus, #vould have been otherwise
di cult for the machine learning approaches that we are goig to consider to learn
models over a subset of the rst days capable of generalizimgll to the remaining
time period. In addition, upon data inspection, it emergedhat even contiguous
weeks tend to have rather di erent behaviors. Secondly, thdataset employed in
the study is of a substantial size, ensuring an adequate resentation of the data for
training, validation, and testing. Additionally, implementing cross-validation tech-
niques could be computationally intensive, requiring sigieant resources and time.
Considering the practical constraints and limitations, sch as limited computational
capacity, the use of a xed random split provides a reasonabtompromise between
computational e ciency and reliable performance assessmie

The performed analysis allows us to conclude that the consigkd setting is not
trivial, as there are some irregularities and local phenoma that in uence and di er-
entiate the temperature recordings of the di erent sensoysnaking the temperature
prediction task quite challenging.

3.1.2 Data pre-processing

In order to carry out the experiments, it is necessary to de @ a set of features that
can be used as predictors by the machine and deep leaning medege are going
to develop. To this end, for each temperature measurementeveonsidered a set
of temporal attributes, that are useful to locate the obsemtion in time. They are
secfrom_midnight, that tracks the number of seconds elapsed from 00:00:00 hou
dow, a numerical identi er of the day of the week, andmoy, a numerical identi er
of the month of the year. In order to account for time periodity (and be able to
consider, e.g., the fact that 11:59:59 PM is close to 00:00:8M), we encoded each
feature by means of two trigonometric transformations:

sin(2 x=) and cos(2 X=);

wherex represents the original attribute value and is the length of the period, e.qg.,
12 for the attribute moy. As a result, 6 features were obtaineddow _sin and dow_cos
whose values are shown in Figure 3.B10y_sin and moy_cos whose values are shown
in Figure 3.6, and andsecfrom _midnight _sin and secfrom _midnight _cos whose
values are shown in Figure 3.7.
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to (dowsin, dow cos) after to (moy.sin, moy.cos) af- to (secfrom_midnight sin,

a trigonometric transfor- ter a trigonometric trans- secfrom_midnight.cos) af-

mation of the dow feature, formation of the moy fea- ter a trigonometric trans-

where dow ranges from Oture, where moy rangesformation of the secfrom_

(Monday) to 6 (Sunday). from 0 (January) to 11 (De- mid-night feature ranging
cember). from O to 86399.

Distance metrics

In this part of the section, the main goal of our work is to stug a solution capable
of exploiting a subset of sensors to make predictions in p&of a sensor to be virtu-
alized. To achieve it, distance metrics can be useful to ddeiwhich physical sensors
to consider as predictors, and to compute the predicted terepature. Furthermore,
distance metrics may be quite useful for the task of optimiag the positioning of a
given set of sensors within a certain environment.

The following distance metrics between two sensosgnsof; and sensor,, whose
spatial positions are respectivelyy; := (x;;y;) and p; = (X;;Y;), have been consid-
ered:

" Euclidean distance : length of a line segment between the two points;; p;
de ned as theL,-norm  (xi X;)2+(yi V)2

A

Manhattan distance : the L;-norm of the distance, de ned ag(x; x;)j+
iy Y-

" Chebyshev distance : the L; -norm of the distance, de ned as maff (x;
XY y)ig-
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" Genetic Programming distance : a combination of the previous 3 distances
obtained by means of a genetic programming algorithm whichegerates a
computation tree whose leaves may contain the 3 aforemented distance
values or a randomly generated constant and whose internabaes are the
scalar/vector operations de ned as a set of primitives.

Pearson correlation : it expresses a possible linear relationship between the
statistical variables given by the temperature values of #two sensors, and it

is de ned as
; Ov \Yi 1
X0 U ﬁ X0
6t =@ " (1) (t 4)?A;
k=1 k=1 k=1

where n is the sample sizet* and t}‘ are the individual sample points for
sensor and sensor;, that is, the temperature values, andt; and t; are the
samplemeans.

Kendall correlation : it expresses a possible ordinal (non-linear) association
between the statistical variables given by the temperaturgalues of the two
sensors, and it is de ned as
LX sgn(t< ) sgn(tt t)
D, T
wheren is the sample sizet® andt! are the individual sample points forsensor;
in position k and I, t}‘ and t} are the individual sample points forsensor; in
position k and |, and sgn(x) is the functionsgn: R!f  1;0; 1g that returns
1,ifx< 0,1, ifx> 0, and 0 otherwise.

SHAP distance : SHAP is a game-theoretic method that allows one to eval-
uate the contributions to the nal result of the di erent predictors used in a
machine learning model, the relevance of the contributionf @ predictor to
the model being proportional to its SHAP value [112]. In our cas SHAP
values for a generic sens@ensor, are obtained from an XGBoostRegressor
model [41] that predicts the temperature value o$ensor, on the basis of the
temperature values of the other sensors. It is worth noticgnthat such a metric
iS not symmetric.

" SAX-CBD distance : SAX-CBD is a Compression-Based Dissimilarity mea-
sure [90] based on the assumption that the size of the commed le of the
concatenation of two discrete time series is inversely progiional to the num-
ber of patterns that they share. As a preliminary step, the temerature values
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obtained fromsensor, and sensor; are discretized by means of Symbolic Aggre-
gate approXimation (SAX) [108]; then, the value of the distances computed
as

size_of (compresg[d;kd; ])) =(size_of (compresgd;))+ size_of (compresgd,))) ;

wherek is the concatenation operatord; and d, are the time series consist-
ing of, respectively, the discrete temperature values réé to sensor, and
sensor;, and compresgdata) is the output of the application of the algorithm
DEFLATE [140] to data.

The estimation of the above metrics is straightforward andtihas been made con-
sidering only the training set data, in order to obtain for eah sensor an ordering
of the remaining 11 sensors, from the closest to the fartheshe. These ranks are
calculated for each distance metric listed above.

Turning to the genetic programming algorithm, it was desiged relying on the
Distributed Evolutionary Algorithms in Python (DEAP) framew ork [61]. The hy-
perparameters used by the EA have been established throughdgsearch tuning
performed over a further 90%-10% training-validation sulpdit of the training data,
randomly assigning entire weeks to the two sets. They are agllbws: popula-
tion size = 600 individuals, i.e., computation tree-encoded functius (tested values
[50Q0 600 700 80Q 900 1000]);crossover probability= 0.7 (tested values [05; 0:6; 0:7;
0:8]); mutation probability = 0:4 (tested values [B; 0:4; 0:5; 0:6]); max generations
= 100 (tested values [5010Q 250 500]). As for the evolutionary operators, we em-
ployed one point crossover and a mutation where a randomly asen primitive from
an individual is replaced by another randomly chosen opeiah within the primi-
tive set. To avoid bloat, that is, an excessive increase in i@ program size with-
out a corresponding improvement in tness, we placed a statilimit of 17 on the
children's height (DEAP's staticLimit), as suggested by Koa in [98]. The chosen
selection method is the double tournament [111], which euates both the tness
and the size of the individuals in order to discriminate goodolutions, following
a 3-individuals tness-based rst tournament and a size-bsed second tournament
with a parsimony size of #4 (tested values [12; 1:4; 1.6; 1:8]). This last tournament
favours the choice of low-complexity solutions, represest by trees of limited height.
Individuals are built considering as terminal leaves the tlee (0-1 normalized) dis-
tance metricsEuclidean distance, Manhattan distangeand Chebyshev distan¢eand
a set of random constants ranging from 1 to 1. The set of primitives consists of
the following scalar/vector operations: minmax;+; ; ; ;log;, exponentiation
squareroot, negation and absolutevalue Note that, despite the normalization step
performed on the distance metrics, thabsolutevalue operation is still useful given
the presence of potentially negative constants in the tree.
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Figure 3.8: The computation tree generated by the genetic pgoamming algorithm
representing a spatial distance metric.

In order to determine the tness function, we considered a #h aforementioned
90%-10% training-validation subsplit of the training data In both datasets, each
instance consists of a label, that is, the temperature reating of a given sensor, and
a list of predictors, that are, the 11 temperature values ohe other sensors, and the
temporal featuressecfrom_midnight_sin, secfrom_midnight.cos dowsin, dow.cos
moy.sin, and moy.cos The tness function was computed for each individual as
follows: we assessed the prediction error obtained from aisee of linear regression
models built on the training split and evaluated on the validtion split; di erent
models were trained and evaluated, considering each di etesensor as a target
and increasingly discarding other predictor sensors acdarg to the rank de ned
by the distance function encoded by the individual, startig from the sensor with
the highest value. Then, for each number of considered prettirs, we summed the
resulting prediction errors, coming from the di erent target sensors, obtaining an
error curve. Finally, to determine the tness value, we caldated the area under
the curve. The computation tree generated by the genetic pgoamming algorithm
is shown in Figure 3.8. It is equivalent to the functionGP _function (d;; d,; d3) =
minfc,; d,g + d;=G + ds3, whered; is the Euclidean distance d, is the Manhattan
distance ds is the Chebyshev distance; ' 0:296, andc, © 0:480. Itis clear that the
variablesd,, d,, and d; generally provide an incrementally increasing contribudin
in this function, but the precise nature and rate of increasdepend on their speci c
values and relationships with the constants; and c,.

The evaluation of the rankings generated by each distance tme d was carried
out according to the following procedure on the 80%-20% trang-test split:

" for each sensosensor;, the rank rankg,; of the other sensors according to the
metric d was considered;

the worst ones inranky; were discarded and a regression model was built. In
more detail,
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Figure 3.9: Performance of linear regression, evaluated cisding sensors based on
training set ranks. The dashed vertical line represents thelbow of the P earson
error graph.

{ the sensors whose temperature values were to be used as pteds were
determined considering the set of all sensors, exceggnsor, and the k
sensors located in the lask positions ofranky; ;

{ exploiting the training set data, a linear regression modekas built to
predict the temperature ofsensor; using as input the temperature values
of the sensors selected in the previous step and the featuresy sin,
moy_cos dow sin, dow cos secondsfrom_midnight_sin, and seconds from
_midnight_ cos

{ the resulting model was evaluated on the test set.

For each value ok, the sum of the 9%h percentile of the absolute errors obtained for
each predicted sensor was computed, obtaining a curve okerThen, the nal error
for each metric was determined by calculating the area undére considered curve.
It is worth noticing that here the 95th percentile can be thought of as a worst-case
prediction scenario.

The outcome of the evaluation is reported in Figure 3.9. The cwes show a
bowl-shaped pattern. This can be explained by the fact thatite rst sensors being
discarded may have little correlation with the temperature to predict, and thus they
may interfere with the accuracy of the nal result. On the otker hand, the lastly
discarded ones were probably carrying useful informatiod.he best metrics turned
out to be genetic programming distanceand Pearson correlation More precisely,
genetic programming distanceprovided the best results considering a subset of at



3.1. Sensor selection in real-world indoor evironments 35

least 5 sensors as predictors and, as expected, outperfadnmegeneral all the other
metrics based exclusively on spatial distances. Th&earson correlation showed an
overall better performance thangenetic programming distancein particular when 4
or less sensors were considered as predictors. Howekegrson correlation cannot
be employed in a more general setting, that is, to determind¢ best sensors to use
as features to predict the temperature at a given cell, whera reference physical
sensor may or may not be present. As for thgenetic programming distancewhile
we cannot exclude its ability to generalize on each cell, thatter should be actually
demonstrated, and it will be the subject of future investigaons based on physical
data simulations. As a last remark, we observe that Figure 3.9early shows that
excellent results, in terms of prediction error, can be obt@ed from just a subset of
4{6 sensors, while they begin getting worse when consideayi or fewer sensors.

3.1.3 Sensors selection

In order to automatically select a subset of sensors to be dsas predictors, we
need to specify a procedure to determine the numbaer.s of sensors to select and
to establish which sensors to actually consider. To this endve make use of a
procedure based on the Borda count voting method [19]. As a pmeinary step,

ranking of sensoli obtained by sorting in descending order the remaining 11 ssrs
according to their Pearson correlation with reference to ssori. Then, let us de ne
w;, with i 2 1;:::;129, as the weight ofrank;, dened as 1 ("i=maXi 1.:::12¢ i),
where"; is given by the sum of the 95th percentile of the absolute emoevaluated
for rank;, computed training di erent LinearRegression models vaigyg the number
of sensors used as predictors from 1 to 11, as described fa ttase of the metric
evaluation procedure at the end of the previous subsectioBdction 3.1.2).

The procedure consists of the following ve steps:i)X for each senson, we
computerank;; (ii) for Igach sensoj, we determine its weighted Borda count, which
is dened asvotg = iy ;..155 igj(Nsensors  POS(j)) Wi, where pos(j) is the
position of sensolj in rank;, Ngensors = 12 is the total number of used sensors, and
w; is the weight ofrank;; (iii ) the sensors are sorted in descending order according
to their nal weighted Borda count vote; (iv) an approximation of the elbow of the
curve obtained in the previous step is computed by using thert¢edle algorithm [165]
{ the x-axis value corresponding to the elbow represents the poinf maximum
curvature of the graph, and the best trade-o between predimn accuracy and
number of sensors, after which a law of diminishing returngaplies: we choose it to
be then,s value which, in our case, corresponds to 4 reference sengdeshed line

in Figure 3.10); (v) nally, the rst n.ss sensors are selected as the reference ones.
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Figure 3.10: Weighted Borda count vote for each sensor. Thertreal line represents
the elbow of the graph, and it separates the selected sensfvesn the discarded ones.

It is worth to underline that the weights w; in the vote counting formula allow us
to give greater importance to the ranks that provided betteresults with respect to
the error obtained on the validation data split. In addition the sensors located on
the left side of elbow intuitively correspond, by construgon, to the best predictors.

Figure 3.10 shows the weighted Borda count votes for all sens@btained by
applying the procedure to the considered setting. The proged criterion led to the
selection of sensors; 8; 4; and 9 as the references for the prediction. It is noteworthy
that the elbow estimate also corresponds to the minimum emg@oint of Pearson
distance in Figure 3.9. Even if in our case no ex aequo placements occas a
methodology to deal with them, we suggest to consider for dasensor the median
of its Pearson correlations with respect to the other onesyipritizing those with
higher values.

3.1.4 Feature selection

When performing tasks, such as virtual sensing of temperatir the selection of
features used to train the considered models is crucial tohaeving high prediction
accuracy. The inclusion of irrelevant or redundant featusecan lead to over tting,
increased model complexity, and computational costs. Thefiore, feature selection
is an essential step to improve the model's performance andngealization ability.
On the basis of the feature engineering and sensor selectprases, we identi ed
16 attributes that describe each observation: the temporé&taturessecfrom_midnight
sin, secfrom_midnight.cos dowsin, dow.cos moy.sin, moy.cos the spatial fea-
tures 01 ref_dist, 04 ref_dist, 08_ref_dist, 09.ref_dist, and the reference temperatures
01 ref_temp, 04 ref_temp, 08_ref_temp, 09_ref temp. To them, we addedX _coord and
Y _coord, that is, the two grid coordinates of the sensor that recordkethe observation.
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Figure 3.11: Boxplots of the 95th percentile of the error praged by the XGBoost
models built on the 5 spatial distances considered in this stw.

At this point, it is necessary to establish which spatial di@nce metric to consider
amongEuclidean distance Manhattan distance Chebyshev distan¢eand their com-
bination obtained viagenetic programmingor the estimate of01 ref_dist, 04_ref_dist,
08_ref_dist, and 09.ref_dist. To this end, we determined the 95th percentile of the val-
idation error values obtained from 4 global 16-attribute X@oostRegressor models,
one for each spatial distance metric, trained on the usual @subsplit of the original
training data pertaining to all the sensors, except for theaference ones (that are
already used as predictors). The outcome of such an analygmsdepicted in Figure
3.11 and led to the selection of thgenetic programming distancethat outperformed
all the other ones. At the end, the following 16 attributes hee been chosen to de-
scribe each observation: the 6 temporal features, the 4 nefece temperatures, the
4 spatial featuresO1 ref_gpdist 04_ref_gpdist 08 ref_gpdist and 09_ref_gpdist which
are the genetic programming distances from the referencensers, and the 2 grid
coordinatesX _coord and Y _coord of the sensor that recorded the observation.

Since some of these attributes may be redundant, we execui@@-step feature
selection process working on the training split. As a prelimary data preparation
step, all attributes were standardized by subtracting theimean and dividing by their
standard deviation. The rst selection step searched for ghly correlated attributes,
that is, attributes with a Pearson correlation value above ®%. As a matter of fact,
no feature was removed from the dataset by this step. The secbstep evaluated
the potential impact of the remaining attributes on the nal prediction. To this end,
the SHAP values extracted from a single global XGBoostRegses model trained on
the training data split related to all the sensors, except fothe reference ones, were
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Figure 3.12: SHAP values of the attributes considered in the swal step of the
feature selection process.

taken into consideration. The outcome of such an analysisdgpicted in Figure 3.12.
We rst observe that all reference temperature values have large impact on the
nal prediction and, naturally, higher values of these attibutes increase the value
of the prediction. Focusing on the o ce map, there is a clearariation across theX
and Y axes. As for theY axis, from the distribution of the values, we can conclude
that, during the data collection period, the northern side bthe room was generally
warmer than the southern one. As for theX axis, the eastern side of the room
seems to be warmer than the western one. Interestingly, threoy_cosand dow.cos
features do not seem to be important for the overall predican when compared with
the counterpart obtained from the sine transformation. As piated out by Figure
3.5 and Figure 3.6, this means that the contribution to the preiction given by
the features that discriminate the rst half of the week/yea from the second half
are more important than those that discriminate the rst/fourth quarters from the
second/third ones. Furthermore, the genetic programmingistances from sensors 1,
4, and 9 are considered of marginal importance when comparedhe distance from
sensor 8. On the basis of the SHAP results, we ultimately decitl¢o remove the
5 attributes dow.cos moy._cos 01 ref_gpdist 04 ref_gpdist and 09.ref_gpdist ending
up with a total of 11 ones.

From a general point of view, the rst correlation-based feare selection step
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Figure 3.13: Results obtained from XGBoost on all possible mbinations of k

the extent of the errors given by the di erent combinationswhile the dots represent
the median error. The red dashed horizontal line representise error obtained by
the subset of reference sensors selected by our approach.

must be considered as a preliminary, coarse screening of firedictor variables; it

should discard a feature when it is found to be almost identt to another one in

the dataset, without the risk of removing predictors that mght still be preserved

by the subsequent, SHAP-based feature selection step. Thistlie reason why we
recommend to rely on a high threshold, which should nevertless be established
considering the specic scenario. Indeed, such a pre-sareg may be useful in
a more general situation, characterized by a large amount @fput features, to

reduce the time requirements needed to train the XGBoost metlin the second
step of the feature selection phase. In our case, as alreadgcdssed, relying on a
correlation threshold of 99% led to no attribute being disecded. However, lowering
the threshold to 94% would have led to the removal of featur@4 ref_gpdist which

would have been also discarded in the subsequent SHAP-base€pst To remove
the rst feature kept in the SHAP-based step, namely04 ref_temp, the correlation

threshold should have been reduced to a value less than or alio 88%.

3.1.5 Comparison with a brute force approach

As a nal experiment, in order to evaluate the e ectiveness ofhe proposed sensor
selection procedure, we carried out a comparison with a bruforce approach which
considers any possible combination of 4 or less sensors ehaas the reference ones.
For each possible combination, we trained an XGBoost modeh ¢he training data
split based on the features discussed in Section 3.1.4, efthe feature selection
phase. To ensure comparability, we performed our evaluaticconsidering the test
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Figure 3.14: High-level steps which characterize the propasprocedure.

data split of the four sensors 2, 5, 7, and 10, since they cowtee whole room and
are also typically placed in the lower tier of the rankings aalysed in Section 3.1.2.
Exclgydlng the aforementloned 4 sensors, the possible reflece sensor combinations
are ¢ g . As for the cardinality k of the subset of selected reference sensors,
a maximum value of 4 was chosen to ensure that there is no comdtion with a
lower number of sensors capable of providing a better pretiam accuracy than the
one obtained with the proposed solution. Results are shown Figure 3.13. The
performance of the proposed solution is very close to the apal one achieved by
brute force. This is remarkable, especially consideringdhthe brute force solution
performs an exhaustive search in the problem space, and cdmg be applied only
in scenarios involving a small number of sensors.

3.1.6 Discussion

While it is clear that prediction performances are expectedtimprove together with
the number of sensors and historical training data availab] it is typically worth to
nd a trade-o between the accuracy of the models and the costf the employed
resources.

Here, we provide a nal overview of the overall procedure fohts rst proposed
sensor selection solution detailed thus far in this chaptewhose steps, as portrayed
in Figure 3.14, are as follows: i} a set of sensors is placed inside a roomii )(the
temperature values measured by these sensors are colledeer a signi cant period
of time; (iii ) following the steps outlined in Section 3.1.3, a subset oérssors is
selected from those present in the room by exploiting the Pesn correlation of
their temperature measurements;iy) the other sensors can be removed from the
room and replaced by the output of predictive models built usg information from
the remaining reference sensors, as we shall see in Sectidanl4

Speci cally, it is once again worth to highlight the role plged by the sensor
selection technique, which, in the considered scenario,opided a very good result
when compared to a plain brute force approach. This could beldeved leveraging
the weighted Borda count method in combination with the Kneele algorithm: the
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former allows us to give a greater importance to the sensomis that provided the
better results, thus favoring sensors that ought to be the nsbo relevant predictors;
the latter reasonably approximates a trade-o point at whit the cost of increas-
ing the number of sensors used as predictors is no longer wotte corresponding
performance bene t.

3.2 Sensor placement in simulated indoor envi-
ronments

With the aim of proposing and evaluating techniques capablef ononitoring tem-
peratures in uncovered or hard-to-reach locations, we dgsiand produced a set of
simulation data by means of computational uid dynamics algrithms for a generic
room model, concerning various environmental and usage daions, as well as
di ering internal object arrangements. Using this type of gnulation data has a
number of advantages. Physical simulations provide a cowolted and replicable en-
vironment, allowing for the generation of large quantitie®f high-quality data with
known ground truth values. This is particularly important when developing and
testing smart sensing solutions, as it allows for more acaie and reliable training
and validation of the models. In contrast, real-world sensalata can be noisy and
subject to various environmental factors, making it di cult to discern the true un-
derlying patterns and trends. Secondly, physical simulains can be used to model
a wide range of scenarios and conditions that may not be fdalsi or practical to
reproduce in the real world. Additionally, simulations can ke scaled up or down to
generate data at di erent resolutions and spatial scales, aking it possible to tailor
the datasets to the speci ¢ needs of the smart sensing apjaiton.

Before describing the devised sensor placement solutionSection 3.2.2, in the
following part we introduce the second application domainnder consideration for
this study.

3.2.1 The application domain

The considered scenario for the physical simulation data@sgeneric indoor environ-
ment inspired by an actual room located at the Silicon Austrid.abs o ce in Villach
(Austria). As shown in Figure 3.15, the room has an overall suréa of 22 nd and

a height of 31 m. In order to simulate a common usage of the room the follow-
ing objects have been inserted into it mimicking di erent co gurations: convective
heaters, representing a heat source with an air ow; non-ceective heaters, such
as stoves or radiators, representing sources of heat di wsenly by radiation; and,
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Figure 3.16: Con gurations of the modeled indoor room consded for the physical
simulations. Measures are expressed in meters.

partial walls and wooden tables that can a ect the air distrbution. Room walls are
conductive and have windows and doors that can be individuglopened and closed;
in our modeled scenario one of the walls is external, whiledlothers are internal to
the building. In addition, there are air vents on the oor andceiling that are part
of the air conditioning system.

As shown in Figure 3.16, we considered 2 di erent room con gutians in order
to evaluate the generalization capability of the approaclseproposed in this study.
Moreover, for each of these con gurations two conditions ka been taken into ac-
count. The rst, winter-related, is characterized by a temgrature of 19C indoors
and 5°C outdoors, while the second, summer-related, by Z5 indoors and 33C
outdoors. The simulated events are of various types: opegielosing of windows
and doors, switching on/o of heaters, radiators and air coditioning systems. The
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Figure 3.17: Room sensor grid map.

Y

simulations of these events are carried out relying on CFD agthms for transient
conditions and take place both individually and in a sequeecuntil a temperature
stabilization point is reached. The sequence of simulatedents for the winter sea-
son, hereinafter referred to aSeq,, is as follows: (1) temperatures stabilized (2€
inside, 5C outside); (2) radiator on (6CC); (3) heat sourceH on (6C°C); (4) air
conditioning vents on (22C, 0.004 Kg/s); (5) windoww2 opened; (6) door opened;
(7) window w2 closed and heater 1 on (8CQ, 0.06 Kg/s); (8) door closed; (9) heater
2 on (6CC, 0.06 Kg/s); (10) heater 2 reoriented towards west.

Finally, for the summer season the following sequence of etgrhereinafter re-
ferred to asSeq, has been simulated: (1) temperatures stabilized (25 inside, 35C
outside); (2) heat sourceH on (60°C); air conditioning vents on (17C, 0.004 Kg/s);
(3) window w2 opened; (4) door opened; (5) window?2 and door closed; (6) heater
1 on (6CC, 0.06 Kg/s); (7) heater 2 on (60C, 0.06 Kg/s); (8) heater 2 reoriented
towards west.

The ambient temperature is recorded with a 10 seconds freequy through mon-
itors acting as sensor devices arranged inside the simulhtenvironment as vertices
of a cubic grid that divides thex;y; z axes of the room into equally separated levels
1 m away from each other. More precisely, in our case theaxis is divided into
4 levels (corresponding to ® m;1:5 m; 25 m and 35 m from the western side of
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the room), the y axis into 6 (corresponding to @5 m; 1:25 n; 2:25 m; 3:25 m and
4:25 m from the southern side of the room) and the axis into 4 (corresponding
to 0:05 m; 1.05 m; 2:05 m and 305 m from the oor), for a total of 96 tempera-
ture sensors. As illustrated in Figure 3.17, the latter are nubered from 0 to 95 in
ascending order with respect to the lexicographical ordeg of their z;y; x coordi-
nates. Finally, every element inside the room is representég (X;y; z) coordinates
in the 3-dimensional Euclidean spaci3.

Descriptive Analysis

In this part of the section we analyze the salient charactegtics of the data obtained
by simulating the event sequenceSeq, and Seq for room con guration 1. The
Pearson correlation values among sensor temperatures an®wn in the lower tri-
angular part of Figure 3.18. It can be clearly seen that most ahem are highly
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Figure 3.19: Instance of the con guration 1 room thermal magpg with simulated
2D temperature section cuts.

correlated (except for sensors 222 located, respectively, in front of the radiator
and window w2 at 0:05m above the oor). This means that the information car-
ried by the provided sensors is largely redundant and, thdore, a subset of them
is su cient to accurately monitor the environment. Furthermore, sensors at oor
level are relatively poorly correlated with respect to thas at other elevation levels
In general, it can be seen that correlation values tend to bérati ed for sensors
located at the samez-axis level.

In order to investigate non-linear relationships betweeressors, a further analysis
based on Kendall's tau, a non-linear rank correlation mease) has been depicted in
the upper triangular part of Figure 3.18. In this case, corrations of sensors at oor
level (rst 24 rows of the matrix) are still relatively poorly correlated with respect
to those at otherz-axis levels. However, unlike Pearson correlation there aseme
sensors which have a high correlation with the ones near theaf on the lastz-level
(i.e., in the upper right square of the matrix). This means tht a high-capacity
model is preferable to capture these relationships adeqeét

As for the temperatures measured in the simulations, they vafrom a minimum
of 7:56°C to a maximum of 4367°C. Figure 3.19 shows an instance of the simulated
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Figure 3.20: Simulated sensors temperature values in Kelviar sequenceSeg, in
room con guration 1 horizontally divided by event number.

3D room with temperature values depicted by means of verticand horizontal
section cuts. The graphs of the observed temperatures reddtto each of the 10
events which make up the winter sequenc®eq, for con guration 1 are presented in
Figure 3.20. As can be seen, there are perturbations in partiem during the event 9
in which the ow of the heater 2 overlaps with the one generateby heater 1. This
reveals that the considered setting is not trivial, as ther@are some irregularities
and phenomena which in uence the temperature recordings ali erent positions,
making the prediction task challenging.

3.2.2 Sensors placement

In this part of the section, a solution to the optimal sensor lacement problem

based on graph attention networks (GATS) is proposed. In oucase, the goal is
to provide a methodology able to select a subset of sensorscam those present in
the grid provided with the simulations. Thereafter, we make comparison with the

approach previously proposed in Section 3.1.3 and a bruterde baseline consisting
of random sensor subsets. It is worth noticing that, by levaging the grid of sensors
encompassed in the simulation data, it is possible to redutlee sensor placement
problem to that of sensor selection, as previously formulkad in Section 3.1.3.



3.2. Sensor placement in simulated indoor environments 47

3.2.3 Graph attention networks-based solution

Graph attention networks [176] are a kind of neural network rahitecture able to
operate on graph-structured data leveraging masked settention layers in which
nodes are able to attend over their neighborhoods with di @nt level of attention.
Brie y, in a node embedding learning phase, attention layarallow to focus only on
the edges of the graph that are relevant to the task of interes

More formally, given the directed graphG = (V;E), a set of nodes features
hy = fhijvi 2 Vg;h; 2 R™ whereF, is the number of features associated to each
node and a set of edge featurds. = fh;;j(vi;vj) 2 Eg;h;; 2 RFe whereF, is the
number of features associated to each edge, the graph atientlayer produces a new
set of node embeddingd,®= fhiv; 2 Vg;h® 2 R’ (i.e., of potentially di erent
cardinality F9). The attention coe cient indicating the importance of node v;'s
features to nodev; is de ned as

exp(aT LeakyReLU(W ,[h; khj khj;i D

=P
’ on, EXp@’ LeakyReLU(W ,[hikhykhy:i])

where W, 2 R¥ (@Fv*Fe) js 3 learnable linear transformation weight matrix,
a 2 R¥ is a learnable weight vector,N; is the neighborhood of the nodes;, k
is the concatenation operation, T represents a transposition and_eakyRelLU is
the nonlinear leaky recti ed linear function with negativeinput slope of Q2. The
attention coe cients are computed only for pairs of nodes aaally connected by an
edgee 2_E of G. Finally, the new node embedding for the nods; is computed
ashP=" .y, i Whj, with W 2 RF? Fv learnable linear transformation weight
matrix.

The proposed sensors selection procedure is designed dsvist () for each
sensorv; in V a modelGAT; is trained to forecast the temperature values observed
in v; using the temperatures observed in the remaining sensofs2 V nfv;g; (i)
then, the rank scorescorg for all nodesy; 2 V is computed as

P
scorg = vi2vnfvjg degn (vi)
deg)ut(vj)
where ;; is the attention coe cient extracted from the trained model GAT;

predicting the temperatures of node;, deg,:(Vv;) is a function returning the number
of outlinks from a nodev; 2 V, and deg, (Vi) is a function returning the number of
inlinks to a nodev; 2 V. Intuitively, dividing by deg,(v;) allows to equalize the
contribution of nodes with di erent number of outgoing edgs; while, multiplying

by deg, (v;) allows to limit the softmax distribution of attention coe cients towards
nodes with a high number of incoming edgesiii() the sensors inV are sorted in
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Figure 3.21. Graph attention-based score for the considerdhin sensors. The
vertical line represents the elbow of the graph and separate¢he selected sensors
from the discarded ones.

descending order according to their rank scoreiv( the number of selected sensors
Nrefs 1S cOMputed by approximating the elbow of the curve obtainenh the previous
step through the Kneedle algorithm [165] { thex axis value corresponding to the
elbow represents the point of maximum curvature of the grapland the best trade-
o0 between prediction accuracy and number of sensors used gwhoose it to be the
Nrets Value; (v) nally, the rst n.ss sensors are selected as the reference ones.

3.2.4 Experiment setup

The experimentation has been carried out on th8eq, winter sequence simulation
data for room con guration 1 shown in Figure 3.16. The consided graph G =
(V;E) is formed by a set of node label¥ = f0;:::;N 1g;N =96 corresponding
to the 96 sensors observed in the simulations data, and by tlset of edgesE =
f(vi;Wo)jvi; Vo 2 V and dist(vy; Vo)  dmax g Which links nodes with the maximum
Euclidean distancedna. This later has been set equal to 3, the diagonal of a cube
with a 1-meter side, in order to model the neighborhood of theimulated sensors
grid.

With the aim of consistently comparing the results obtained w#h the ones given
by the other methodologies considered, the set of sensor Bed is split into 2
subsets: Vit = f10;11; 18,33, 34;51; 76, 78,929, a total of 10% reserved sensors
randomly chosen for performance evaluation purposes, aWghin = V N Vg, the
set of sensors actually employed in the learning phase. Thesulting graphGyain =
(Mrain ; Ewain ) IS Obtained by restricting the set of edge& only to nodes inViain
(i.e., Egain = f(v1;V2)j(vi; Vo) 2 E and vy Vo 2 Viain 9). The aforementioned graph
attention-based procedure is applied t&,, Wwith the temperature values ofv; 2
Virain N Celsius (C) as node featuréh; 2 R, and the coordinates di erence$;; 2 RS
between the nodew;;v; on the 3 axes £;y; X) as edge features.

The considered winter sequenc8eq, concerns 3183 samples (time instants),
which means that for each sensor in the grid there are 3183 ebgd temperature
values. In order to tune the hyperparameters for the GAT model10% of these ran-
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Figure 3.22: Graph attention-based score mapping for room rcguration 1 on
di erent z axis levels.

domly chosen samples are reserved for the validation set. darticular, the tuning of
the hyperparameters took place via grid search optimizatioconsidering the follow-
ing intervals: learning.rate in f0:1;0:01 0:001g, weightdecay in f0:1; 0:01; 0:001g,
size of node embedding&?in f1;2;4;8;16,32g, size of edge embeddingB? in
f1,2;4;8;16,329. As a result of the tuning phase, the hyperparameters have bee
set with the values 0001 forlearning_rate, 0:01 for weightdecay and 8 for F. The
training of the GAT model is performed through the Adam optimzation algorithm
minimizing the meansquarederror loss function based on the temperature values
actually observed and those predicted for each sensor\,, . Additional hyper-
parameters values adopted for the training phase are thmtchsize set to 16, the
momentum and RMSProp terms ; = 0:9 and , = 0:999, and the trainingepochs
equal to 200.

3.2.5 Results

Here we present the results obtained by the proposed graph attion-based ranking
procedure, comparing them with those observed by applyingraethod outlined in
the previous section, the weighted Borda count ranking (segection 3.1.3), and a
baseline solution based on a random ordering of the considérsensors.

In Figure 3.21, the results obtained by carrying out the exp@nentation de-
scribed in the previous subsection are shown. Here the sessiorV,in (X axis) are
sorted in descending order with respect to their achievedae (y axis). Applying
the Kneedle algorithm, then,ss value equal to 9 corresponding to the elbow of
this curve is found. The nal output of this procedure is the st of selected sensors
vat = 66,6541 29 4290 61 62 70g. Furthermore, in Figure 3.22 the score val-
ues are mapped in 4 partition levels of axis. This mapping shows that the proposed
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Figure 3.23: Boxplots of prediction errors provided by graplttention-based and
weighted Borda count solutions.

procedure privileges points located in the central area vitrespect to the coordi-
natesx;y; z, near the windows and the door. Although the procedure selett also
nearby sensors such as 61, 62, and 65, 66, this provides sdva&tvantages. When
sensors are positioned close to each other, local temperatwctuations are likely
to be similar among the sensors. This implies that sensoresp c errors, such as
noise or drift, are likely to be similar as well. By utilizingmultiple measurements
from nearby sensors and combining them, it is possible to nete uncertainty and
obtain a more accurate estimation of the actual temperatureFurthermore, these
sensors, albeit close in proximity, are spatially distribied accounting for the ther-
mal characteristics of the surrounding area. Placing sensastrategically can provide
better coverage and representation of temperature variais. In our case, sensors
61 and 62 are located near heater 1 and the partial wall, whikensors 65 and 66
are situated close to the air vents and window2.

For the considered case, the set of sensors selected with pinecedure based on
weighted Borda count of Section 3.1.3 i¥2%9 = {61, 38,57, 65, 41; 58; 42; 66, 60g.
Briey, this method computes the rank scores by exploiting @lerings based on
a distance metric between nodes obtained through a genetilgarithm capable of
synthesizing 3 spatial distance measures: Chebishev, Mattan and Euclidean. For
each sensov; 2 Vi,in a ranking of the remainingjVyain j 1 sensors is computed by
sorting these latter in ascending order according to theiregetic distance from sensor
vi. The nal scores are given exploiting the Borda count vote nehanism weighted
considering the error given by each ranking for the predicn of the temperature in
V.
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Compared to the graph attention-based method, the sensorslacted by means
of the weighted Borda count procedure are placed towards thest half of the rank.
As for the room coverage, they are located in the north-centrarea in front of the
stoves 12 and H. This indicates that the attention-based graph ranking métod
tends to provide greater coverage of the room area, also ciolesing elements which
do not directly generate air ows.

The comparative tests were carried out by training two XGBostRegressor[41]
models to predict the temperatures of test sensors Mes;: the former makes use
of the temperatures observed by the sensors W% as input data, while the latter

fs
those from sensors in/2%, We chose to adopt these models for the comparison
considering the limited usage of computational resourcesictheir ease of train-
ing. The obtained results can be found in Figure 3.23 where hagts include the
prediction errors for each test tensor. The whiskers corggsnd respectively to the
minimum and maximum errors excluding the outliers € 1st quartile - 1.5 IQR
or > 3rd quartile + 1.5 IQR, where IQR is the interquartile range gven by the
di erence between the 3rd and the 1st quartile), while the @nge line represents
the median of the errors. As can be seen from the boxplots, thétemtion-based
ranking graph shows better performance as regards outlierghile the two solutions
are substantially equivalent as regards the distribution foprediction errors of lower
magnitude.

A further evaluation of these sensor selections procedusgas carried out consid-
ering as baseline a set of random combinations of 9 sensor¥ig, extracted with
di erent seeds. This is done in order to evaluate whether theensors selected using
weighted Borda count and graph attention perform better tha a casual selection
of equal cardinality (V&% j = jV,2%d3j = 9). Since the total number of combina-
tions is equal to jV“g” b= % evaluating all of them is intractable. Therefore,
a sample of 1000 drawings generated with di erent seeds isnsalered. For each
generated combination, an XGBoostRegressor model is trath using the extracted
sensors as predictors for the temperatures of test sensard/jes;. As an outcome of
the latter evaluation we consider the distribution of the pediction error averaged
over these latter 1000 trained models.

The values reported in Table 3.1 are the outcome of the Wilcorsigned-ranked
test [183] comparing for each test sensor Mg the distributions of the errors
computed for the three methods in comparison. As can be seeor, this setting graph
attention-based ranking performs better than weighted Bala count. Moreover, both
of the latter techniques exhibited better results when congved to a pure random
combinations-based solution. In order to control the famjtwise error rate of the
multiple hypothesis tests, the last row of Table 3.1 reportthe Holm-Bonferroni [80]

adjusted p-values.
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Table 3.1: Sensor selection methods error distributionsropared through Wilcoxon
signed-rank test.

Random Combinations  Weighted Borda

Test sensor Vs. Weighted Borda Vs. Graph Attention

Sensor 10 stat. 1:762e + 006 1:288 + 006
p-value 248 050 7112 128
Sensor 11 stat. 1:87% + 006 1:158 + 006
p-value 282 037 2506 155
Sensor 18 stat. 1:496e + 006 1:824e + 006
p-value 1821 089 598l 043
Sensor 33 stat. 2:031e + 006 8:164e + 005
p-value 1587% 022 7806 241
Sensor 34 stat. 1:476 + 006 1378+ 006
p-value 8111 093 2657 110
Sensor 51 stat. 1:273x+ 006 1:387% + 006
p-value 6417% 131 1366 108
Sensor 76 stat. 2:38Ce + 006 8722+ 005
p-value 1552 003 1230 225
Sensor 78 stat. 2:361e + 006 1:866e + 006
p-value 433% 004 3274 038
Sensor 92 stat. 1:8502+ 006 1:802 + 006
p-value 4891 040 1521 045
Holm-Bonferroni
Correction p-value 0.006 0.006

Note: the performed test is one-sided with alternative hypothesis @ ned such as the distri-

bution underlying d = X;

Y; is stochastically less than a distribution symmetric about zero,

where X; is the absolute prediction errors given by the rst compared method, while Y; the
absolute prediction errors given by the second one.

3.2.6 Discussion

Besides providing better performance in terms of predicé& model accuracy, the
sensor selection solution proposed in this section has fuet advantages when com-
pared to the one based on weighted Borda count. First of all, is more e cient in
terms of the number of trained models while performing the pcedure. In particu-
lar, considering a setv of candidate reference sensors, the method based on graph
attention requires the training ofjV|j trained sensors using only the information pro-
vided by a small subset of sensors positioned near of eachladde to be predicted.
Instead, the weighted Borda count procedure requires theeation ofjVj (jVj 1)
models trained considering the information coming from athe sensors present in
the subset of reference candidates considered. Secondlgraph attention network-
based solution has the ability to learn complex patterns andelationships among
sensors in the environment. Furthermore, a graph attentionetwork-based solution
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can scale to larger sensor grids with more sensors and complgologies, whereas
a genetic programming generated spatial distance metriafed solution may strug-
gle to handle the increased complexity. Finally, it is worth nticing that, being
based on genetic programming, the weighted Borda count sbbn may be more
interpretable, as the generated distance metrics can be éatly analyzed and un-
derstood. However, a graph attention network-based solutiaccan also provide some
level of interpretability through visualization of the attention weights.

To conclude with a brief summary, the sensor placement prabge based on
graph attention networks described in this section is ap@d starting from simulation
data generated through a su ciently dense sensing monitorrgl. This latter returns
a list of reference positions whose observed temperaturdues allow the training
of a predictive model acting as an e cient simulation approxnator. This is done
by encoding the environmental information in a graph struatre fed as input during
training as we shall see in Section 4.2.1.Furthermore, in @®n 4.2.2 we propose
and analyze an algorithm capable of transferring the selext set of sensors to a
di erent room con guration.






Prediction

In the previous chapter of this thesis, we addressed the pieln of sensor selection for
temperature monitoring in indoor environments. In light ofwhat has been achieved,
in this chapter, we delve into the prediction of temperature through virtual sensing
techniques. Speci cally, we compare the performance of twial sensing strategies
including novel solutions proposed for two di erent case gtlies: the real-world
indoor environment, which was presented in Section 3.1.Inéthe simulated indoor
environment, presented in Section 3.2.1.

In the rst section of this chapter, after an introduction to the problem domain,
we focus on the virtual sensing of temperatures in the realewd indoor environ-
ment case, exploring various baseline methods, particleters, machine learning
approaches, and a deep learning approach. Here, we also camdan analysis of
prediction intervals and errors per single sensor. Additiaily, we investigate the
e ects of reducing the training data size on the accuracy ohe predictions.

Subsequently, in Section 4.2.1, we shift our attention to #gamonitoring of temper-
ature problem in simulated indoor environments. Here, we cqrare the performance
of some of the previously analysed inductive baseline mettwand machine learning
approaches with a novel proposed transductive learning stbn based on graph
neural networks. Our experimental results indicate that tk latter is able to provide
better performance by exploiting environmental informattn more e ectively. We
conclude the section analysing the behavior of the propospdedictive model, and
the adaptability of the sensor placement procedure preset in Section 3.2.2 in case
of di erent environmental conditions.

4.1 Virtual sensing of temperatures in real-world

As argued in Chapter 1, virtual sensing is a set of techniques teplace a subset of
physical sensors by virtual ones, allowing the monitoringf anreachable locations,
reducing the sensors deployment costs, and providing a Btk solution for sensors
failures.
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Over the years, virtual sensing has found application in sekal domains including
robotics, automation, anomaly/leak detection, air qualiy control, active noise sup-
pression, wireless communication, automotive, and transgation [109, 107, 163].
In the literature, three main virtual sensing modeling metbds have been taken into
account: (i) rst-principle , where virtual sensors are developed by hand on the basis
of fundamental laws of physics and an extensive domain knaalge; (i) black-box
where models capable of exploiting empirical correlationmesent in the data are
built, without any knowledge of the underlying physical proesses (most of the sta-
tistical and machine learning methods belong to this categg; (iii ) grey-box that
exploits a combination of rst-principle and black-box appoaches. In this study, we
focus on the latter two approaches, in order to develop gememodels that do not
require complex domain knowledge and are not tied to the specuse case.

As for black-box techniques, the estimation of a variable abtations where it
has not been observed by exploiting data available at otheodations can be made
by means of approaches commonly used for the interpolatiohstatter points, such
as Inverse Distance Weighting (IDW) and Kriging [138]. IDW asumes that the
interpolating surface is more in uenced by closer points #n distant ones, while
Kriging is a geostatistical regression method used in spatianalysis that spatially
interpolates a quantity minimizing the mean squared errorAs it comes out, both
approaches nd di cult application in real-world settings, being them typically af-
fected by spatial-temporal anisotropy and unable to deal Wi non-linear relations
among predictor variables. When partial observations are rda and random pertur-
bations are present in the data, methods such as Kalman Iterand particle lters
[55] can be relied upon for the estimation of the internal stas of dynamical systems.
These methods compute the unknown quantities through poster distributions ob-
tained from Bayesian inference models [180, 127]. Althoughrficle lters are not
subject to the constraints of non-Gaussianity of perturbabns and linearity of the
dynamic systems that a ect Kalman ones, they have some diseahtages as well,
related to possible resampling biases and to the coarsenesshe de nition of the
likelihood distribution, which may be unable to capture alrelevant real-world char-
acteristics. To overcome the limitations of these technigs, some authors explored
approaches based on machine learning, like support vectoachines, decision trees,
and ensembles (such as random forests) [179, 102, 101]. Mecently, deep learning
solutions have been considered as well [156, 172, 186, 1&d{ were deemed able
to exploit implicit information on temporal trends and spatal associations among
sensors. As an example, in [113, 114] the authors employ retpely a Long Short-
Term Memory (LSTM) network and a combined Convolutional LS™ (ConvLSTM)
network capable of learning from long-term dependencies $patial-temporal infor-
mation. Despite the latter ConvLSTM-based model achieved good performance,
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it is not applicable in context like ours where the position®f sensors are xed and
quite sparse.

4.1.1 Temperature prediction

In this part of the section, to determine the performance oftie sensor and feature
selection phases presented in the Sections 3.1.3 and 3.1li#h nespect to the task

of temperature virtual sensing, and to identify the best préiction methodology, we

experiment and contrast the following approaches:

A

Baseline: simple and Inverse Distance Weighted (IDW) averagof the tem-
peratures;

Particle lters;
LinearRegression { Python's package Scikit-learn [143];
XGBoostRegressor { Python's package xgboost [41];

An LSTM recurrent neural network, trained by means of the PyTech Deep
Learning library [142].

As pointed out in Section 3.1.3, except for the baseline metti® and particle lters,
predictions make use of the temperature values recorded Hyet4 chosen reference
sensors (sensors 1, 4, 8, and 9) depicted in blue in Figure 3Tb.ensure the compa-
rability of the results obtained from the various approachg prediction errors were
evaluated on the remaining 8 sensors (the original 12, extepe 4 reference sen-
sors, that are already used as predictors). In addition, aggwviously mentioned, we
always considered the same 80%-20% split training-test dfet dataset.

The predictive analysis tasks are organized as follows inetlremainder of this
section. Firstly, we evaluate the various approaches to terepature virtual sensing.
Then, we analyze the prediction errors assessing the un@nty associated with
the predicted quantities, investigating the errors per sigle sensor, and linking the
prediction error to the available portion of training data. Finally, the outlined
framework is evaluated with respect to the optimal result tht can be achieved by
means of a brute force approach to sensor selection.

Baseline methods

This rst analysis allowed us to de ne a baseline against whh to compare the
results of the other approaches. Given a sensor for which wamn to predict the
temperature readings on the test set, the idea is that of appximating such values
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by a simple combination of the temperatures recorded by theler ones at the same
time instant. To this end, we applied two di erent techniques: classical average and
Inverse Distance Weighted Average (IDWA), according to whickloser sensors have
an impact on the overall prediction greater than that of thos sensors which are
farther away. In more detail, the weight assigned to the-th predictor is computed
asw; = d(x—lx,) where d( ; ) is the genetic programming-based distance (Section
3.1.2) between two points of the gridx; is the position of thei-th sensor, andx is
the position of the sensor to predict. The weighted temperates are summed and
then divided by the sum of the weights.

Moreover, to determine the impact on the prediction accurgcof the distance
between sensors, we performed several experiments by abesng as predictors just
the k sensors closest to the one to predict, fde 2 [1;11]. For each approach and
sensor to evaluate, we determined the temperature absolugeror, considering its
95th percentile, g5, which can be thought of as a worst-case prediction scenario
Figure 4.2 collects the boxplots ofgs. Each boxplot includes a value for every test
tensor, for a total of 8 values. The orange line representsaimedian of g5, while the
whiskers correspond respectively to the minimum and maximu values excluding
the outliers (< 1st quartile - 1.5 IQR or> 3rd quartile + 1.5 IQR, where IQR is the
interquartile range given by the di erence between the 3rdrad the 1st quartile). It
clearly emerges that classical average is largely in uerttey the number of closest
sensors used for the prediction. Here, the optimal number afrssors seems to lie in
the range [35]. On the other hand, IDWA seems to be less a ected by the nuneb
of predictor sensors. Indeed, looking at the median, largalues ofk led to better
results. This is to be expected, as the contributions of theidrent sensors are
already weighted according to their distances.

Particle lters

Particle lters are a class of Sequential Monte Carlo algdhms used to approximate
the internal states of dynamic systems starting from partiameasurements with
random disturbances which aict the sensors as well as the dymic system itself
[55]. Given the noisy and partial observations, this appra@a aims at measuring the
state posterior distributions of some Markov process. Pacle Iters leverage a set
of particles to represent such a posterior distribution. Ezh particle has an assigned
weight, indicating the chance of that particle being sampte from the probability
density function of the quantity we want to compute. As for ths experimentation,
we considered one patrticle Iter for each of the 8 evaluate@ssors, and thek-closest
sensors as landmarks, witkk 2 [1;11]. Each particle thus represents a likelihood
estimation of a temperature and is moved at each time-steplii@ving the average
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Table 4.1: XGBoostRegressor parameters (rounded to the Stiecimal digit).

Parameter name  max_depth learning_rate n_estimators reg alpha reglambda gamma subsample colsamplbytree min_child weight
Value 16 0.015 350 78.87396 0.50044  5.95353  0.66425 0.65694 1.0

temperatures of the landmarks. The likelihood probabilitys computed on the basis
of the genetic programming distance between particles ananidmarks.

As with the baseline approaches, we estimated the error's &5percentile for
each evaluation sensor and each potentiél value. Results are reported in Figure
4.2. It is evident that also particle lters are a ected by the choice ofk. For the
sake of readability, we decided to ignore the results fé&r2 [1; 3], as those values led
to very weak predictions, with boxplot whiskers extending\er 6 degrees. As for
the remaining values, according to the median, the best prietions are achieved for
values ofk equal to 4 or 5.

Machine learning approaches

We considered two di erent machine learning approaches, mely, a simple Scikit-
learn's LinearRegression model, and a more complex XGBoRsggressor ensemble
approach.

LinearRegression implements an ordinary least squaresdar regression. For the
sake of our study, it has been trained on the 11 (standardizeteatures selected in
Section 3.1.2, with training labels corresponding to the teperatures recorded by 8
evaluation sensors (the original 12, except the 4 referensensors, that are used as
predictors).

XGBoost [41] implements gradient boosted decision treescising on compu-
tational speed and model performance. Gradient boostingeitatively builds new
models to predict the residuals of errors of previous modedxploiting a gradient
descent algorithm to minimize the loss [63]. The resulting odels are then com-
bined to generate the nal prediction. As a rst step, we tunedthe XGBoostRe-
gressor model with the above-described training set, fromhiech a validation set
of size 20%, consisting of randomly chosen weeks, was extdc The task was
performed by means oHyperopt [15], a library for hyperparameter optimization
written in Python, minimizing the 95th percentile of the eror loss function for
40 evaluation steps on the following hyperparametersnax_depth, learning _rate,
n_estimators, reg_alpha, reg_lambda gamma, subsample colsamplebytree and
min _child _weight. Resulting values are listed in Table 4.1. With the tuned hype
parameters, the model was trained on the entire training seand then evaluated on
the test set over the usual 8 sensors.

The outcomes shown in Figure 4.2 suggest that the tested maghilearning
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Figure 4.1: The LSTM recurrent neural network model architdare.

methods vastly outperform the baseline approaches. Spezally, XGBoost shows a
better performance than LinearRegression on all 95th errguantiles. Furthermore,
XGBoost's boxplot is wider than that of LinearRegression,ugygesting a more unsta-
ble behavior across the sensors predictions. This is to bepexted, being XGBoost
a far more complex and exible model.

Deep learning approach

Up to this point, to predict the temperature at a given time ingant we have just
considered reference sensor values from the same instantthie literature on remote
and virtual sensing, it has already been shown that deep lesng methods are able
of taking temporal and spatio-temporal knowledge into accmt (see, e.g., [156, 172,
186]). Speci cally, in our context, it may be the case that tle recent history of
temperatures reported by the reference sensors providefommation relevant to the
overall prediction. As an example, opening a window in wintetime, one may
notice a regular and continuous decrease of the temperatareecorded by a nearby
temperature sensor. This, together with information recaled by the other reference
sensors, may give the model a hint about the temperature pragation in the room.
We designed an LSTM-based model that takes such historiestdnaccount. Its
architecture, which is depicted in Figure 4.1, consists of the subparts:

A

the rst ( temporal) part (LSTM on the upper left side of Figure 4.1) takes
a history of the 4 (standardized) reference temperatures asput. Then, a
unidirectional LSTM layer, consisting of 128 units, from with we retrieve
just the last outputs, followed by LayerNormalization, is aplied;

~ the second atemporal) part (FCNN _1 on the bottom left side of Figure 4.1)
takes the 7 remaining (standardized) attributes as input, @sulting from the
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Figure 4.2: Boxplots of the 95th percentile of the error proded by the considered
approaches.

feature selection process (Section 3.1.2). These attrilmst do not have any
signi cant history, but are still important to generate the nal output, since
they allow the model to pinpoint the prediction in space andiime. The afore-
mentioned 7 features are passed to a Dense layer, consistaigg4 neurons,
followed by a ReLU activation function and a BatchNormalizabn layer;

the third part (FCNN _2 on the right side of Figure 4.1) takes the outputs of the
rst two parts and concatenates them, generating a tensor afize 192. Then,
BatchNormalization and Dropout with 0.1 rate are applied to he result of
such a concatenation. Next, the data goes through a dense lagé 128 units,
followed by a ReLU activation function, and a BatchNormaliz&éon layer. The

nal output is produced by a single-unit Dense layer with lirear activation
function.

In order to train the neural network, we relied on Adam optimier with a 9e-5
learning rate minimizing the meansquarederror loss function. The architecture of
the model and all the other hyperparameters have been chosemough iterative
random search tuning performed on a xed 80%-20% trainingalidation subsplit,
as already done for the previous machine learning approasheAt last, the same
tuning process suggested a length of 18 samples (equivakend period of 3 minutes)
for the reference temperature histories, over a tested ram@f 1 to 5 minutes.

As shown in Figure 4.2, with respect to the test set, the networkssentially
provided the same performance as XGBoostRegressor: white tupper whisker is
marginally better than that of the ensemble approach, the lwer one is slightly
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worse. Furthermore, the broader extension of the boxplot ggests a more variable
behavior than XGBoost. Based on these results, perhaps sugingly, we can infer
that, in our setting, historical knowledge of temperatureslone does not contribute
much to the accuracy of the prediction. This can be justied bythe fact that
the sensors we want to predict are typically located much der to a window than
the reference ones, and thus they should also be the rst to kseected by any
weather-related phenomenon. Accordingly, reference serssdistorical data are not
so important from this point of view. As an additional con rmation, results of an
auto-correlation analysis showed that information convey by the reference sensors
at the time instant in which the prediction is carried out is vay more relevant than
information present in the historical temperature valueselated to the same sensors.

In future work, we plan to evaluate the performance of a CNN-LSW-based
neural network that, in principle, should allow us to relatethe temporal dimension
of temperature histories to spatial information about the facement of the reference
sensors, the distances among them, and their distance frohetlocation we want to
predict.

Prediction intervals analysis

Usually, a regression model generates a single value for epodiction, which rep-
resents itself a random variable. However, under severala@imstances, quantifying
the uncertainty associated with the prediction, instead o€omputing just a single
value, is very useful, as it gives an indication of the relidlity of the results. This
can be done by setting proper prediction intervals. Such iaetvals provide proba-
bilistic upper and lower bounds on the estimate of an outcomeariable and can
be computed via quantile regression [Qq:],. Typically, regggions minimize the mean
squared-error loss functionL(y;¥) = Nl iN=1 (yi )2, while quantile regression
aims at estimating conditional quantilelg of the response niabls. This is achieved
by adopting the loss functionL (y;¥) = iNzin\I( Diyi i+ iN=yi w Oy Y,
whereN is the number of the samples in the training set, is the quantile of the
response variable to forecasy; 1s the predicted value for the ith sample, andy; is
the real target value for the ith sample.

We explored two di erent approaches to quantile regressiora linear regression
model and a gradient boosting regression model [63]. In botlases, two models
were trained: one for the upper ( = 0:025) and one for the lower ( = 0:975)
bound of the interval. This means that 95% of the actual valieeshould lie between
these two predicted bounds. The training procedure was theame as in Section
4.1.1 and an excerpt of the results for the sensor 3 test datshown in Figure 4.3,
in the case of linear regression, and in Figure 4.4, in the casiegradient boosting
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Figure 4.3: Linear regression prediction intervals relateth sensor 3 test data with
=0:025 and =0:975.

Figure 4.4: Gradient boosting regression prediction inteals related to sensor 3 test
data with =0:025 and =0:975.

regression. Although both approaches were indeed observedguarantee that 95%
of the observed values end up between their estimated lowerdaupper bounds, the
intervals obtained from the Gradient Boosting models are gerally less coarse, thus
providing a better approximation of the uncertainty intenals.

Errors per single sensor

Let us now take a closer look at the performance of the machiaad deep learning
approaches. Figure 4.5 reports the 95th percentile errors sfich models for each
of the 8 evaluation sensors. Although the LSTM and XGBoost mads typically

exhibit a better performance than LinearRegression, thetlar, despite being a much
simpler model, is a close match, with the notable exceptiorf sensor 10, where it is
vastly outperformed by its contenders. It is also worth obseing the relatively high

error rates on sensor 7: upon closer inspection, this send@played a very strange,
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Figure 4.5: Results of machine and deep learning approaches éach evaluation
sensor.

uctuating curve, as shown in Figure 4.7. It may be di cult to p redict this kind of
irregular temperature values using a global model for all &ssors, as done in this
section. Therefore, as a future analysis, we plan to compaitee outcomes of the
global models with those that can be obtained by building a sgle model for each
sensor to be predicted.

E ects of reducing the training data size

Given the large quantity of training data available, we exanmed the e ects of reduc-
ing its size, relying on the XGBoost model introduced in Seion 4.1.1. We tested
various training set cardinalities obtained by sampling te data at one week granular-
ity. The experiment was conducted using 10 sampling rateswo® f 0:1;0:2;:::; 1:0g,
repeating each execution with 10 di erent random seeds to gvent sampling bias.
As expected, the ndings in Figure 4.6 show that, as the trainig data size decreases,
the median of the 95th percentile of the errors raises, probly due to the fact that
some seasonal trends may be overlooked if a too small data p#rns employed.

To further investigate the prediction error related to the aitliers, we iteratively
discarded the test data belonging to di erent devices, and iultimately emerged
that the anomalous values belonged to the predictions maderfsensorraspihat07.
Figure 4.7 shows the temperature values of sensaspihat07 and of its 3 closest
neighbors ¢aspihatOl, raspihat04 and raspihat08) limited to the time instants at
which outliers are present in the prediction error fhean absolute error 2 C). At
these time instants, sensoraspihatO7 shows a more marked uctuation behavior
for both high and low values, that may suggest a degradatiorr dad calibration of
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Figure 4.6: XGBoost results obtained by varying the trainingset size.

Figure 4.7: SensoraspihatO7 temperature values related to the prediction error
outliers compared with the 3-nearest neighbours sensors.

the device. Finally, we reran the training data size reductioexperiment discarding
the data related to sensor 7 from the evaluation. In this waya more predictable
monotonic decrease of the prediction performance was ohst.

4.1.2 Discussion

In the previous parts of this section, we focused on how to germ virtual sensing
e ciently, dealing with the problem under di erent points o f view. Our proposed
solution encompasses all the relevant aspects of virtualnseng, including sensor
selection, the estimate of the needed amount of training dat the choice of the
predictive model, and the evaluation of its performance. M importantly, the
approach can be regarded as black-box completely independent of the physical
characteristics of the considered scenario, such as anynedat capable of in uencing
the internal temperature (windows, radiators, and so on). fius, in principle it can
be applied to any generic indoor environment with an arbitngy set of pre-located
Sensors.
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4.2 Virtual sensing in simulated indoor environ-
ments

In this section, we focus on the task of temperature monitorg in a general indoor
environment, where temperature data is provided through aes of physical simu-
lations. Our main goal is to develop a temperature predictioframework through
virtual sensing and spatial interpolation techniques ableo model the physical char-
acteristics of the considered scenario, and to adapt to othesimilar environments.

Hereafter, several solutions available in the literature arexamined highlighting
their strengths and limitations when applied to the consided scenario.

A family of methods able to deal with the indoor thermal monibring problem is
the one given by classical spatial interpolation approackesuch as inverse distance
weighting, nearest neighbor, spline and Kriging. Applicatins of these methods
can be found in the literature for the case of data center tharal monitoring [138],
indoor environmental thermal and quality distribution [19D, 42, 188], or radio envi-
ronment [53] mapping. Although easy to implement, these appaches, can only be
used as a baseline, as they are based on limiting assumpticgch as non anisotropy
or simple linear (and non-linear) relations among predictovariables, and are typi-
cally inaccurate when applied within complex settings. Tow@rcome some of these
limitations, [100] presents an approach which separatesadial and temporal infor-
mation combining local autoregressive prediction based qrast observations, with
spatial interpolation. Since local forecasts can be paralized, this latter has the
advantage of being e ciently computed. Furthermore, the sbsequent application of
spatial interpolation via Kriging ensures a good accuracyconversely, this approach
relies on assumptions, such as isotropy and independencespétial and temporal
phenomena, that may not hold in some scenarios.

As for virtual sensing, we consider the three modeling methsdntroduced in
Section 3.1, namely, i() rst-principle , (i) black-boxand (iii ) grey-box

In the case of rst-principle methods, techniques such as computational uid
dynamics [6] are employed to generate simulations startifgom a speci cation of
the considered indoor environment and the elements placeda it. This type of ap-
proach, exploited in this work to produce the ground truth snulation data, is based
on mathematical modeling through laws of physics descrilgrphysical phenomena.
For this reason, they are particularly accurate in measurg characteristics of these
simulated phenomena. On the other hand, since they typicglrely on the solution
of di erential equations, they are computationally expenisve, especially for real time
applications concerning complex environments. Even if sentightweight solutions,
based on order reduction of the energy balance equation tlugh proper orthogonal
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decomposition (POD), have been proposed [170, 58], thesed®is are tailored to
a given speci c environment and di cult to implement. Furth ermore, generating
physical simulations with this kind of approaches is an expsive activity in terms

of e ort required for the creation of numerical models for derent environmental

con gurations.

Rather, we are interested in approaches able to learn how toowhel physics dy-
namics and characteristics of the environment to be monited, allowing the resulting
predictive models to generalize to other environments witli erent con gurations
and conditions.

A step in this direction is represented by physics-informedheural networks
(PINN) [152], a grey-boxapproach in which the training process is guided imposing
an inductive bias that adheres to the physics of the system &and, described by
means of partial dierential equations (PDESs) to solve. As arexample, for the
case of rﬁeat di usion, this iis done by adding a regularizatioterm like Lppg =

@t @% ' oY
instance the solutions that do not satisfy the PDE @@t D % + @% ut; xyy) =

0, whereN is the number of samplesD is the thermal di usivity constant, u(t; x;y)
and ¥(t; x; y) are the functions returning, respectively, the real and @dicted temper-
atures in position (; y) at time step t. An application of this solution to the thermal
modeling of buildings and heat transfer problems is preseut in [70] and [30]. De-
spite being able to simulate physical processes with goodtaracy (if compared with
common fully connected neural networks), this family of maals still requires a man-
ual design phase and hardly generalizes to complex envirosmis or con gurations
that are di erent from those examined during training.

For the sake of completeness, we point out that other solutis based on machine
learning, like support vector machines, decision trees, @dmensemble methods (such
as extreme gradient boosting and random forests) have beexplred by di erent
authors [102, 101]. As for classical deep learning solutipms [156, 172, 113, 114] a
multi-layer perceptron (MLP) neural network, a Long ShortTerm Memory (LSTM)
network and a Convolutional LSTM (ConvLSTM) network able toexploit inferred
information on spatial and temporal associations among s&rs are presented.

Tipically, the aforementioned deep learning approachesqeire a retraining of
the models or a ne-tuning phase in case of changes in envimantal conditions
or con gurations. In contrast to all the above mentioned saltions, we propose
an approach based on graph networks as approximators of plog simulations via
learned message-passing functions where room elementghsas furnishing items
or air ows sources, are represented by nodes in a graph. Suzh approach has
already been applied in the literature to challenging domas, involving uids, rigid

L2
N @ p @4+ @ qai®;xM;y0) tohthe loss function, Ipenalizing for
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solids, and deformable materials [164] proving its abilityo learn how to simulate
complex physics. Despite being focused on the temperatureomitoring scenario,
the considered approach can, in principle, be applied to amgher sensor prediction
task linked to indoor physical dynamics.

4.2.1 Temperature prediction

In this part of the section, our main focus is the evaluationfathe accuracy in ap-
proximating the physical simulations with respect to the tak of temperature virtual
sensing and to identify the best prediction methodology. Wit these objectives in
mind, we begin the analysis by describing and evaluating senstate-of-the-art in-
ductive learning approaches, including simple and inverskstance weighted (IDW)
average of the temperatures as baseline, and XGBoostRegm@s(using Python's
package xgboost [41]) as machine learning approach.

Thereafter, considering the nature of the context which p&ins to a room with

a grid of sensors and various elements such as walls, hegteiadows, and doors, we
aim to study the bene ts of models able to represent spatialetationships between
sensors and other room elements, and exploit this informati to make accurate
predictions of the temperature in each part of the room. With his premise, we
propose a transductive learning graph network model (basexh the PyTorch Ge-
ometric graph neural networks library [60]). Representinghe room as a graph
where nodes correspond to internal elements, and edges esent interactions be-
tween them. Together with a comparison of the graph networksased model with
the aforementioned inductive approaches, a systematic assment of the impact,
in terms of improved accuracy, of incorporating informatio from various sets of
elements characterizing the indoor environment is carriealt.

As pointed out in Section 3.2.2, predictions make use of pasims and tempera-
ture values captured by 9 chosen reference sensor¥{f, as depicted in Figure 3.21.
Prediction errors were evaluated on a speci ¢ sétes of the remaining sensors, de-
ned as V nV2L . Furthermore, to ensure the comparability of the results diained
divided in Ty4n and T according to an 80%-20% training-test split. Therefore,
the accuracy of the considered approaches has been evaldata the temperature
values observed at time instants iMest fOr SENSOrs iNViest .

In the remainder of this section, we evaluate the various appaches of temper-
ature prediction, and analyze the obtained results.
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Figure 4.8: Boxplots of the 95th percentile of the error proded by the considered
approaches.

Baseline methods

This rst analysis allowed us to de ne a baseline against wbh to compare the results
of the other approaches. Given a sensor Meg for which we want to predict the
temperature readings on the test set, the idea is that of appximating such values
by a simple combination of the temperatures recorded by theter ones inV2L at
the same time instant. To this end, as conducted in Section#41, we applied two
di erent techniques, namely, classical average and inverslistance weighted average
(IDW).

Operationally, to determine the impact on the prediction acuracy of the distance
between sensors, we performed several experiments by abesing as predictors just
the k sensors closest to the one to predict, fdr 2 [1;jV.2% j]. For each approach
and sensor to evaluate, we determined the temperature absi@ error, considering
its 95th percentile, o5, which can be thought of as a worst-case prediction scenario
In fact, by focusing on the upper tail of the error distributon, this metric provides
a more conservative estimate of model performance, whichparticularly relevant

in applications where large prediction errors can have sigrant consequences.

Figure 4.8 collects the boxplots ofgs. Each boxplot includes a value for every
test tensor in Vi, for a total of 87 values. Considering median values ofs, it
clearly emerges that both classical average and IDW solutis are in uenced by the
number of closest sensors used for the prediction. The opahmumber of sensors
lies in the range [35]. Overall, both baseline methods behave similarly and eikiit
rather high upper quartile values, which indicates that thg are unable to grasp
complex relationship between the data. Furthermore, theyoflow a bowl pattern, a
sign that the use of an excessive number of predictors leadstoise in the prediction
phase.
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Table 4.2: XGBoostRegressor parameters (rounded to the 5tecimal digit).

Parameter name  max_depth learning_rate n_estimators reg alpha reglambda gamma subsample colsamplbytree min_child weight
Value 16 0.015 350 78.87396 0.50044  5.95353  0.66425 0.65694 1.0

Machine learning approach

In this experimentation, as described in Section 4.1.1, XGidst has been considered
as machine learning approach.

Operationally, an XGBoostRegressor model has been trainednsidering as in-
put information the following room elements: the 9 referemcsensors iV as
de ned in Section 3.2.2, and the 17 room elements (includirgartial and perimeter
walls) as depicted in Figure 3.16 for room con guration 1. Ovall, for each of these
elements we consider as input feature the observed (in cassensors) or emitted (in
case of heater, radiator or vent elements) air temperaturés Celsius (C), the emit-
ted mass ow in kilogram per second (Kg/s) and the element cgntation angle with
respect to the z axis expressed in radians, 12 Boolean feasirepresenting the one-
hot encoding of the element type which could be one choicerfrall possible room
element types de ned asT := sensorj heaternon_convectivej heaterconvective
j vent j door_closedj door.openedj window closedj window openedj wall_external
j wallinternal j wall_partial j table Each feature in this resulting training set has
been standardized among all timesteps i, before training.

As a rst step, we tuned the XGBoostRegressor model with the alve-described
training set, from which a validation set of size 20%, consiisg of randomly cho-
sen timesteps, was extracted. The task was performed by meaof Hyperopt [15],
a library for hyperparameter optimization written in Python, minimizing the 95h
percentile of the error loss function for 100 evaluation gte on the following hy-
perparameters: max_depth, learning _rate, n_estimators, reg_alpha, reg_lambda
gamma, subsample colsamplebytree and min _child_weight. The resulting values
are listed in Table 4.2. With the hyperparameters approprialy tuned, the model
was trained on the entire training set, and then evaluated othe test set.

The outcomes shown in Figure 4.8 suggest that excluding higks values, XG-
Boost fails to outperform the baseline approaches. This ifghtes that, in our case,
increasing the complexity of the model does not does not ptly in uence its
accuracy. Hence, it makes sense to investigate di erent ap@ches able to better
exploit the environmental information contained within the dataset.

Graph networks approach

In this speci ¢ section, we propose and evaluate the e ectaness of a transductive
graph neural network approach which, unlike the inductive gproaches analysed
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Figure 4.9: Architecture of the graph neural network model candered for the tem-
perature prediction task.

so far, is able to learn dependencies and interactions beemethe elements within
the simulated room. The GNN solution, formerly proposed in $&on 3.2.3, is
oriented towards the selection, based on attention mechams, of informative sensor
nodes to be used in the predictive task. For this predictiveask, instead, a more
extensive architecture able to exploit knowledge comingdm a graph containing
nodes related to each element placed inside the monitored gomwment is needed.
On this premise, as depicted in Figure 4.9, our proposed satut is obtained by
increasing the capacity of the employed GAT layer and adding couple of dense
fully connected layers on top of it.

Considering the task of indoor temperatures prediction, gen an input graph,
the GAT layer allows to create one embedding for each node. Buembeddings are
obtained reducing information, like temperatures, air ovs exchanges or radiation ef-
fects coming from a node neighborhood. Finally, the fully coxected layers compute
an embedding representing a node's state information fromhveh the temperature
value is predicted as outcome.

Beside comparing the accuracy attained in temperature pradion with respect
to other approaches, this experimentation aims to assessetlimpact, in terms of
improved accuracy, of incorporating information from vanus sets of elements char-
acterizing the indoor environment. For this purpose, the siulation data have been
modeled as four set of graphs which di er in terms of node tygeand features em-
ployed. In detail, the four sets of graphs considered for thexperimentation are the
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following:

sensors onlygraphs, Geens = fG'jG' = (VYo Esens)Gizt Where T is the set
of time samples considereVsens = Viets [ Viest the set of all provided room
sensors, anEgens the set of edges de ned as(vi;V;)jVi;V; 2 Vsens and v; 6
V; 0; at each timestept 2 T, there corresponds a di erent graph, characterized
by the observed values contained in the set of node featureg = fhjjv; 2
Vsensd With h; 2 R air temperatures in Celsius {C), along with the set of
time-independent edge featurebe = fhi;j(Vi;V;) 2 Esensd;hij 2 R® where
the 3 real values are the coordinates di erences on tlzey; x axes between the
starting node and the destination node of the associated exl@/;; V) 2 Esens;

room nodes onlygraphs, Goom = fG'G' = (V. [ Viiet; Eroom )Gzt WhereT
Is the set of time samples considered,,,m the set of room nodes modeling
walls and objects located inside the roomVes the set of test sensors, and
Erom the set of edges de ned a$(vi;V;)jVi;V; 2 Vicom [ Viest and v 6 v;g;
here the set of node features is de ned as, = fhijvi 2 Vioom [ Vtestd With
hi 2 R® B! where the 3 real input features associated to each nodeare the
emitted air temperatures in Celsius {C), the emitted mass ow in kilogram
per second (Kg/s) and the node orientation angle with respeto the z axis
expressed in radians, and the 12 Boolean features are the -two¢ encoding of
the node type which could be one choice from all possible ro@lement types
T, the set of time-independent edge features & = fhi; j(Vi;V;) 2 Eroom0,
with h;; 2 R® de ned as above;

" all nodesgraphs, Gy = fG'G' = (VL [ Viiom [ Viist; Eroom)Gt2T Where T
is the set of time samples considered,¢ss the set of room reference sensors,
Vioom the set of room nodesV the set of test sensors, andE, is the set
of edges de ned ad (vi;Vj)jVi;V; 2 Viets [ Vioom [ Viest and vi 6 v;g; the
set of node features is dened aby, = fhijvi 2 Viets [ Vioom [ Viestd With
hi 2 R® B'? as above; also for the set of time-independent edge features
he = fhijj(vi;Vj) 2 Eang, hij 2 R® is de ned as above;

no edge featuregraphs, Giedge = fG'JG' = (Viits [ Vitom [ Vissti Eroom)Gt2T
de ned as the all nodesgraphs set, but without edge features (i.e., with,
empty).

For this experimentation, the evaluated GNN has been implemed extending
the GATv2Conv model from the PyTorch Geometric library as follow:
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" the embedding h? for node v; is computed through a 2 head GAT layer
(GATv2Conv on the upper left side of Figure 4.9) consisting of 2B units,
aggregating information of its neighbors as in the equation

0 1
X 1 X 2
h= ReLU @ DwW Ohk Dw@hA

Vj 2N Vj 2N

whereW ® and W@ 2 R?8 Fv are learnable linear transformation weight
matrices, h; are the input features associated to a nodg, F, is the number
of features associated to each nodef;}) and l(f) 2 R are the attention coef-
cients for nodesv;;v; 2 V of, respectively, the rst and the second attention
head. The output of this step is obtained passing the vectdr’ 2 R%° to a

BatchNormalization layer;

after a Dropout layer with 0.5 probability, the resulting vector in R?°® is passed
to a dense fully connected layer (FCNN on the lower left side &figure 4.9)
consisting of 256 units with a ReLU activation function folbwed by a Batch-
Normalization layer;

as nal step, again after a Dropout layer with 0.5 probabiliy, the resulting
vector is passed to a dense fully connected layer (FCNANon the right side of
Figure 4.9) of 256 units. At last, on the top of this architectue a nal linear
layer with one output unit is applied.

Training the newly de ned GNN on the four sets of graph$ens; Goom; Gui @and
Ghoedge, We obtain the respective model&N N sens; GN N yoom ; GNN g and GNN oedge-
This phase is performed through the Adam optimization algortm with learn-
ing_rate equal to Q001 minimizing the meansquarederror loss function based on
the temperature values actually observed and those predect by the GNN mod-
els for each sensor iV and timestept 2 Ty, . Furthermore, the temperature
values for sensor nodes N are masked and each feature of the embeddings in
h, and h, is standardized considering values observed in all of tig,, samples.
Additional hyperparameters values adopted for the trainingpghase are thebatchsize
set to 16, the momentum and RMSProp terms; = 0:9 and , = 0:999, and the
training epochsequal to 500. Finally, the evaluation of the trained model isasried
out for all graphs G' with t in Tes Where, again, the temperature values to predict
for all nodes inV,st are masked. The architecture of the model and all the other
hyperparameters were chosen through iterative random sehrtuning performed on
a xed 80{20% training-validation subsplit of timesteps iNTyain -
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From the results shown in Figure 4.8 it is clear that the propasl model based on
graph networks is able to outperform all other approaches asgards the smallest,
the median and the largest values of the @ percentile of the prediction error. Al-
though the GN N ,,eqge Model (without edge features) behaves similarly to XGBoost
the inclusion of edges features (modefSNNgens, GNNoom and GNNg;), and of
nodes related to the elements of the room in addition to senseodes (as for model
GNN ), allows to consistently increase the accuracy of the model

4.2.2 Analysis with di erent room conditions

Apart from the ability of yielding accurate predictions, a dsired feature of the
methodologies under study is that of being adaptable to emeinments with di erent
simulated conditions and con gurations, in some terms, pxong to have learned
physical characteristics and phenomena caused by the pnese of certain elements
within a room. In the remainder of this section, we evaluatedih the adaptability of
the sensor placement method considering a simulated envirnent with a di erent
internal con guration, and the behavior of the predictive nodel in case of mixed
environmental conditions.

Sensor placement method analysis

With the aim of evaluating the relocation capability of the stution based on graph
attention mechanisms proposed in Section 3.2.2, we de ne afgorithm able of
transferring the outcome of this procedure to a di erent (interms of con guration
of elements placed inside) room simulation.

This latter is outlined in Algorithm 1 and takes as inputs the st of selected
SensorsVss , the set of nodes in the original roonV,qom, the scoresscorg yielded
by the sensor placement procedure for each 2 Vsns and the set of nodes in the
new roomV,S .. At the beginning, for each node type 2 T the support setS
is initialized as; (line 1). These support sets are used to trace the informatio
necessary to arrange a set of sensors in the new room consndethe type of the
nodes placed in it. On lines 2{11 this support information iextracted, wheretype
is a functionV ! T  returning the type of a node,coords a function V ! R3
returning the spatial coordinates of a node andngle a function V ! R returning
the orientation angle of a node. In detail, for each sens®r 2 Viets and for each
nodev; 2 Vieom Of type 2 T such that the Euclidean distance betweem; and v
is less than or equal tadmay, a tuple in R® R R is added toS . In detail, this
tuple contains the vector given by the element-wise di ereze of the coordinates of
nodesyv; andv;, the orientation angle ; of v; and the scorescorg associated with
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V.

Algorithm 1: Room Sensors Transfer
input : selected sensors S& s , sensor scorescorg 8v; 2 Vgens, Set of
room nodesV,oom, Set of new room nodeS/rgom
global: max distanced,,ax, Node type setT
1 init S ; ;8 2T
2. for Vi 2 Vs dO
3 G coordgqv;)

4. for v 2 Vigom dO

5: G, coordgV;); type(v;)

6: if dist(c;G) dmax then

7 i angle(v;)

8 S S [fha ¢; j;scorgig
9 end if

10.  end for

11: end for

12: for hc; ;scorei2S ;8 2T do
13 for v 2 V9, such thattype(vy) = do

14: c® % coordgvy); angle(vy)
15: ® (cRo )+

16: if scorés is de ned then

17: score,  score; + score
18: else

19: scorey,  score

20: end if

21:  end for

22: end for

23: return scoré

Thereatfter, following the steps on lines 12{24, the sensa@slected for the original
room are mapped to the new one through a new score varialseore® de ned as
a map R® ! R which associates to a point in the new roomR® space a score
representing the importance of that position if considereds a predictor sensor.
More in detail, for each tuplehc; ;scorei in the support S and each new node
in V2 .. with type(vk) equal to , the coordinatesc are transferred in the new room
space considering the position and orientation angle @f. The salient point of this
strategy is found in line 16, where the spatial coordinates e®r ¢, of nodev is
summed element-wise to the dot product af and a rotation matrix de ned as
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Figure 4.10: Boxplots of sensor prediction errors provided the new room con gu-
ration 2 considering as reference sensors the outcome of amevo graph attention-
based selection and the room sensors transfer procedure pamed to the original
reference sensors selected for room con guration 1.
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where Cis the orientation angle ofv, and the angle stored in the support tuple.
This makes it possible to reallocate reference sensors irethew room considering
the orientation angle of the elements in the original settip ( ) coupled to that
of the elements in the new con guration (9. Finally, exploiting the output of
Algorithm 1 we obtain the set of new sensor nodag’= f c°j scoré is not unde ned
and score, > 0g. The nal set of reference sensors is selected sorting theues of
score:x8c 2 V%in decreasing order and applying to the resulting curve the keedle
algorithm (as already illustrated in Section 3.2.2).

As for the experimentation on our case study, we applied the Adgthm 1 to the
outcome of the sensor placement procedure presented in 88tB8.2.4 trained on the
sequence of eventSeq, data for room con guration 1 (so that Viers = V2L ) with
the aim of obtaining an optimal sensor arrang%nent for roomoao guration 2 (see
Figure 3.16). Considering a valu@.x equal to' 3 m, the set of sensors obtained
after the transfer procedure isVS,. = f66;65 4129 61,6253 30,579. For the
sake of comparison, we perform an ex-novo execution of thegh attention-based
sensor allocation procedure for room con guration 2 obtaing as outcome the set
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of selected sensorg 23" = f66;65 72 80,41;29,61g. In Figure 4.10 a comparison
of the obtained results using the three sets of reference sersV,22" (ex-novo graph
attention-based selected sensors for room con guration,2y,%. (outcome of the
room sensors transfer procedure) and.¢s (original reference sensors selected for
room con guration 1) as predictors for the temperatures olesved by nodes iVieg: IS
reported. Here, a graph attention neural network con guredad trained as outlined

in Section 4.2.1 is employed. As can be seen, for the modelsrieal considering nodes
in V33 and V. as reference sensors, the error distributions are substitiy
similar, especially as regards intermediate values. Mokew, the model trained
considering sensors i gives the worst performances for both intermediate error
values and outliers.

To conclude, it is worth noticing that, in our case, having a gcrete grid of
sensing monitors IBhe values dcord (lines 16{20) are assigned to sensors located
within a radius of = 3 m from the estimated coordinates® However, the proposed
procedure is meant to be more general, providing transferlsbons in a potentially

continuous R3 space.

Predictive model analysis

Here we evaluate the graph network-based solution presentedSection 4.2.1 with
reference to a di erent indoor scenario. First of all, the traning of the predictive
model is performed as de ned in Section 4.2.1 on data obtashéom the independent
simulation of each individual event included in the winter ad summer sequences
(Seq, and Seq) described in Section 3.2.1 (exception made for event 4, eeding
the activation of the air conditioning vents) for room con guration 1. In this step,
the sensors inV2% are used as predictors, and the remaining ones Yhn Vi as
labels. Subsequently, the evaluation of this pre-trained BN model takes place on
the unseen simulated sequences $&q, and Seg, as above for sensors N n V2L
in room con guration 1. In details, Seq, and Seq di er from the training data
as, being simulated in sequence, each event depends on thal environmental
conditions of the preceding ones.

Below, the graph network model trained on independent evests compared with
3 other models with the same architecture: one trained onlynoSegq,, one only on
Seq, and one on bothSeq, and Seqg. The split between training and test set was
performed extracting Tyain and Test Which contain, respectively, 80% and 20% of
the time instants of each event inrSeq, and Seq.

The results in Figure 4.11 and 4.12 show the distribution of #193h percentile
of the prediction error g5 for sensors inVees; regarding each event in the evaluation
sequences of, respectivelfeq, and Seq (considering samples Mg ). As regards
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Figure 4.11: Boxplots of the 9th percentile of the error provided for the considered
events in the winter sequenc&eq, by GNNs trained on di erent conditions.

Figure 4.12: Boxplots of the 9th percentile of the error provided for the considered
events in the summer sequencgeq@ by GNNs trained on di erent conditions.

the median value of g5, the model trained on single events provided comparable
performances both to the model trained ad hoc for the sequenSeq,, and to that
trained on Seq. The same holds for the model trained on both th&eq, and Seq
sequences, with lower maximum values than the model train@sh single events. As
might be expected, GNN trained orSegq, performed poorly onSeq events, and vice
versa. In particular, the maximum values of g5 are very high using aSeg-trained
model to predict events inSeq,. This is probably determined by the greater e ect
yielded in winter by heaters compared to the heat dispersiosupplied by them in
summer.

4.2.3 Discussion

In this section, we presented a novel framework for the e cia thermal monitoring in
a general indoor environment. Our proposal encompasses tiplé, relevant aspects
of virtual sensing, including the placement of physical ssors, the choice of the
predictive model, and the evaluation of its performance.

For the sake of clarity, below we summarize how the steps ofetlproposed pro-
cedure are organized. The overall idea is to carry out simtil@ns from su ciently
detailed and complex 3D environment models, in order to cavall types of furniture
elements, events and physical phenomena of interest (e gimulating the switching
on of a radiator or the opening of a window). Starting from th8 simulated data,
the sensor placement procedure described in Section 3.2e2urns a list of refer-
ence positions whose observed temperature values allow trening of a predictive
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Figure 4.13: Example of input graph structure.

model acting as a simulation approximator. This is accomplhed by encoding the
environmental information into a graph structure serving a input during the train-
ing process, as outlined in Section 4.2.1. Figure 4.13 shows example of such
a structure where blue nodes represent reference sensorgsomm nodes, and red
nodes virtual sensors. The values associated with them cespond to temperature
values. The adoption of this graph structure has several aantages. In fact, the
obtained models are able to work independently of the ordef nodes and capture
dependencies and interactions between them.

Thus, the graph network trained on the initial simulation dda can be employed
with good e cacy for temperature monitoring in similar contexts, regardless of its
environmental conditions, or usage scenarios. This is pidde provided that the
initial simulations include all types of elements placed ithe new con gurations
and all the events capable of generating the physical phenena to be monitored
modeled with su cient complexity and level of detail.

Operationally, it su ces to prepare an input graph for the madel with nodes of
correct typology and relative features appropriately seta@ording to what is actually
present in the new room con guration to be monitored. Once t set of nodes has
been encoded, the coordinates of the reference sensors toplaeed in the room
are obtained using the algorithm in Section 4.2.2. After an ital training phase
on simulation data as described in Section 4.2.1, when the y#ical sensors have
been arranged and their observed temperatures have beeraxikd, an input graph
for the predictive model is created. At this point, to predit the temperature in
a speci ¢ point of the room, a sensor type node with the desttecoordinates is
employed. Spatial interpolation can be easily obtained vging the coordinates of
this virtual sensor, by reading the relative output predicéd by the graph network
per-node model.






Monitoring

The ability of sensor systems to generate large volumes ofrdynic and heteroge-
neous data has opened up new possibilities for a wide rangeapplications, from
industrial process control to environmental monitoring.  the previous chapters,
we have explored various aspects of sensor systems, inglgdsensor selection and
virtual sensing of indoor environments. Once a sensor systédhas been made op-
erational and e cient, it can be used for tasks such as evenggnomaly, or failure
detection, providing enhanced control functions.

In many application domains, during its operation a system @duces several
data streams, that may contain valuable telemetry informaon. This is the case,
for instance, with the logs generated by web servers, smagnsors, and industrial
machinery. Such data can be used for tasks like predictive meenance and early
failure detection, typically carried out, due to their compexity, by means of machine
or deep learning approaches. Despite their success, thesethnds hardly provide
any guarantees over their execution, a problem which is exabated by their lack
of interpretability, which is an essential requirement in rany critical domains, such
as, for instance, healthcare and avionics. In those scerwe; formal methods can, in
principle, be used to automatically verify software and halware systems. However,
the presence of di erent operating conditions combined witthe complexity of the
system components and their interactions make it quite di alt to de ne in advance
all the relevant conditions that must be guaranteed (or avdied) during execution;
moreover, the speci cation of a complete system model agatrwhich to check these
properties may be simply impossible [106].

To overcome these limitations, various methods, that combe classic exhaus-
tive formal veri cation techniques with model-based tesig and monitoring, have
recently been proposed in the literature (see, e.g., [36,]b7Here, we focus on the
latter. Monitoring [106] is a runtime veri cation technique which is receivingnore
and more attention from the formal veri cation community. It allows one to detect
the ful Iment or violation of a property (usually expressedby a temporal logic for-
mula) by evaluating a single system run, without requiring anodel of the system
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being considered. This makes it naturally applicable to datstreaming scenarios.

In this chapter, we present a novel online system veri catio framework that
combines monitoring with supervised machine learning andac be used for tasks
like preemptive failure detection over streams of data. Th&amework starts its
operation by considering a limited set of properties encadj bad behaviors, to be
monitored against the system, learnt during avarmup phase and/or speci ed with
the help of domain experts. Then, during theuntime phase, by means of an iterative
re nement process, the framework autonomously discovergw relevant properties,
becoming able, over time, to identify undesired behaviors iadvance, and with a
signi cantly higher level of detail and coverage than the iial speci cations. The
process of property discovery and extraction is carried olly means of an original
bi-objective evolutionary algorithm.

The distinctive features of the proposed solution are the fowing:

A

the framework poses as a monitoring-based tool to performgamptive failure
detection;

its operation relies on the seamless and automatic interaah between formal
methods and machine learning approaches;

thanks to its modularity and exibility, the framework can be adapted to
di erent application domains and contexts; in particular, Signal Temporal
Logic (STL) can possibly be replaced by other logical formalisms for querty
speci cation;

interpretability is a distinguishing feature of the framework, as the produced
responses can be easily read by domain experts; this alloveople to validate
the overall behavior of the framework, and to gain insightskaut the causes
that led to a failure;

the framework works in an online fashion, and it can adapt tohanges in the
behavior of the system, due, for instance, to updates or uggtes.

The framework has been evaluated against three public da&ds, and it has
shown to be able of actually predicting in advance system fafes. Results are on
par with those obtained from other state-of-the-art solubns that, however, su er
from a lack of interpretability. In order to deal with the task of failure detection,
we chose to validate our approach on di erent datasets and e@xases compared to
those analyzed in the previous chapters. However, as a futud@ection it would
be interesting to extend the framework to address situatiawhere the focus is not
solely on failure detection, but also on anomaly, degradatpor event detection (e.g.,
violations of comfort constraints in the case of indoor tengrature monitoring).



5.1. Learning to detect failure 83

The rest of the chapter is organized as follows. Section 5.hadyses related
work. Section 5.2 provides background knowledge about mtoring, STL, and evo-
lutionary algorithms. Section 5.3 describes the implemeation of the evolutionary
algorithm used in the property extraction phase. Section &.shows how such an
algorithm has been incorporated in the proposed frameworkThe experimental
evaluation of the framework is reported in Section 5.5. Finlgl Section 5.6 provides
a critical assessment of the work done and discusses its sgths and limitations.

5.1 Learning to detect failure

Learning techniques for the real-time detection of undesid behaviors (failures) of
complex systems are getting increasingly popular. A signiant line of research
makes use of machine learning and deep learning, that realifailure detection via
black-box models rather than by providing explicit properies capable of characteriz-
ing bad behaviors of a system. Despite their lack of interpeability, that makes it dif-
cult to understand and validate the resulting verdicts, these approaches have been
employed in several domains due to their e ectiveness. Fardtance, machine learn-
ing strategies based on Logistic Regression (LR), Supporestor Machine (SMV),
Random Forest (RF), and K-Nearest Neighbours (KNN) applied to thelomains of
aircraft components post- ight reports, gearbox failuresn industrial robots, high-
performance computing, and cloud systems are described 8v] 174, 126]. Deep
learning solutions are typically exploited to extract temjral relations in time series
data, as witnessed in [65, 3, 110, 144], where Long ShortsfeMemory (LSTM)
and Recurrent Neural Networks (RNNs) are applied to the domainsf gob failures
in large-scale cloud data centers, turbofan engine degraida, hard drive telemetry
data, and heart atrial brillation detection on routine screening electrocardiogram
(ECG) signals. A common limitation of all these solutions ighat historical data
used for the predictions are often de ned through a time winalv of xed size, which
may be inadequate when heterogeneous failure behaviors édw be captured.

In the attempt to cope with the interpretability requirement, which is funda-
mental in many critical domains, some approaches for the eattion of properties
that distinguish between failure and normal execution trags of a system have been
recently proposed in the literature [92, 132, 18, 125, 1337,140]. However, learn-
ing temporal properties from the observed system traces ischallenging task that
involves intractable optimization problems [92]. To ovemme them, heuristics were
suggested [92, 132, 18, 125]. In this spirit, some ad hoc, domspeci ¢ solutions
have been devised to assess the condition of electrical totg machines through real-
time vibration measurement and analysis instruments [47{p discover temporally-
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constrained alarm sets from dynamic systems' logs [56], teagnose rolling bearings
faults through a hardware architecture with a recon gurabé logic based on eld
programmable gate arrays (FPGAS) [89], to detect system intaions through tem-
poral logic speci cations [131], and to ensure the safety efnthesized policies for
robotics through model predictive shielding [5]. Nonetheds, a general technique,
applicable to di erent domains and contexts, is still misgig. A step towards such
a goal was taken in [29], where aBTL-based solution to the problem of detecting
ine ective respiratory e ort in intensive care patients, which includes a learning
phase supporting some adaptive behaviors, is outlined. IGtithe generative data
models employed in the learning phase are tailor-made, thiisiting the exibility
and generality of the proposed solution.

With the goal of generalizability in mind, approaches explily aimed at com-
bining the points of strength of machine learning and formamethods have been
recently proposed. Speci cally, in [133, 17, 40], techniga for the mining of STL
properties that distinguish between two di erent sets of tne series data are pre-
sented. The proposal in [133] relies on a genetic algorithmmbined with parameter
learning through Gaussian process con dence upper boundhd solution originally
presented in [18], and then extended with online learning if17], exploits a deci-
sion tree learner based oS TL primitives. Finally, the approach in [40] relies on a
reinforcement learning-based property extractor that cobines data- and knowledge-
driven methodologies. Still, the aforementioned proposakigni cantly di er from
what is presented in this work, as they are not designed to woiteratively, managing
a pool of properties in real-time. BeyondTL, in [181], a failure prediction method
for cloud data centers, based on message pattern recogmtida Bayesian probabil-
ity, is described. As for failure detection in cyber-physidasystems, a Ripple down
rule-based (RDR) framework was proposed in [91], that exple a machine learning
technigue based on the algorithm InductRDR [64]; the resuls then maintained by
domain experts, who re ne the RDR knowledge base.

A related eld is that of speci cation mining, whose goal is b generate/integrate
the formal speci cation of a system by analyzing its execuin traces. Various ap-
proaches to this problem have been proposed in the literatur In [105], a Linear
Temporal Logic (LTL) property template miner, based on support and con dence
thresholds, is devised. A Bayesian inference-based proligbc model that gener-
ates LTL task speci cations from examples, by exploiting a Markov Cain Monte
Carlo algorithm, is outlined in [171]. In [88], an algorithmto infer LTL speci -
cations by combining the representational power and interptability of temporal
logic with the generalizability of inverse reinforcementelarning is proposed. The
problem of mining nite state automata to generate formal spci cations in the
context of software applications and libraries is dealt wit in [103]. To this end,
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the authors make use of pre x tree acceptors, language mosidlased on recurrent
neural networks, and clustering algorithms to merge similaautomaton states. In
the context of failure detection and speci cation mining, tiis worth mentioning that
recent developments in learning temporal formulas for sesrsbased prediction, such
as temporal decision trees [27] and forests [119], provide alternative approach
that is focused on leveraging temporal relationships in timmseries data. These ap-
proaches hold potential for enhancing both the e ectivengsand interpretability of
failure detection systems. However, it is important to conder certain drawbacks.
The construction and training of temporal decision trees ahforests can be compu-
tationally intensive, particularly when dealing with large-scale and high-dimensional
datasets. Additionally, the scalability of these methods ngiht be a concern when
confronted with substantial amounts of streaming data or wén the dynamics of the
system change over time. To conclude, despite the relevarafespeci cation mining,
the proposed solutions extract non-contrastive propertefrom the observed execu-
tions of a system, and thus they cannot be naturally appliedot failure detection,
where properties able to discriminate between good and baeétmviors are needed.

5.2 Background knowledge

In this section, we recall some basic notions about monitog and STL

5.2.1 Monitoring

As introduced in Section 2.5, while classic veri cation teafiques, like, for instance,
model checking [46], perform an exhaustive analysis of thehaviors of a system,
monitoring [106] aims at establishing satisfaction or viation of a property by ana-
lyzing a nite pre x of a single behavior (trace/ run), and then issuing an irrevocable
verdict [106]. It is thus a lightweight technique, but the gan in e ciency is paid
in terms of expressivity: monitorable properties are a subsof those expressible in
temporal logics commonly used for automated veri cation.

We say that a property ispositively (resp., negatively) monitorable if every trace
satisfying (resp., violating) it features a nite pre x that witnesses the satisfaction
(resp., violation). A monitorable property is a property that is either positively
or negatively monitorable. Safety properties, informallyequiring that \ something
bad will never happet are negatively monitorable, as their violation is withesed
by a nite pre x exhibiting a violation; dually, co-safety properties, stating that
\ something required will eventually happénare positively monitorable. Notably,
there are meaningful properties, like, e.g.,a good state is accessed in nitely oftén
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(an essential ingredient of strong fairness requirement$18]), which are clearly
neither positively nor negatively monitorable.

As we will see in Section 5.4, the online nature of monitoringakes it a natural
candidate for the proposed framework.

5.2.2 Signal Temporal Logic (STL)

Signal Temporal Logic 6TL) [116] extends propositional logic with future modalities
that allow one to express temporal properties over linear rsictures. It can be
directly applied to time series data characterized by contuous values.

Let N> g (resp., Nitq) be the set of positive naturals (resp., naturals in between
t and t® for all t;t°2 N) and R" be the n-dimensional Euclidean space over reals. A
discrete-time STL signal (or trace) is a functionx : N! R", for somen 2 N.o; a
partial signal is a functionx : Njpi; ! R", for somen 2 N, andt 2 N.! We denote
the length of a (partial) signal x by len(x). For a signalx, it holds that len(x) = 1 ,
whereaslen(x) = t + 1 for a partial signal x : Np ! R". Let X (resp., X) be
the set of signals (resp., partial signals). If the codomaiaf a (partial) signal x is
R", then n is the dimension of x, denoted byjxj. Let x 2 X [ X. We denote by
Xi, with 1 i j Xxj, the function from the domain ofx to R such that x;(t) is
equal to thei-th component ofx(t), for all t. Moreover, we denote by([j; k], with
0 j k<len(x), the restriction of the function x to the domain N .

The syntax of STL is given by the grammar:
=>)x cjioa) 1N 2 Uz

wherex isasignal, 1 i | xj,c2 R, and|l is an interval of the form (@;b), (a;d,
[a;b), or[a; Y, with a2 N, b2 N[flg ,anda b Modality U (until) is paired with
an interval I which de nes its validity scope. For everyt 2 N and interval | = (a;b),
we denote byt + | the interval (t + a;t + b) (the same for intervals of the forms
(a;4, [a;b, and [a; ). Derived modalities are de ned as usual. As an example,
modalities eventually and globally are dened asF, = >U, and G =:F: ,
respectively.

STL pairs the standard Boolean semantics with a quantitative @) which mea-
sures therobustnessof the satisfaction of by a signalx at a timet 2 N.

The quantitative semantics ofSTL is inductively de ned as follows:

A

(>;xt)=+1;

1As a matter of fact, STL allows one to deal with continuous-time signals by simply rede ning
xasx:R o! R",whereR g is the set of non-negative reals. Here, we restrict ourselves to the
discrete-time case given that a sampling is required to represeétime series data within a dataset.
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xi cxt)=x(t) c
ToGaxt)= (Gxt);
(N xt)=minf (4 xt); (2 xt)0;

(12U 25X t) = maxy 2t minf (25 X t1);
MiNgopey) (15X t2)0

The Boolean semantics o8TL is de ned on the basis of the sign of (;x;t ):
x;t g ifandonlyif (;x;t) O

Finally, given a partial signal x 2 X over Np.j, the set of completions of x is
dened asC(x) = fR 2 X j R(t9Y = x(t9 for all t°2 N0

STL monitoring is formally de ned by the function mon: X STL!f> ;?;7g
such that mon(x;" ) returns > i X;0F ' forall 8 2 C(x)i (; % 0) O for
al 2 2C(x); 21 %06 " forall 2 2C(x)i (; %0)< 0forall®2C(x); ?
otherwise.

The choice of STL as the formalism for the speci cation of the properties to
monitor has various advantages. First of allSTL allows one to directly deal with
real values, still featuring quite compact and interpretale formulas. Moreover, its
guantitative semantics provides one with an additional tolao evaluate the behavior
of the extracted formulas, a feature that will be describechidetail in Section 5.3.

5.2.3 Monitoring bounded STL formulas

Monitoring properties that refer to both the current and the future behavior of a
system is a challenging task since their evaluation at a givéime t may also depend
on the observed inputs at some timé°>t. In Section 5.2.1 and Section 5.2.2, we
introduced the notion of monitorable properties and providd syntax and semantics
of STL, respectively. To the best of our knowledge, no tool suppanty the monitoring
of arbitrary STL formulas is available. Luckily, in most application domais, the
properties to monitor can be expressed by means of boundeche STL (bSTL)
formulas, and a tool to deal with such a class of formulas hasén developed in [136].
Basically, the fragmentbSTL constrains the intervall associated with modalityU to
be nite, that is, | =[a;ld, with both a and b belonging toN (b= 1 is excluded).
Let be abSTLformula. By analyzing its syntactic structure, one can comyte a
temporal horizon H ( ), that intuitively represents the maximum number of (future)
time points that one must take into consideration to estabdih whether or not is
true. In the following, when evaluating abSTL formula , with temporal horizon
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H( ), at a given time t, the monitor will wait until time t+ H( ) is reached, since
at that time all the data necessary for the quantitative evalation of the formula
and the possible formulation of & or ? verdict have surely been observed. As an
example, the horizon of thebSTLformula = x 3 Upgs x 5is 3, and thus only
after 3 time units we can complete its (quantitative) evaluton.

Formally, the temporal horizon H( ) of a bSTL formula is de ned as follows:

" H(>)=0;
"H(Xx ©=0;
THG )= H();

B H( N 2): mafo( 1),H( z)g,
" H( 1 Uay 2)= b+ maxfH( 1) LH(2)g

Notice that the monitor, when applied to abSTL formula , may output the truth
values> or ?, as well as the unde ned verdict ? when the horizon of still has to
be reached. As previously mentioned, a or ? can always be reached when the
horizon is met.

Formally, bSTL monitoring is de ned by the function bmon : X  bSTL !
f> ;? ;7?9 such that b-mon(x;' ) returns > if mon(x;' ) returns > and len(x)

H( )+1; ? if mon(x;' ) returns ? andlen(x) H(')+1; ? otherwise.

Now, we observe that, by the de nition of monitoring and the n&ure of bSTL for-
mulas, monitors evaluatebSTL formulas only based on pre xes of signals of bounded
length, the bound depending on the temporal horizon of the fimulas. As an ex-
ample, formula’ = Fq3 temperature 3 states that there must exist at least
one time point wheretemperature 3 among the rst 4 (i.e., H(" ) + 1) time
points of the signal, that is, in the set of time pointsf0; 1;2;3g. This limits the
applicability of monitoring in real-world scenarios wher@ne is interested in detect-
ing the possible occurrence of a given condition at any timeomt of a signal. This
is the case, for instance, with the property:\in 25 time units from now the tem-
perature will exceed 30 degrees'To accommodate for that, we extend the notion
of monitoring by making it possible to apply it to any time pont, that is, to any
su x of a signal. To this end, building upon function b-mon, we de ne function
ebmon: X bSTL!f> ;?;?g such that:

8
2 \’7\/ iflen(x) <H (" )+1
ebmon(x;"' )= S o |Q(Toln$)f-[i>; len(x) 1]')

otherwise
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[<p = Fo,3 temperature > 3]

b-mon(23,6], ¢) .
b-mon(z(2, 6], ¢) T
b T
b-mon(a[L, 6], o) T [ eomen(@¢)
b-mon(z(0, 6], 0) T
WHPSHUDWXUH

T o |
WLPH

Figure 5.1: ebmon run on a partial signalx. The execution oflbmon over all the
su xes of x longer than the horizon is also reported.

We are interested in identifying signals exhibiting bad bedviors, which are en-
coded by means obSTL properties. As noted before, a conclusive verdict can be
issued for a signal only if it is longer than the horizon of th®STL property under
consideration. Therefore, given a partial signat and abSTL property ' , function
ebmon(x;' ) returns ? wheneverx is no longer than the horizon of . Otherwise,
we monitor (through b-mon) ' against all su xes y of x longerH (" ): if at least one
such monitoring procedures returns , then so doesebmon(x;' ), meaning that the
signal is considered a bad-behaving one (see Figure 5.1).

The monitoring tool we used to realize the above-describeg@oach isrtamt ,

a Python library for monitoring discrete- and dense-timéSTL properties [136].

5.3 The evolutionary algorithm

As explained in Section 2.4gevolutionary algorithms (EAS) are population-based
metaheuristics inspired by the process of biological evtilbn and genetics, that
excel in the solution of combinatorial optimization problens.

In this study, we deal with a speci c kind of optimization ta, that is, genetic
programming As already discussed in Section 2.4.1, such a technique ge&slpro-
grams starting from a population of random solutions. Eachdividual is encoded
by means of a computation tree, where each leaf representsiaput value (either a
variable or a constant) and internal nodes encode operators

As we will see, our proposed solution relies on a multi-objéat evolutionary
algorithm for the property extraction task. Such an EA is al@ to simultaneously
follow di erent optimization goals, producing a set of Parto-optimal solutions as a
result which could be subsequently combined. Furthermorg,is a exible approach,
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as it allows one to customize the syntax of the generated fouhas by constraining
the computation trees, e.g., enabling/disabling speci c perators or allowing only
some kinds of combinations among them.

The evolutionary algorithm we are going to exploit relies oDEAP (Distributed
Evolutionary Algorithms in Python) [61], a framework that provides practical tools
for the prototyping of custom evolutionary algorithms. In his section, we will
illustrate how the di erent components of the optimizer hae been developed.

The algorithm receives a set of nite traces (all of the same length) as input,
then, it partitions each trace into a normal behavior pre x and a failure behavior
su x, and, nally, it generates a bSTL formula which is able of discerning between
the two cases.

5.3.1 Population and its initialization

Each individual belonging to the population consists of a pa(';w ), where' en-
codes a computation tree representing a syntactically cect bSTL formula and w
is its associatechormal behavior window length

As for ' | it is generated following DEAP'sgenHalfAndHalf method, which out-
puts a random tree with a maximum height of 6, as suggested byoKa in his seminal
work [98]. More precisely, half the time a tree whose leaveave all the same depth
is returned; in the remaining cases, di erent leaves may hawli erent depths.

The window lengthw is used to partition each tracex 2 X into a normal behavior
pre x of length w and failure su x of length len(x) w (see the de nition of the
tness function below). Note that, in the generation proces®f the individual, a
formula’ with a horizonH(" ) len(x) w might be obtained. In such a case, the
individual is discarded and another one is generated. Theqaress is iterated until
a valid individual is obtained.

5.3.2 Nodes of the computation tree

A node of the computation tree may represent a constraint, @, X; ¢, a bSTL
formula whose outermost operator is a temporal one, e.g.Uj.y , or a Boolean
formula like, for instance,” _ , where' and are bSTL sub-formulas which are
represented, in their turn, as trees. A node may also encodeetfollowing terminal
values: (i) interval bounds of a temporal operator, i.e.,af j, with a;b2 N and
a b, (i) signal identiers xj, with 1 i | xj, and (iii) constants ¢ occurring in
formulas, with ¢ 2 Dom(x;) for somei. All these terminals are implemented by
means of DEAP'sEphemeralConstants As for the length of the normal behavior
window, it is implemented as arEphemeralConstantw, with 0 < w < len (x), where
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len(x) is the length of the tracesx 2 X (they are all of the same length).

5.3.3 Fitness function

In order to evaluate an individual of the population, each tacex 2 X is logically
partitioned into a good behavior pre xx[O;w 1] and a failure su x x[w;len(x) 1],
following a windowing approach which takesv as the length of the normal behavior
window. A bi-objective tness function is then de ned by makng use of thertamt
monitoring algorithm for bSTL

Formally, the rst objective measures how good a formula is in discriminating
between the normal behavior pre xes and the failure su xes.For each tracex and
each formula' , let us de ne the numerical counterpart ofebmon(x;"' ) as follows:

! 1 ifebmon(x;' )= >;
NUM (ebmon(x;" )= 0 otherwisé )

The rst objective measure is de ned as follows:

Acc(XP;' ) =
1 NUM (ebmon(x[O;w 1+ H();"))
x2X

+ NUM (ebmon(x[w;len(x) 1" ))

x2X

2 jXj ’

It is worth noticing that, to maximize Acc(X;' ), a formula' should evaluate to?
on the normal behavior pre xes and to> on the failure su xes. In this respect, it
is very important to be able to evaluate a formuld to > or ? till the last instant of
the good behavior pre x of a tracex. To this end, we simply extend the pre x with
the rst H(' ) points taken from the failure su x. Intuitively, the reason is that,
otherwise, there may be some failure patterns beginning ohe pre x and ending
on the su x, that would not be captured (? verdict).

The second objective measures the robustness of the form(tarmalized in the
[0; 1] interval) by means of bSTL quantitative semantics. As a preliminary step,
at the beginning of the execution of the genetic algorithm,very signal in X is
normalized in the [Q1] interval so that ranges between 1 and 1. This step is
handled implicitly and it does not alter the constant valuec of constraintsx; ¢
in the generated output formula, which are still represente with their raw, non-
normalized value.

This second objective is de ned as follows:
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P
2 jXj max f (,x;i )g
P x2X 0i w1

+ min f (xi
x2X W i len(x) 1 H(") ( )g

4 jXj

Since two objectives are taken into consideration, no simgbest-performing so-
lution can be directly selected from a given population by nams of the tness
function. Rather, a Pareto front of optimal solutions can be identi ed, containing
all non-dominatedsolutions?

As a nal note, observe that including the window lengthw in each individual
allows eachbSTL formula to de ne its own (optimal) way of splitting the traces: we
may indeed expect di erent kinds of failure, captured by dierent formulas, to be
characterized by di erent temporal extensions.

5.3.4 Crossover

Given two parent solutions, the crossover operation genéea two new individuals.
As for their computation trees, they are generated by one-puicrossover (DEAP's
cxOnePoint). The operator randomly chooses a node in each individual @rex-
changes the subtrees rooted at it. To avoid bloat, that is, aexcessive increase
in mean program size without a corresponding improvement itness, we placed
a static limit of 17 on the children's height (DEAP's staticLimit ), following once
more a suggestion from Koza [98]. When an invalid (over the Igéit limit) child is
generated, it is simply replaced by one of its parents, randdy selected. As for the
associated window lengths, they are randomly chosen fromettparents. Observe
that, in performing the crossover operation, non-valid ingiduals can be generated
concerning the relationship between their horizon and norah behavior windoww;
given an individual with formula®' , if H(" ) len(x) w, we replace it by one of
the parents, randomly chosen.

5.3.5 Mutation

As for the mutation operation, two operators have been used amg those available
in DEAP, each one chosen with uniform probability: mutNodeReplacementthat

2A set S of solutions for ann-objective problem with tness function f = hf;;::::f,i is said to
be non-dominated if and only if for each x 2 S, there exists noy 2 S such that (i) f; (y) improves
fi (x) for somei, with 1 i n, and (ii) for all j, with 1 nandj 6 i, fj (x) does not

improve f;j (y).
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replaces a randomly chosen node in the individual, amdutEphemera) that changes
the value of a single constant used within an individual (ifading, possibly, the
window length). As we did for crossover, in order to control blat we impose a
staticLimit constraint equal to 17 to the height of the tree. Moreover, itmust be
checked whether the resulting individual is valid, with redrence to its horizon and
window length. If this is not the case, the original individal is returned.

5.3.6 Selection

To promote population diversity, we rely on the elitist seletion strategy imple-
mented in NSGA-I1I [50], based on the concepts ofference pointsand niche preser-
vation (we refer the reader to [50] for details).

5.3.7 Termination criteria and extraction of nal solutions

Let us now focus on the termination criteria of the algorithmand on the extraction
of the nal solution. As it is commonly done, we impose an uppebound on the
number of generations. In addition, we de ne arearly stoppingstrategy, based on
the hypervolumemeasure. According to it, the execution of the algorithm is ter-
rupted when no improvement over the hypervolume is observédr a given number
of generations. Intuitively, the hypervolume of a Pareto fint measures the volume
of the search space, bounded by a given reference point, thatweakly dominated
by the points on the Pareto front [33]. The assumption is thapopulations of het-
erogeneous and well-performing solutions are charactexdzby a high hypervolume.

Since the EA provides a Pareto front of optimal individuals'(w ) as its result,
to determine the nal solution to output we rst Iter the las t population's front
keeping all individuals whose formuld has an accuracy greater than 0.5, that is,
better than a random classi er. Then, among such individual, we return the formula
' of the individual with the highest hypervolume. If no formua with accuracy
greater than 0.5 is present in the nal front, we returnnull .

5.3.8 Other hyperparameters

The other hyperparameters used by the EA have been estabkgha-priori through
grid search tuning performed over a speci cally developegrihetic dataset of binary
labelledbSTLtraces, with the two classes characterized by a heterogensaet of for-
mulas. They are as followspopulation size= 100 (tested values [50100 500 1000));
crossover probability= 0.7 (tested values [@5; 0:6; 0:7; 0:8]); mutation probability =

0:5=" num_gen (tested values [0B; 0:4; 0:5; 0:6]); max generations= 500 (a rather
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conservative upper bound);hypervolume early stopping= 25 generations (tested
values [1025;50]). Note that mutation probability starts rather high to ensure an
e ective exploration of the search space; then, it rapidly decays with the number
of generations to foster theexploitation of the most promising solutions that have
been found. Although we recognize that, in principle, each teset has a di erent
and optimal set of hyperparameters, as we will see, the abovalues still provide
a solid basis when it comes to the overall framework performee, and can thus be
considered default choices.

Another hyperparameter, used by the EA in this speci ¢ implerantation, based
on bSTL and rtamt, is max horizon whose meaning is fairly natural. Intuitively,
it sets an upper bound on the horizon of the formulas that canebexplored within
the EA. Enforcing a max horizonh has three e ects: rst, formulas can capture
phenomena that are temporally extended at most+ 1 time points (in terms of the
sampling rate of the considered time series); second, givitre way rtamt (equiv-
alently, ebmon) works, at run time, when evaluating the truth of a formula, te
verdict will be ? for the rst h time points; third, it has been experimentally ob-
served that the execution time ofrtamt grows more than linearly with the size of
the horizon of a formula. As we will see in Section 5.5, multielruns of the frame-
work have been taken into consideration in order to collectaistically relevant
data. Thus, to allow for faster experimentation, we set a snlavalue of 20 for max
horizon on all datasets. Although this might seem restrictive, it stl allows us to
extract meaningful and well-performing properties. In a geeral usage scenarionax
horizon should be set by domain experts considering the previouslyemtioned three
aspects. The impact of thenorizon length on the framework performance is studied
in Section 5.5.3.

5.4 The general framework

In the following, we describe the proposed framework for pmptive failure detec-
tion. As already pointed out, it works in anonline fashion and it uses thertamt
monitoring algorithm to check the incoming system trace foundesired behaviors.
As we will see, in terms of binary classi cation, the occurrexe of a bad behavior is
considered as @ositive event. Thus, a false positive corresponds to an erroneous in
dication of a bad situation, while a false negative correspds to a missed detection.
Bad behaviors are encoded bpSTL formulas, which are collected in a monitoring
pool P.

Operationally, we distinguish between two distinct execubn phases of the frame-
work: an optional warmup phase and aruntime phase. In the rst one, the pool
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P is populated with an initial set of formulas encoding bad belviors, following a
teacher forcinglike approach [184] on supervised training data. In the saed one,
the framework online monitors the system, starting with a ne-empty pool P.

Algorithm 2:  Framework execution varmup phase)
input: initial pool P of formulas, training datasetX
1. for (x;1) 2 X do
2. has.triggered ?

3: S ;

4. fori Otolen(x) 1do

5: y  X[0;i]

6: F f 2P nSjebmon(y; ) returns >g
7: if F& ; then

8: updatePoollnformation (PnS;F;y)
9: if | then

10: has_triggered >

11: Y  generateTrainData (y)
12: extractDiscrFormula (Y)
13: if 6 null then

14: far 0

15: P PI[f g

16: end if

17: break

18: else

19: S S[F

20 end if

21: end if

22:  end for

23. if | and not has_triggered then

24: Y  generateTrainData (X)

25: extractDiscrFormula (Y)

26: if 6 null then

27 far 0

28: P PI[f g

29: end if

0. endif

31: end for

32: return P
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Algorithm 3: updatePoolinformation
input: pool P of formulas, setF of failure formulas, tracex
1 for 2F do
2. far (I ) newFAR ( ,X)+ far
3. if far >far 4, then

4; remove (; P)
5. end if
6: end for

7. handleRedundancy (P)

During both phases,P is iteratively re ned by (i) adding new formulas which
are able to predict bad behaviors earlier and with increasedliability and coverage,
and (ii ) removing formulas that are ill-behaved or redundant. In adition to this
re nement process autonomously operated by the frameworkt any time, domain
experts can, in principle, make changes to the po#l, e.g., by manually specifying
a new formula encoding a bad behavidr.

5.4.1 Warmup execution phase

In the warmup phase, we assume that a supervised learning training datase is
available, consisting of pairs X; 1), where x represents a system execution trace of
length len(x), and | is its corresponding label %, if x is a trace ending with a failure;
? otherwise). The overall idea is to monitor, one after the otr, all available system
traces and, for each of them, to simulate its point-by-poinarrival.

The warmup phase is dealt with by Algorithm 2. The procedure gets, as inpu
a pool P of bSTL formulas and the setX of training system traces.P may possibly
be empty. This is the case when no formula is inserted into itybdomain experts.
For each training tracex, with label |, two variables are set:hastriggered which
keeps track of whether the framework has correctly identiethe tracex as a failure
one (whenl = >); and a setS of suspendedormulas. S includes all formulas that,
at some point, erroneously signalled a bad behavior in(when| = ?), and are thus
ignored by the framework for its operation on the remainderfdrace x.

Next, the framework starts the iterative part of its executim, during which
the trace x is monitored sequentially, point-by-point. At each iteraton i, with
0 [ len(x) 1, the system restricts its attention to the pre xy = x[0;i] of
trace x, and it computes the setr of formulas leading to aviolation (Algorithm 2,

31t is worth noticing that this manual speci cation can complement the warmup phase when
limited supervised training data regarding the system are availabé.
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line 6). To this end, it executes the monitoring algorithmrtamt that veri es each
(non-suspended) formula inP n S against the current tracey. Since all formulas
are meant to encode bad behaviors, we say that a formulaleads to a violation if
ebmon(y; ) returns > (ebmon is de ned in Section 5.2).

If at least one violation is detected, procedure@ipdatePoolinformation is
executed (Algorithm 3) to detect and remove redundant or noreliable formulas
from the pool, the latter being formulas issuing several fs& positives. The procedure
will be described in detail later.

Then, if x is an actual failure trace,P is updated (Algorithm 2, lines 10{17) as
follows. Training data to be used for the extraction of a newofmula are generated
by the function generateTrainData (Algorithm 2, line 11). The latter perturbs
the execution tracey by adding random Gaussian noise as a counter-over tting mea
sure, thus producing a set of augmented traces of sizen,, (global parameter of
the system). Next, function extractDiscrFormula (Algorithm 2, line 12) ex-
tracts a (bSTL) formula that discriminates betweemormal and failure (sub)traces
obtained from those inY, by exploiting the evolutionary algorithm as described in
Section 5.3. Notice that may benull , an event that, according to the proposed
de nition of EA, occurs if none of the formulas in the nal front has an accuracy
greater than Q5. If is not null , the initial false alarm rate (FAR) of is set to
0, and the formula is added toP (Algorithm 2, lines 13{16).* At this point, since
the trace x was recognized as a failure one by the framework, the exeoution x is
halted (Algorithm 2, line 17), and the framework is applied tahe next trace in X.

On the contrary, if the framework detected a violation and tace x was not a
failure one, all involved formulasf 2 F are suspendegdmeaning that they are not
going to be considered by the framework for its execution ohé remainder of trace
X (Algorithm 2, line 19). This prevents them from repeatedly tiggering the extrac-
tion of other ill-behaved formulas. Note how formulas irF are not immediately
removed fromP, as such an approach would be too aggressive: their falseipes
detection might not be a generalized behavior, but somethgncaused by random
characteristics of tracex itself. As we will see, false positive detections are still ©o
sidered by the procedureupdatePoolinformation for the maintenance of the
pool P. Suspended formulas are reactivated when the next trainirtgace is taken
into account by the framework.

The iterative phase of the framework on trac& ends when eitherx is correctly
recognized as a failure trace by a formula iR, or x has run out of points without

4The False Alarm Rate (FAR) is expressed as the ratio between the numbreof negative events
wrongly categorized as positive (false positives) and the total number of aoal negative events
(false positives + true negatives). Recall that, in our setting, a postive event represents a failure
of the monitored system. Formulas with a low FAR are to be preferred.
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any failure detection. In the latter case, if tracex was a failure one, we force the
formula extraction process (Algorithm 2, lines 23{30). As théast operation of the
framework (Algorithm 2, line 32), after being run on every trining system trace,
the obtained monitoring poolP is returned.

We would like to conclude this account of the operation of Algadhm 2 by ob-
serving that the warmup mode draws inspiration from theteacher forcingtechnique
employed in deep learning [184]. Such an approach is usedeh&y correct both
false positive (Algorithm 2, line 9) and false negative (Algathm 2, line 19 and line
23) framework predictions. For instance, as we already poéd out, the framework
starts its execution with a possibly empty pooP of properties. Thus, in the most
extreme caseR = ;), it cannot identify any bad behaviors of the system. In such
a case, the failure is \detected" by observing the trainingabel associated with the
training execution trace, an event that forcedly triggers te pool update process.
Intuitively, the whole scenario can be thought of as havingraoracle assisting and
instructing the framework. It is to be expected that, over time, the poolP becomes
large enough so as to allow for the e ective detection of bacthaviors of the system,
progressively substituting the oracle in its role of corréing false positive and false
negative predictions.

Let us focus now on the procedureipdatePoollinformation (P;F;x) (Al-
gorithm 3). Operationally, for each formula 2 F that leads to a violation, the
corresponding FARfar 2 [0; 1] is updated. Formulas whose FAR crosses a given
threshold far ¢, (a global parameter of the framework) are removed from the me
itoring pool (Algorithm 3, lines 3{4). As already pointed out,a FAR equal to O is
associated with every formula when added tB. Then, the value of FAR is suitably
updated according to the exponential moving average with ssothing constant
which takes into account the \historical" FAR and the new FAR ofthe formula (Al-
gorithm 3, line 2); the latter is considered to be O if the trigered formula actually
anticipated a failure, 1 otherwise (false positive case).nlthe absence of detailed
historical data, assigning an initial FAR equal to 0 to the fomulas in the pool is a
sensible choice, as they are either de ned by a domain expet generated by the
evolutionary algorithm, which in turn optimizes accuracy ad robustness measures.

The choice of relying on FAR for the pool maintenance insteadf @n other
\symmetric" performance metrics, say F1-score, is twofoldrirst, formulas providing
several false detections may cause a degradation of the mtoning pool, where other
ill-founded formulas are added as a result of their triggerg. Thus, they should be
avoided at all costs. On the contrary, formulas leading to fee negatives do not bring
any adverse e ect on the monitoring pool, except for increay its size. The second
reason pertains to the very nature of F1-score and similar megs. To calculate it,
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it is necessary to establish when a formula experiences bdése positives and false
negatives. False positives, that is, false detections of ddehaviors, can be easily
recognized: if a formula triggers and the forecasted bad ewveloes not occur, that
can be unequivocally considered as a false positive. The eldton of false negatives
is, instead, more subtle, and not well-de ned. Indeed, it iperfectly admissible for
the system to encounter a total failure not anticipated by ay formula in the pool,
since they may correctly model completely di erent failurescenarios. In that case,
formulas should not be penalized for the missed detection.

Finally, procedure handleRedundancy (P) (Algorithm 3, line 7) removes re-
dundant formulas, i.e., it detects groups of formulas withisiilar behavior and keeps
a single representative for the entire group (the formula i the lowest FAR or the
newest one, if the FAR is the same). To detect the similarity ofwo formulas, we
rely on the Jaccard/Tanimoto test [45] that compares the higiries of failures agged
by the formulas along the framework execution.

As a last remark, note how procedureipdatePoollnformation , in the way
it is used by Algorithm 2, allows us to continuously update thenonitoring pool P
as the training instances are processed, ensuring its qagali

Algorithm 4:  Framework execution funtime phase)
input: initial non-empty pool P of formulas, non-empty seiG of good
behavior training traces, incoming system trace

1. while true do

2 F f 2P jebmon(x; ) returns >g
3 If F & ; then

4 handleRedundancy (P)

5 X generateTrainData (x)

6 extractDiscrFormula (X)
7 if 6 null then

8 far FAR (G, )

9 if far far ¢ then

10: P P [f g

11: end if

12: end if

13: end if

14: end while
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b-mon(z[0,9],Fray<3)=T

b-mon(z[51,53], Fay < 5) =T
Yy

Figure 5.2: A simpli ed example of the framework operation. God and failure
behavior subtraces are represented in green and red, respety.

5.4.2 Runtime execution phase

Let us now concentrate on theuntime phase of the framework which is implemented
by Algorithm 4. Here, the framework is used to continuously motor an incoming
trace x, generated by a system during its execution. Other than therdce, the
procedure gets in input a pooP of properties, that can be assumed to be non-empty,
either because it is returned by Algorithm 2 or hand- lled by @main experts. In
addition, it takes into consideration a non-empty seG of past good execution traces
of the system. The latter can be either extracted from the tiaing warmup data, if
available, or derived directly from the execution history bthe system, restricting to
those portions that are su ciently far from failure events, following the suggestions
of domain experts.

Algorithm 4 behaves as follows. At each time step, the sé&t of formulas leading
to a violation is computed (Algorithm 4, line 2) by executing the monitoringalgo-
rithm rtamt , which checks each formula ifP against the incoming system trace.
If at least one formula is triggered,P is updated (Algorithm 4, lines 3{13). First,
procedure handleRedundancy is called, to identify and remove from the pool
P possible redundant formulas, exactly in the same way as inghwarmup phase.
Next, training data to be used for the extraction of a new formia are generated
by the function generateTrainData (x). Finally, function extractDiscrFor-
mula (X) extracts abSTL formula that discriminates betweennormal and failure
(sub)traces by using the EA. If the formula generated by the EA is notnull , its
FAR is computed with respect to the reference set of good trax& and, if such a
value is less than or equal to the thresholtar y, , the formula is added to the pool
P.

As it can be noticed, the main di erences between the warmup anruntime
phases are that, in the latter, there is no teacher forcingnd thus the entire failure
detection task is carried out by means of monitoring; moreey, the FAR of a formula
is established only once by considering all traces in the eeénce seiG, being the
latter xed.
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As a nal remark, note that Algorithm 4 (runtime) can, in princi ple, be run
independently from Algorithm 2 (warmup), if there is at leastone property in P
and a set of good traces§ of the considered system is available. This allows one to
use the framework in a runtime setting even in the absence afpervised training
data, as long as at least one failure property has been proeml by domain experts
and some (portions of) unlabeled past execution traces ofetlsystem, that express
good/normal behaviors, are accessible.

An intuitive account of the operation of the framework is demted in Figure
5.2. The framework is rst attached to a tracex generated by the system for its
runtime monitoring, with a pool P containing just the formula = Fy.qy < 3 (left
picture). Function ebmon(x; ) is run against the incoming trace and, speci cally,
b-mon(x[0; 9]; ) identi es a failure occurring at time point 7. This leads tothe
extraction of a new formula. To this end, tracex[0; 7] is augmented, and then the
EA is run on the set of resulting traces. In the middle picturgjust for illustrative
purposes, an exemplary splitting of the augmented traces $&d on a window length
w = 4 is reported. Each trace is partitioned into a good behavigre x and a failure
su x. For formula evaluation purposes, in the EA each subtrae is considered as to
be starting from index 0. As a result, the formula = Fyp.y < 5, which is able to
distinguish between the augmented pre xes and su xes, is geerated and added to
the poolP. Finally, a subsequent part of the operation of the frameworis described
(right picture) Here, the recently discovered formula identi es a failure occurring
at time point 53 (b-mon(x[51;53} ) = >). Without such a formula, would have
detected a violation only with respect to time point 58.

For the sake of convenience, all the global parameters of thamework are listed
in Table 5.1, with an intuitive account and a short descriptn of their expected
behavior.

5.5 Experimental evaluation

In this section, we give a detailed account of the experimaitevaluation of the
framework on 3 public datasets. In addition, we make a comgaon with previous
results from the literature. First, we introduce the dataset; then, we describe the
experimental work ow; nally, the obtained results are potrayed. We pay particular
attention to interpretability issues.
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Table 5.1: Global parameters of the monitoring framework.

Description Value Search range Expected behavior

smoothing 0:9 f0:7,0:8,09g A lower value gives greater

constant weight to new scores. Such a be-
for formu- havior is preferred, for instance,
las FAR in the event of a system under-
update going rapid changes.

far ¢,y maximum 0:2 f0:1;0:2;0:3g A low value leads to more reli-
allowed able formulas being kept in the
FAR for monitoring pool. Still, in the
formulas presence of noise/outliers in the
in the pool monitored traces, it may cause a

formula to be inadvertently re-
moved from the pool. There, a
higher value should be consid-

ered.

Naig Number of 100 50,100 150y A large value should help avoid
augmen- over tting; however, it also in-
tations creases the computational bur-
for each den of the formula extraction
failure phase.

trace

5.5.1 Datasets

We considered the datasets Backblaze Hard DrijeTennessee Eastman Procéss
and NASA C-MAPSS..

The Backblaze Hard Drivedataset (also referred to aSMART dataset hereafter)
contains continuously updated information on the \health" status of hard drives
in the Backblaze data center. Here, we focus on Self MonitogrAnalysis and
Reporting Technology (SMART) attributes of the ST4000DM0OGhard drive model
recorded daily from 2015 to 2017. Each trace is described tetfollowing features:
the date of the report, the serial number of the drive, a labehdicating a drive
failure and 21 SMART parameters with both discrete and real vaes. To compare

Shttps:/iwww.backblaze.com/b2/hard-drive-test-data.html

Shttps://doi.org/10.7910/DVN/6C3JR1

"https://data.nasa.gov/dataset/C-MAPSS-Aircraft-Engine-Simulator-Data/
xaut-bemq
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Figure 5.3: Trace length distributions.
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the framework with the literature, two training/test set splits are considered:

~ Split S1: training set from October to November 2016 with 88% failure
traces, test set December 2016 with:®1% failure traces. The total number of
traces is 34970, and their length distributions are depiatein Figure 5.3;

" Split S2: training set from January 2015 to December 2016 withT1% failure
traces, test set January to December 2017 with@6% failure traces. The total
number of traces is 36242, and their length distributions ardepicted in Figure
5.3;

The Tennessee Eastman Proced9 EP) dataset contains simulated data from a
ctitious chemical plant. This dataset includes 1000 traiing and 1000 test traces
labelled with Type 0 (normal behavior) or Type 1 (faulty behaior) sampled every
3 minutes. Each training trace lasts for 25 hours, whereasstetraces last for 48
hours. There are 500 faulty traces in both sets. Each simulah is represented by
a multivariate time series with the following features: trae ID, fault type, and 52
variables tracking data about the operating values of plantomponents.

The NASA Commercial Modular Aero-Propulsion System Simulatio(C-MAPSS)
dataset includes run-to-failure simulated data of turbofa jet engines. Speci cally,
in the considered dataset FD0O1, engines are simulated aatiog to a single oper-
ating condition (called Sea leve) and their failures are attributable to one possible
cause (HPC degradation). Each engine simulation is represed by a multivariate
time series obtained from 21 engine sensors. Although eaclhde represents the
simulation of a di erent engine, the data can be consideredbtbe from a eet of
engines of the same type. Data are sampled at one value peroset; and the trace
length distributions are depicted in Figure 5.3. The dataseincludes 100 training
traces, each ending with a failure, and 100 test traces, eaghding an arbitrary and
known number of time steps before the failure (gap). In ordéo compare our frame-
work with the literature [93], failure traces are generatedby considering the 30%
su x of each engine observation as faulty, and the remainin@0% pre x as normal
behavior. Thus, this leads to 200 training traces. On the o#fr hand, 43 failure and
100 normal behavior traces are generated for the test set. @leason is that, given
a test set trace, the 30% su x is computed over the trace lengt including the gap
and, thus, it may result to be empty.

5.5.2 Experiment setup

For each dataset, we performed the initial warmup phase by nning Algorithm 2 on
a sample of training execution traces related to both malfuations (failure traces)
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and good executions. The traces were considered by the framek one after the
other, according to a random ordering.

Once the warmup phase ended, the framework was evaluated @sttset traces
(Algorithm 4) in two modes: the online mode, where the framework continues
to learn new properties from the execution traces, and theine mode, where
the properties in the monitoring pool are not updated, so thtaonly the properties
learnt in the warmup phase are taken into account when preding failures on test
set traces. This latter mode was useful to compare the propems solution with
those from the literature, while the former let us determinéhow the values of the
considered metrics evolved over time. The two test set evaltion modes were carried
out on a random ordering of both good and failure traces.

The performance of the two test phases was evaluated in termiprecision (P),
recall (R), FAR, and F1-score (F1). Let Tp be the number of true positives, that
is, bad behaviors identi ed as suchfFp be the number of false positivesly be the
number of true negatives, and~y be the number of false negatives. The metrics are
de ned as follows:

FARzFPi—PTN;
F1=2 %:

All experiments were run 10 times varying the random seed goweng the order
in which execution traces are presented to the framework dog the warmup and the
online test phases, so as to collect statistical data regangd the considered metrics.

5.5.3 Results

To begin with, the global parameters of the framework, chosehrough grid search
optimization on training set data, are shown in Table 5.1. Irthe remainder of the
section, we will assess the framework performance in seVeespects. First, we will
present the results of theo ine and the online evaluation, as described in Section
5.5.2. Then, we will focus on the impact of teacher forcing drformula max horizon
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Table 5.2: Experimental results of the monitoring framewdx:

Dataset Approach Precision Recall FAR F1l-score

[110] 087 @41 Q00 055
SMART S1 [82] Q51 @54 Q00 052
our 0:54 @60 Q00 056
[110] 098 @87 Q01 Q92
SMART S2  [173] 091 Q94 Q05 093
our 0:89 @97 Q00 Q93
[74] 100 100 1:00
TEP [139] 100 100 Q00 100
our 1:00 100 Q00 100
[93] Q71 100 0:83
C-MAPSS our 0:96 Q77 Q01 086

Note: the results of [82], [173], [74], [139], and [93] are listed as reported in
the original references; those of [110] have been determined by the dugrs of this
work running the code made available in the original publication on the ©nsidered
datasets. Numbers are rounded to two decimal places.

O ine evaluation

As for the o ine evaluation mode, we compared the proposed solution with other
state-of-the-art approaches to failure detection on the tiee previously-described
datasets. Given the continuously updating nature of the B&blaze dataset, we
focused our analysis on two studies that take into account éhspeci ¢ versions we
consider, namely, those reported in [82] and [173]. The rstne [82] makes use of a
feed-forward neural network model on spli§1, while the second one [173] evaluates
a Long-Short Term Memory (LSTM) recurrent neural network onsplit S2. In
addition, we took into account a third proposal [110], thats, a model obtained by
combining a convolutional neural network (CNN) and an LSTM rearrent neural
network, applying it to both S1 and S2 splits, following the setup outlined by the
authors for the SMART features group. As for the case of fault dection on the TEP
dataset, we considered an approach based on image procegstaohniques along with
feed-forward and radial basis function neural networks [J,4and a solution based on
a nonlinear support vector machine [139]. Finally, as for th€-MAPSS case study,
we compared our framework with a solution based on a CNN modetgsented in
[93].

Results achieved by the above solutions are reported in Tabb.2, together with
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those of the proposed framework (labebur). In terms of F1-score, our solution
exhibits an average performance on par with the considerethte-of-the-art ones.
This is even more relevant if we also bear in mind that all theamtenders provide
no explanation for the predicted failures. On the contrarya distinguishing feature
of the proposed approach, compared to previous ones, is thats interpretable:
it relies on the extraction of properties expressed as temad logic formulas, that
provide an understandable explanation of the undesired baiors of the system.
Moreover, they can be subsequently exploited for tasks suak root cause analysis,
diagnosis, and preemptive failure detection.

Online evaluation

As for the online evaluation mode, results for the SMART, TEP, and C-MAPSS
datasets are shown in Figure 5.4. Note that, as the number of tas seen by the
framework increases, a slight but consistent improvementf ¢the metrics occurs.
This is not obvious, since in such a case maintaining a goodrfmemance requires
the ability to discover new properties able to re ect the eviution of the behavior of
the monitored system over time.

Figure 5.5 illustrates, for each considered dataset, the aage number of formulas
in the monitoring pool at each warmup and runtime iteration.Note that, at certain
iterations, there is a decrease in the pool size. This hapgewhen formulas are
removed because they are redundant.

As an example of removal from the pool, we present the case in iah two
properties, F30.455SENSOR;; < 4960 and Fiz64;SENSORy; < 4977 ™ Fs;s
SENSOR;; < 4939, were extracted in a framework execution on the C-MAPSS
dataset. After a series of iterations, their failure deteabin histories were, respec-
tively, [1;0;0;1;0;1,1;0;0;1,0;1;1,0;0;1; 1; 1] and [1 0; 1; 0; 0; 1; 1; O; 1, O; 1; 1; 1], while
the FAR values were @7 and Q0. Since both properties were considered to be redun-
dant according to the Jaccard/Tanimoto test, the framework kpt only the second
one, by reason of its lower FAR. From a domain perspective, theo formulas refer
to a similar behavior of the same sensoiSENSOR;;) which indicates a loss of
static pressure in thehigh-pressure compressor outlet

Let us now consider some examples of tlh&TL formulas used within the frame-
work. An example for the Backblaze dataset is formulaQGo,;SMART 194> 45.6) *
(Fi23ISMART 195> 0:32). Such a formula makes evident a bad behavior where the
hard drive maintains a temperature exceeding 453 in the rst 3 days, and then,
in the following 2 days, itsuncorrectable sector counbecomes greater than 0. As an-
other example of framework execution, consider the formula = Fj.1SMART 195 >
2:59, extracted (and added to the monitoring pool) during an #ration of the frame-
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Figure 5.4: Metrics average and standard deviation for the nsidered datasets. The
vertical dashed line represents the transition from warmufo online traces.



5.5. Experimental evaluation 109

Figure 5.5: Average and standard deviation of the pool size felach framework
iteration in the case of the SMART S1, SMART S2, TEP, and C-MAPSS atasets,
in both warmup (transparent area) and runtime (opaque areaphases. The x-axis
is on a logarithmic scale.

work. According to the de nitions of the SMART attributes, sensor SMART 195 iS
a critical one andf; expresses the fact that the threshold 2.59 skctor read/write
errors is exceeded. During a later iteration of thevarmup phase, a failure prediction
is issued thanks to the triggering of ;. As a consequencd,, = Fj1.165SMART 159 >
8:28 is extracted, meaning that a certain number (8.28) ainsafe y height condi-
tions is reached before the critical number of sector read/writerers is exceeded.
This pattern is quite reasonable, as it describes a case in ialn the disk head is
operating at an unsafe height, ultimately damaging a disk stor and consequently
causing read and write errors. Notice that the framework ales us to predict a fail-
ure based on sens@MART 159, Which is not considered to be critical in the SMART
speci cation, by uncovering a pattern linking it to the critical sensoISMART 1gg.

Turning to the TEP dataset, an extracted formula is G1.4XMEAS ;1 > 94:6)"
(G24XMEAS 5, > 341). It reveals a bad behavior where theompressoris operat-
ing with a power greater than 341 kW, while the temperature offte reactor of the
plant exceeds 94.6C.

As for the C-MAPSS dataset, the formulaSENSOR;o < 1:3)" (F:,6 SENSORy;4
< 47.62) was generated, which signals a bad behavior where a lospressure in the
high-pressure compressor outldbllows a loss of pressure in thengine Notice that
the subformula SENSOR;, < 1:3 does not contain any time operator, meaning
that it is evaluated at the currently observed time point.

Impact of teacher forcing

Figure 5.6 reports the number of teacher forcing interventis during the warmup
phase, as more and more false positives and negatives areoantered. Speci cally,
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for each amount of encountered failure traces, the sum oveuhiple (10) framework
executions is reported. As expected, teacher forcing trigganainly at the beginning
of the warmup phase, when the monitoring pool is empty. As fomhas are learned
over time, teacher forcing interventions decrease till aationary behavior is reached.
Of course, the latter depends on the speci ¢ dataset, and itba rms what was to
be expected from the performance reported in Table 5.2. As amaenple, on the
TEP dataset, where an F1-score of:Q is achieved, the number of teacher forcing
interventions rapidly approaches 0.

Impact of max horizon

Figure 5.7 reports, for a single execution of the frameworkhé¢ o ine mode per-
formance on each dataset, as obtained by varying th@ax horizon value. Once
more, di erent datasets exhibit di erent behaviors. Although results might appear
rather counterintuitive (setting a large max horizon does not prevent, in principle,
the discovery of formulas with shorter horizons), followip a preliminary analysis,
they are likely due to an over tting e ect. Indeed, formulaswith a larger horizon
have the capability of capturing more detailed and extendephenomena, that could
be highly trace-dependent. Moreover, we would like to re¢ahat the concept of
horizon does not apply to the framework in general, but is teeto the particular
kind of logic and monitoring tool employed here.

5.6 Discussion

The proposed framework relies on approaches originatingifn the two elds of ma-
chine learning and formal methods, combining their strengs in an e ective way.
More precisely, the former domain provided us with tools antechniques for the
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extraction of properties from temporal data, while the later allowed us to formalize
such properties by means of logic formulas and to online méon a given system
against them in a principled manner. The key feature of the pposed approach
is its interpretability: as shown in Section 5.5.3, by meansf the extracted logi-
cal formulas, the framework gives an understandable accdwof settings leading to
future failures, allowing domain experts to take appropri@ action and enriching
their overall knowledge. While contributions from the liteature show that inter-

pretability is often achieved at the expense of predictioncauracy, e.g., by relying
on a simple white-box model instead of a more complex blacksbone, quantita-

tive results showed that the performance of the proposed agach is on par with

previous, non-interpretable solutions.

As a nal note, while in this work we applied the proposed framegork to the
domain of failure detection, similar ideas can in principlee employed to detect and
predict any type of event or anomaly, whether positive or negive in nature. Among
the rst, we mention a spike in the history of sales of a retaistore, or a generalized
increase in the grade point average of students enrolled ihe latest edition of a
course; among the latter scenarios, the detection of seigarin hospitalized patients
based on their continuously recorded vital signs, or the id& cation of violations of
a level of service agreement in the context of a contract bed&n a service provider
and a customer.

We would like to conclude this section by pointing out somerniitations of the
framework. First, in the considered datasets, all traces carfrom the same plant
(resp. hard disk, jet engine model) operating under the sano®nditions. To deal
with more than one type of system, separated monitoring paohave to be employed
to prevent conicts among formulas. Second, the considereghtasets only deal
with numerical data. It is worth evaluating the proposed appach on datasets
encompassing categorical data, naturally leading to the age of other logics like, for
instance,LTL. Third, Algorithm 4 operates in a sequential fashion: (i) thesystem is
monitored until a formula is satis ed by the incoming data; (i) such an event triggers
the phase of the property extraction, that results in the adiion of a new formula to
the pool; (iii) then, the monitoring of the system resumes. Athough this behavior is
perfectly acceptable for a prototype implementation appdid on benchmark datasets,
as the one described here, a multithreaded version, able tpdate the property pool
asynchronously, while monitoring the system, remains to bdeveloped. Finally,
Algorithm 4 makes use of a xed reference set of good behavioates to prevent
formulas with a high FAR to be added to the monitoring pool. Ths is de nitely a
reasonable approach, but it does not take into account chaeg in the behavior of
the monitored system, that may happen due to, for instance,pglates, upgrades, or
degradation phenomena. To overcome this limitation, we mathink of extracting
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new normal behavior traces from runtime data and adding thento the reference
set.






Conclusions

In this thesis, we addressed three main problems related thi@ employment of
sensor systems, namely sensor selection, virtual sensirfigemperature in indoor
environments, and the design of a monitoring and machine keagng framework for
early failure detection.

In the rst part, we analyzed the problem of sensor selectioand placement in
virtual sensing of temperature. We proposed and evaluated &rent methodologies
and solutions based on evolutionary algorithms and machiriearning techniques.
Our results showed that the proposed models are able to ackeesatisfactory perfor-
mance using a limited set of optimally placed predictor seoss in the environment.
These attained ndings have been published in [28] that appeed in the open access
journal MDPI Sensors.

The second part of our work was dedicated to the developmenté evaluation
of di erent virtual sensing strategies for temperature prdiction. We conducted a
comprehensive assessment of these strategies, includimyeh solutions based on
recurrent neural networks and graph neural networks, ableote ectively exploit
spatio-temporal features. Our results showed that our prased models are able to
accurately complete the information coming from real physal sensors, allowing us
to e ectively carry out monitoring tasks such as anomaly or\eent detection. This
research activity led to the drafting and presentation of [@] to the 13th International
Workshop on Spatial and Spatiotemporal Data Mining (abbrerated SSTDM, in
cooperation with IEEE ICDM 2020). In this work, we analyze tle performance of
various techniques, including simple average and inversistdnce weighted average,
particle lters, linear regression, extreme gradient bodmg regression, and long
short-term memory recurrent neural networks.

In the nal part of our work, we proposed a monitoring and mackne learning
framework for early failure detection. This framework extucts interpretable prop-
erties, expressed in a given temporal logic formalisns{L) from sensor data, and
leveraged monitoring techniques to detect critical behamis of a system that could
lead to a failure. Our proposed framework was evaluated thugh an experimental
assessment performed on benchmark datasets, and then comegato previous ap-
proaches from the literature. In terms of contributions, tie developed framework was
presented at the Workshop on Reasoning about ACtions and BEws over Streams
(RACEYS), that has been held as part of KR 2020. Then, an expenent carried
out on the NASA C-MAPSS dataset containing run-to-failure exadion traces of
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turbojet engines led to the submission of [25] to the 2nd Waskop on Arti cial In-
telligence and formal VERI cation, Logic, Automata, and sYnthesis (OVERLAY) @
BOSK 2020. After a series of analysis, design, developmentdaevaluation cycles,
the nal and extended version of the framework was thoroughldiscussed in detail
through its publication [24] in the open access journal IEERAccess.

Looking ahead, there are still several open research dinects in these areas. For
instance, for sensor selection and virtual sensing in indoenvironments, we plan
to develop other models, such as temporal graph networks, tmprove predictive
accuracy or perform tasks such as temperature trend simuiat. In detail, this kind
of models is able to exploit historical data to learn the dynmaics of the environment,
such as the rate of heat loss through walls or the amount of Hegenerated by a
stove. This information can then be used to make short- andrg-term predictions
about the temperature in any part of the room. Providing phygal simulations
with rst-principle approaches is an expensive activity interms of computational
resources and work required for the creation of numerical mels related to di erent
considered environmental con gurations. Although the usagof transductive graph
networks has proven e ective in approximating such simulan data, as a future
research direction it could be pro table to deeply investige the generalization ca-
pacity of such models for monitoring environments with di @ent con gurations. In
particular, focusing on an inductive learning approach ablto provide a fair trade-o
between accuracy and generalizability. This last factor igf paramount importance,
considering that it would allow to reduce the amount of physial simulations needed
to train the models.

Finally, for the monitoring and machine learning frameworkwe plan to extend
our framework to other types of critical systems and evaluatits performance in
real-world scenarios. We also plan to investigate the use m@&inforcement learning
techniques to improve the adaptability of our framework to lsanging system con-
ditions. Furthermore, given its modular and extensible natre, we plan to extend
our approach using other logical formalisms capable of exgssing spatio-temporal
properties in order to exploit the information learned fromgraph networks such as
those studied in the case of virtual sensing of indoor envirments. Another poten-
tial extension of this work involves conducting a more comphensive investigation
into the integration of extracted logical formulas, their sucture, and their interac-
tion with o ine knowledge. This future research avenue aimgo delve deeper into
the intricate relationships between logical formulas dered from the framework and
how they interface with existing knowledge. By examining th interplay between
these logical structures and o ine information, we can gainvaluable insights into
the broader applicability and generalizability of our ndings, as well as potentially
uncover novel connections that further enhance the undeestding and utilization
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of monitoring systems in di erent practical scenarios.

In conclusion, this thesis has contributed to the advanceme of smart sensor
technology, by proposing novel solutions and methodologieln today's world, the
use of sensors has become ubiquitous, with various industriadopting smart sensing
technology to enhance their products and services. This tewlogy involves the
integration of advanced sensors and data analytics techuigs, which allow for real-
time monitoring, prediction, and diagnostic. The integraton of the latter o ers
various bene ts, including increased e ciency, cost savigs, improved accuracy and
safety. We hope that our work will inspire and guide further @search in these areas,
ultimately leading to more accurate, e cient, and e ective sensor-based systems.
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