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Abstract

Semantic-based test generators are widely used to produce failure-inducing inputs for
Deep Learning (DL) systems. They typically generate challenging test inputs by apply-
ing random perturbations to input semantic concepts until a failure is found or a timeout
is reached. However, such randomness may hinder them from efficiently achieving their
goal. This paper proposes XMUTANT, a technique that leverages explainable artificial in-
telligence (XAI) techniques to generate challenging test inputs. XMUTANT uses the local
explanation of the input to inform the fuzz testing process and effectively guide it toward
failures of the DL system under test. We evaluated different configurations of XMUTANT in
triggering failures for different DL systems both for model-level (sentiment analysis, digit
recognition) and system-level testing (advanced driving assistance). Our studies showed
that XMUTANT enables more effective and efficient test generation by focusing on the
most impactful parts of the input. XMUTANT generates up to 125% more failure-inducing
inputs compared to an existing baseline, up to 7x faster. We also assessed the validity of
these inputs, maintaining a validation rate above 89%, according to automated and human
validators.

Keywords Software testing - Testing deep learning systems - Explainable Al

1 Introduction

Deep Learning (DL) systems play a crucial role in software engineering (Schiitze et al. 2008)
due to their ability to solve complex tasks by learning from a corpus of data. However, DL
systems pose additional challenges to testing. Unlike traditional software, where behavior
can be anticipated through source code analysis, the actions of DL systems are less predict-
able (Riccio et al. 2020). Therefore, test generation for DL systems is critical for ensuring
their reliability and correctness. This process involves creating a diverse set of input data to
uncover potential weaknesses or biases in the model, such as incorrect predictions or fail-
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ures to generalize from data samples that are different from those available during training.
Testing is particularly important in applications where DL is used for decision-making in
critical scenarios, such as autonomous driving (Stocco et al. 2020; Ben Abdessalem et al.
2018; Gambi et al. 2019; Tang et al. 2022). Exhaustive testing of DL systems is impractical
because of the size of the input space. Thus, generating effective test cases for these systems
is an important problem, which requires a comprehensive understanding of the DL model’s
architecture, its training data, and the application domain.

Prior work proposed solutions to generate test cases automatically for DL systems (Ric-
cio and Tonella 2020; Abdessalem et al. 2018; Ben Abdessalem et al. 2016, 2018; Lu et al.
2023; Lou et al. 2021; Mullins et al. 2018; Gambi et al. 2019; Kim et al. 2022; Zhong et al.
2021; Li et al. 2020; Jha et al. 2019; Cheng et al. 2023). Some approaches such as Deep-
Xplore (Pei et al. 2017), DLFuzz (Guo et al. 2018) and DeepTest (Tang et al. 2018) target
DL image classification systems and they involve raw input manipulation techniques that
modify/corrupt pixel values of an input. These techniques do not generate new functional
inputs as they produce minimal, often imperceptible changes to the original inputs, and
are therefore suitable to test robustness and security deficiencies of the DL system (Riccio
and Tonella 2023; Maryam et al. 2025). In contrast, functional test generation focuses on
creating new inputs that deviate significantly from the original training distribution. These
inputs target the long-tail problem of DL testing (Zhang et al. 2024), testing the DNN’s abil-
ity to generalize to novel, unseen scenarios. Instances of functional test generators are the
model-based approaches (also called semantic-based approaches) like DeepJanus (Riccio
and Tonella 2020), DeepHyperion (Zohdinasab et al. 2021) and DeepMetis (Riccio et al.
2021) or latent space manipulation techniques like SINVAD (Kang et al. 2020, 2024) and
CIT4DNN (Dola et al. 2024). They generate new inputs with mutations that are randomly
applied to a semantic representation of the inputs (Riccio and Tonella 2020), or to a latent
vector (Kang et al. 2020). While random mutations can eventually produce inputs that
expose failures, these solutions are extraneous to the internal state of the DL system. Indeed,
finding failures with black-box approaches is time-consuming, especially in computation-
ally demanding contexts, such as simulation-based testing of self-driving cars.

This paper investigates the development of more effective and efficient semantic-based
test generators for DL systems, leveraging eXplainable Artificial Intelligence (XAI) tech-
niques. While methods similar to XAI, leveraging neuron activation values and gradient
information, have been explored for raw input manipulation (Yuan et al. 2021; Ma et al.
2018; Xie et al. 2019) to derive adversarial attacks for robustness testing, their applica-
tion to semantic-based functional test generation remains unexplored. Therefore, we focus
on semantic-based approaches that utilize an input model, as they have been successfully
applied to various DL systems (e.g., classification, regression) and input types (e.g., text,
images, logical driving scenarios).

In this work, we leverage the post-hoc local explanations of DL systems for individual pre-
dictions. Local explanations reveal the contributions of features in the input with respect to the
model prediction (Du et al. 2019). Depending on the model’s input, the explanations can take
the form of feature contributions (e.g., for textual inputs), or visual heatmaps (e.g., for image
inputs) (Jetley et al. 2018; Samek et al. 2019, 2017). Previous work highlights the valuable
insights provided by XAl, particularly for understanding and debugging DL systems (Tjoa
et al. 2009; Stocco et al. 2022; Fahmy et al. 2023, 2020). In our work, we leverage their infor-
mation for guiding test generation by introducing XMUTANT, a DL testing technique that lever-
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ages XAl’s explanations to derive challenging inputs. More specifically, XMUTANT leverages
anovel mutation operator that uses the local explanation on a given input to identify the area of
its semantic representation that has higher contributions to the decision-making process of DL
systems. Our work shows that fuzzing such attention areas with targeted minor modifications
accelerates fault exposure and preserves validity (i.e., the realism of the inputs) and label (i.e.,
the oracle). XMUTANT uses the local explanations in two ways. First, it uses them to rank and
select the candidate semantic concepts from the semantic representation of input for mutation.
Second, it uses these concepts to direct the mutation in the area of most attention of the DL
system, enabling the approach to perform targeted input modifications.

We have evaluated XMUTANT on three DL systems, representative of diverse DL tasks,
namely sentiment analysis, digit recognition, and advanced driving assistance. These case
studies differ in the forms of inputs (text, images, logical scenarios) and testing levels
(model-level and system-level), resulting in different semantic-based input representations
and XAI explanations. In our experiments, accounting for more than 2k test cases, XMu-
TANT shows superior effectiveness and efficiency compared to DeepJanus, a state-of-the-art
semantic-based test generator that has been successfully applied to multiple domains, yet its
mutation operators are not aided by any guidance. The guidance of the local explanations
allows XMUTANT to expose a higher number of failure-inducing inputs (up to +208% for
sentiment analysis, +125% for digit recognition and +27% for advanced driving assistance)
within half the iteration budget. Moreover, on average, XMUTANT is also faster at exposing
failure-inducing inputs for all DL systems (up to 3 x times faster for sentiment analysis, 7 x
times faster for digit recognition and 2x times faster for advanced driving assistance). Our
study also reveals that the failure-inducing inputs by XMUTANT are valid in-distribution
inputs, according to state-of-the-art automated input validators, and that they exhibit a high
validity rate (=90%) and label preservation rate (=70%), for human assessors. Addition-
ally, our evaluation revealed that gradient-guided raw input manipulation methods, despite
utilizing neuron activation values and gradient information, only produce corrupted inputs.
In contrast, XMUTANT produces more natural failure-inducing inputs that remain within the
original data manifold in semantic space.

Our paper makes the following contributions:

Approach. A mutation operator for semantic-based fuzzing of DL systems based on
local explanations that XAl techniques produce.
Technique. An implementation of our approach for focused fuzzing of DL systems,

implemented in the publicly available tool XMuTaNT (Replication package 2025). To the
best of our knowledge, this is the first solution that uses XAl techniques for semantic-based
focused test generation, both at the model and system level.

Evaluation. An empirical study on three different DL systems showing that XMu-
TANT is better than a state-of-the-art approach, in terms of higher effectiveness, efficiency,
validity, and label-preservation rates.

2 Background
Deep Neural Networks (DNNs) are increasingly used in complex safety-critical tasks, such

as autonomous driving (Bojarski et al. 2016), autonomous aviation (Julian et al. 2018),
medical diagnosis (Zhang et al. 2018) or disease prediction (Zhao et al. 2019). This paper
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leverages XAl techniques for testing DL systems, i.e., systems that use DNNs.! In the fol-
lowing, we provide background on foundational concepts used in this paper: (1) semantic-
based input representation and (2) XAI methods.

2.1 Semantic-based Input Representation

Semantic-based test generation approaches utilize abstract aspects of the inputs, such as
the shape of a digit in an image or the sentiment polarity of a word in a text, rather than
relying on concrete aspects of the inputs, such as changes of pixel values in an image or
letter modifications in a word (Zohdinasab et al. 2023; Riccio et al. 2021; Zohdinasab et al.
2021). Semantic-based approaches include model-based techniques (Riccio and Tonella
2020), which utilize domain-specific models to generate test inputs. These methods can
translate the input from its concrete representation to its abstract representation and back.
By manipulating inputs in this abstract space, perturbations gain semantic meaning, allow-
ing for controlled perturbations that reflect meaningful changes in the original data. Seman-
tic-based input representation brings an important benefit for test generation—it reduces the
dimensionality of the search space. Conceptually, there exists a 1-to-many mapping from
abstract to concrete values, enabling the smaller input space to be more exhaustively cov-
ered. Furthermore, semantic validity criteria are expressed at the model level, preventing
automated algorithms from creating unrealistic inputs that fall outside the valid operational
domain of the DL system (Riccio and Tonella 2023; Jiang et al. 2024; Zhang et al. 2024).

2.2 XAl Methods

XAI methods are used to make the decisions of complex DL systems more transparent
and understandable (Vilone and Longo 2020; Gunning et al. 2019; Dosilovi¢ et al. 2018),
which is essential for validation, trust-building, and regulatory compliance. In this paper, we
consider XAI methods and use cases (sentiment analysis, digit recognition, and advanced
driving assistance systems or ADAS) established in prior work on DL testing (Riccio and
Tonella 2020; Riccio et al. 2021; Zohdinasab et al. 2023).

For sentiment analysis, we consider the local explanations produced by LIME (Ribeiro
et al. 2016), SmoothGrad (Smilkov et al. 2017), and Integrated Gradients (Sundararajan
et al. 2017). In brief, LIME (Ribeiro et al. 2016), namely local interpretable model-agnostic
explanation, explains the predictions of DL systems by approximating their behavior with
a simpler, interpretable, surrogate model in a local region. However, a large number of per-
turbations and inferences are required in this process, which makes LIME computationally
expensive. Therefore, we also consider other gradient-based XAI methods (SmoothGrad
and Integrated Gradients) to ensure the efficiency of test generation. These approaches are
representative of different families of XAI methods and address known issues of saliency
methods, such as gradient discontinuity and saturation. Particularly, SmoothGrad (Smilkov
et al. 2017) reduces the noise of gradient-based explanations by adding artificial noises and
averaging them, whereas Integrated Gradients (Sundararajan et al. 2017) overcomes the
gradient saturation by summing over scaled inputs.

Handwritten digit recognition and advanced driving assistance are imagery tasks, for
which we consider saliency or pixel attribution methods (Simonyan et al. 2013; Shrikumar

! This paper uses the terms DNNs and DL systems interchangeably, for simplicity of exposition.
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et al. 2017; Li et al. 2021). These solutions generate local explanations in the input space,
identifying regions of an input image that influence the decision-making process of DNNs.
Particularly, in addition to using SmoothGrad (Smilkov et al. 2017) and Integrated Gradients
(Sundararajan et al. 2017) mentioned before, we also considered CAM (Class Activation
Map)-based methods, as the models under test are typically convolutional neural networks.
For example, Grad-CAM++ (Chattopadhay et al. 2018) generates heatmaps by computing
a weighted combination of the positive partial derivatives from the last convolutional layer.

3 XMurtanT

XMutanT is a focused fuzzing technique for DL systems. It leverages post-hoc local
explanations for individual predictions to guide fuzzing. XMUTANT is applicable to any
DL system where semantic representations are available. As mentioned in Section 2.1, we
instantiate XMUTANT for tasks established in prior work on DL testing (Riccio and Tonella
2020; Riccio et al. 2021; Zohdinasab et al. 2023) for which semantic models exist: (1) senti-
ment analysis, (2) digit recognition, and (3) advanced driving assistance systems (ADAS).

Testing Scenarios Table 1 shows the characteristics of our testing scenarios. Semantic
representations are often domain-specific. For example, both sentiment analysis and digit
recognition are classification tasks, but the semantic modelings are different. In senti-
ment analysis, the words in a movie review are mapped to an embedding space whereas in
digit recognition, the bitmap of a MNIST handwritten digit (Deng 2012) is converted into
sequences of cubic Bézier curves (Farin 1983) defined by a series of control points, accord-
ing to the Scalable Vector Graphics representation. For advanced driving assistance, the
centerline of a road in a driving scenario is represented by Catmull-Rom cubic splines (Cat-
mull and Rom 1974), also specified by a sequence of control points.

The different testing levels also imply distinct interpretations of failures. For senti-
ment analysis and digit recognition, a failure is defined as the disagreement between the
output of the DNN under test and the ground truth, e.g., a misclassification of the movie
review or the handwritten digit. For advanced driving assistance, failures are identified by

Table 1 Testing characterization Sentiment analysis Digit Advanced
for three popular tasks often recognition driving
solved with DL systems assistance
Testing level =~ Model Model System
DNN task Classification Classification Regression
Test input Text Digit image Road in
a driving
simulator
Input to DL~ Word tokens Digit image Driving
system scenario
Semantic Words Control points Control
representation (image) points (road
center)
Failure Misclassification Misclassification Out of road
criterion bounds
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the misbehavior of the whole DL system, i.e., the autonomous vehicle, in response to the
outputs of the DNN, rather than isolated incorrect predictions on individual images. Fol-
lowing existing research (Ben Abdessalem et al. 2018), we evaluate whether a sequence
of'incorrect DNN predictions leads to a violation of the safety requirements of the system,
i.e., the vehicle driving out of the road, or a reduction of the driving quality (Jahangirova
et al. 2021).

Notably, unlike evolutionary fuzzing approaches, XMUTANT does not employ a continu-
ous fitness score to rank or retain test inputs. Instead, it solely relies on a binary failure
criterion to decide whether to keep a mutated input. The intention is to isolate and evaluate
the impact of XAlI-guided mutation alone, without the confounding effects of fitness-based
selection. This design also preserves flexibility for integrating XMUTANT into larger testing
frameworks that may employ their own prioritization or fitness metrics.

Algorithm 1 XMUTANT: XAl-guided Fuzzing

Input: DNN under test, set of test inputs 7', failure criterion, termination condition.
Output: Failure set

1 Initialize test inputs 7 with random individuals if 7 = (J;
2 Initialize failure set F' = ¢J;
3 while T # 0 or termination condition do
4 for each test input t in T do
Test DL system with the input 7;
if failure criterion not met then

S < GETSEMANTICREPRESENTATION(?) ;

e <« LOCALEXPLANATIONCOMPUTATION(?) ;

¢s < SEMANTICCONCEPTSELECTION(S, e) ;
10 d < MUTATIONDIRECTIONCOMPUTATION(S, e, c¢s) ;
11 S <« MUTATE(S, cs, d) ;
12 t < GENERATECONCRETEINPUTFROMSEMANTIC(S) ;
13 else
14 | Move ¢ from T to F;
15 end
16 end
17 end
18 return F;

e % 9w

Algorithm Algorithm 1 shows the main steps of XMUTANT. XMUTANT takes as input the DL
system, a set of test inputs 7, the failure criterion, and a termination condition, such as a time
budget or a number of generated inputs. XMUTANT produces as output a set F' containing
failure-inducing inputs on the DNN under test. The test inputs in 7 are used to test the DL
system. Initially, XMUTANT initializes the set of test inputs 7, e.g., by randomly selecting
seeds from a test dataset, when they are available (for sentiment analysis or digit recogni-
tion), or by randomly generating inputs if they are unavailable (for the advanced driving
assistance system). If an original test input ¢ produces a failure, it is discarded. The main
loop of the algorithm (Lines 7—12) retrieves the semantic representation S (Line 7), which
is a sequence of semantic concepts, and the local explanations e (Line 8), which will be used
for focused mutations. Then, a candidate semantic concept cs € S is selected for mutation
(Line 9), based on the area of highest attention indicated by the local explanation e, followed
by a mutation of the semantic concept in such area (Lines 10—11). Finally, the newly gener-
ated semantic-based representation is restored to the original input space (Line 12) and used
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for testing the DL system. In case of failure, the algorithm stores the evolved test input ¢ to
the failure set (Lines 14). Finally, the algorithm returns the failure set F.

3.1 XAl-guided Mutation Operator

XMUTANT ’s insight is to fuzz test input on the critical areas of the DNN attention to create
challenging inputs to the corresponding DL system and, consequently, trigger misbehaviors.
XMUTANT ’s mutation operator selects the semantic concept that is near a high-attention
region and, subsequently, performs a targeted mutation in such region.

XMUTANT ’s mutation operator comprises three steps: (1) computing the local explana-
tion (Line 8), (2) selecting the semantic concept to mutate (Line 9), and (3) determining
the mutation direction and applying mutation (Line 10, 11). First, XMUTANT uses an XAI
technique to compute local explanations associated with a DNN and its test instances (pro-
cedure LOoCALEXPLANATIONCOMPUTATION on Line 8). Typically, the explanation of the DNN
prediction for a given input has the same size as the input, with each dimension of the input
space corresponding to an explanation score. Second, XMUTANT selects the semantic con-
cept to mutate on the high-attention area of the local explanation (procedure SEMANTICCON-
CEPTSELECTION on Line 9), where an intermediate weight vector w is obtained and denotes
the importance of semantic concepts with dim(w) = dim(S). For textual inputs, the local
explanation corresponds directly to the semantic concept, hence selecting the semantic rep-
resentation is based on the explanation’s magnitude (i.e., w = e and dim(e) = dim(w)).
However, for model- or system-level imagery inputs, our approach needs to map the high-
dimensional explanations, onto the lower-dimensional semantic concept space through a
function f before the selection, i.e., w = f(e) and dim(e) > dim(w). To ensure diversity
of generated test inputs, XMUTANT randomly selects candidate semantic concepts cs based
on the weights w, where semantic concepts with higher weights have higher chances of
being chosen. Third, when a candidate semantic concept is selected, XMUTANT leverages
the local explanations to choose the mutation direction, aiming to maximize the mutation
effectiveness (Line 10).

XMUuUTANT applies the same XAl-guided fuzzing workflow across different DL applica-
tions, and it is configured according to the kind of input and semantic representation associ-
ated with the task under test (Table 1). We elaborate on the domain-specific configurations
in terms of semantic concept selection and mutation direction in the following sections.

3.2 Model-level Application on Textual Inputs

For textual inputs, the inputs to the DNN are tokens corresponding to the words. Therefore,
obtained explanations have the same dimensions as the semantic representation, i.e., words
(Algorithm 1: GETSEMANTICREPRESENTATION).

With model-agnostic XAI technique methods such as LIME (Ribeiro et al. 2016), the
feature attributions for each token can be computed directly. With gradient-based XAI
methods, however, the presence of a non-differentiable embedding layer in the DL model
under test, makes the gradient computation unavailable. To address this, we propose a cus-
tomized approach for interpreting such DL models. Let us assume that the embedding layer
mapping the input vector x consisting of L tokens in the embedding space of dimension N, is
a matrix of size RE*N . Then we take the following steps. First, we remove the embedding
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layer from the model under test to obtain the corresponding submodel. Second, we apply
gradient-based XAI methods to compute the explanation ¢ € RE*¥ in the embedding space
for the submodel, with each row vector é[i] € RY representing the explanation vector for
the corresponding token x[7]. Third, we map the explanation in the embedding space back to
the input space with summation (for Integrated Gradients) or norm operators (for Smooth-
Grad), e.g., e[i] = sum(€[i]) for each token x[i]. This process yields the local explanation
e with the same dimension as the input x, which XMUTANT later uses to guide mutations
(Algorithm 1: LOCALEXPLANATIONCOMPUTATION).

The explanations are used to derive a weight vector w over tokens, from which XMUTANT
samples one candidate concept c¢s (Algorithm 1: SEMANTICCONCEPTSELECTION). However,
the local explanations obtained for textual inputs differ in their characteristics depending on
the XAI method used. For instance, SmoothGrad captures the gradient information, indicat-
ing the sensitivity of the predictions to word variations (Fig. 1 (a)). In this case, the weight
vector consists of absolute gradient information. In contrast, LIME and Integrated Gradients
provide explanations on feature attributions, which represent the magnitude of the positive
(or negative) contribution of a word on the prediction, making them useful for guiding the
mutation direction (Fig. 1 (b)). In this case, the weight vector contains the raw explanations.

Regarding the actual mutation operation, we used two mutation methods available in the
literature (Zohdinasab et al. 2023): (1) replacing a word with its synonym obtained from
WordNet (Miller 1995), and (2) adding an “and” conjunction after an adjective (or adverb),
followed by a synonym of the adjective (or adverb). These operators are used to perturb the
selected token cs, resulting in a modified semantic input S (Algorithm 1: MUTATE). These
mutation methods ensure that the original meaning of the sentence is preserved, thereby
maintaining a high validity of generated test inputs.

During the fuzzing process, one of the mutation methods is selected at each iteration.
When the first mutation method is chosen, we apply it to the selected word cs, regardless
of the considered XAI method. This is because it is uncertain whether replacing a synonym
will increase or decrease the contribution of the selected word. In contrast, the second muta-
tion method enhances the semantics of the sentence by adding a synonym. Depending on
the explanation, XMutant decides whether to apply directional mutation (e.g., amplifying
or attenuating polarity) or random variation (Algorithm 1: MUTATIONDIRECTIONCOMPUTA-
TION). Therefore, for XAI methods that differentiate feature attributions (i.e., LIME Ribeiro
et al. 2016 and Integrated Gradients Sundararajan et al. 2017), we perform targeted muta-
tion by applying the second mutation method only to the word with opposite effects to the
prediction (e.g., we modify “promptly” to “promptly and quickly” but we do not modify
“overwhelmed” in Fig. 1), which helps to more effectively challenge the model under test.
For XAI methods that are not focused on explaining the feature attributions (i.e., Smooth-

<start> ...

and is overwhelmed by tyranny Local explanation by SmoothGrad Local explanation by Lime
Input: it's a fascinating film even a joke overwhelmed .
charming one in its macabre way no fascinating ]
but its message is no joke even joke | NN
Prediction: 98.18% positive fos g messagy —
macabre promptly [ ]
Method 1: ‘joke" to 'prank’ overwhelmed decide [}
its 1930s [}
Method 2: ‘promptly' to 'promptly and quickly" film prompted [
00 05 10 15 20 -02 -01 00 01 02 03 04
(a) (b)

Fig. 1 Example of movie review sentiment analysis case study (best viewed in color). (a) Local explana-
tion by SmoothGrad; (b) Local explanation by LIME
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Grad), we apply the second mutation method on the selected word, regardless of its effect
on the prediction.

After mutation, the modified semantic input is projected back into the concrete input
space—i.e., transformed into a full sentence—which serves as a new test case for the DL sys-
tem (Algorithm 1: GENERATECONCRETEINPUTFROMSEMANTIC).

3.3 Model-level Application on Imagery Inputs

For imagery inputs, the semantic representation S is extracted by converting the bitmap
image into a set of SVG control points (Algorithm 1: GETSEMANTICREPRESENTATION). The
local explanation, so-called heatmap, is itself an image with the same dimensions as the
original image, where pixels are highlighted based on the attention that the DNN under test
gives to each portion of the image (Algorithm 1: LOCALEXPLANATIONCOMPUTATION). The
subsequent selection of the candidate semantic concept to be mutated and the computation
of the mutation direction are based on a single heatmap H.

Figure 2 shows the different steps of the XMUTANT operator for a handwritten
MNIST (Deng 2012) digit image. Given an image, XMUTANT converts the bitmap rep-
resentation into an SVG representation to extract the semantic representation, i.e., a
sequence of control points (Fig. 2 (a)). Then, it computes the heatmap on this SVG repre-
sentation using an XAI method (e.g., Grad-CAM++ in Fig. 2 (b)); in the heatmap relevant
locations correspond to hot color intensities (e.g., red/yellow), whereas irrelevant loca-
tions correspond to cold color intensities (e.g., blue). The heatmap values are normalized
such that low-attention values are close to zero, while high-attention values are close to
one.

Selecting the candidate semantic concept cs, i.e., the control point cpy, for mutation
requires the computation of the weights corresponding to the control points based on the
heatmap (Algorithm 1: SEMANTICCONCEPTSELECTION). We evaluate two techniques in this
paper, based on square windows and clustering.

3.3.1 Square Windows Semantic Concept Selection

Square windows involve computing the weight of a control point by averaging the intensity
values within a square window centered on the control point (x, yx) (e.g., the red squares
in Fig. 2 (c)), according to the following equation:

Digit Heatmap Square-window clustering map Mutation Digit

: M .
(e) (L)

Fig. 2 XMuTaNT steps applied to the MNIST case study (best viewed in color). (a) SVG semantic-
based representation of a digit 3. Control points (i.e., semantic representation) are shown as red crosses;
(b) Heatmap generated by Grad-CAM++; (¢) Square windows centered on the control points; (d) Cluster-
ing on the local explanation (one cluster per control point); (¢) Control point selection (red cross marker)
and mutation towards the attention attractor of the cluster (green star); (f) Digit 3 resulting by mutating
the candidate control point

-0.75
-0.50
-0.25

l 0.00

@ )

@ Springer



102 Page 10 of 38 Empirical Software Engineering (2026) 31:102

W= ii (b, + (59 m

where d is the distance between the center of the square (xy, yx) and each side (and the
window size ws is given by ws = 2d + 1), while p,, € R? denotes the coordinates of the
control point in the heatmap. Subsequently, the weights w for each semantic concept are
normalized.

The square windows approach, although straightforward, involves choosing an appropri-
ate window size ws. When the window size is large, it can exceed the input’s boundaries or
have squares of different control points overlap. If the window size is small, large regions
of the local explanation might be uncovered, potentially missing some high-attention areas.
Additionally, this method does not provide any guidance for the direction of mutation, thus
the direction is determined randomly (Algorithm 1: MUTATIONDIRECTIONCOMPUTATION).

3.3.2 Clustering-based Semantic Concept Selection

To reduce reliance on hyperparameters and offer better spatial coherence, we also propose a
control point selection technique based on clustering. XMUTANT uses the k-means cluster-
ing algorithm (Wu 2012) to cluster pixels based on their values with the number of clusters
n to match the number of control points. We modified the typical k-means process by initial-
izing the centroids with the control points and limited the algorithm to a single iteration,
without convergence. Figure 2 (d) shows 13 clusters identified by different colors, one for
each control point. Then, XMUTANT computes the weight wy, for each control point cpy, as
the sum of the ratios between each pixel value in the cluster of cpy, and the distance between
the coordinates of the pixel and the respective control point:

m
w :iH[pﬂ with d¥ = max(1, ||p¥ — p,,. |) 2
k dk ) 7 > [1Pg pcp;c ’ ()

i=1 i

where my, is the number of pixels in the cluster of control point cpy, pf € R? denotes the
coordinates of i-th pixel in the cluster, and d¥ is the Euclidean distance between p¥ and the
coordinates of the control point in the heatmap (i.e., p,, ). To avoid division by zero when
P} = Py, » We set the lower bound of df to one.

Once the weights have been normalized and the control point cpy sampled (e.g., the con-
trol pointing the green cluster in the bottom-left corner of Fig. 2 (e)), XMUTANT mutates the
selected control point towards the attention attractor cy, (Algorithm 1: MUTATIONDIRECTION-
CoMPUTATION), which is defined as the center of intensity of the respective cluster, given by:

> i Hlpf]pf
== 3
o Zi:1 H[pf] 3

Finally, the new input is obtained by mutating c¢s toward the attractor cj, (Algorithm 1:
MUTATE, GENERATECONCRETEINPUTFROMSEMANTIC).
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Figure 2 (e) shows an example of how the selected control point in the green cluster (bot-
tom left) is mutated towards the respective attention attractor. This control point is marked
by a red cross and moves toward the green star, which represents the attention attractor of
the green cluster. The mutation direction is depicted by a black arrow extending from the
control point to the attention attractor, leading to a contraction of the high-attention area.
Figure 2 (f) shows the resulting digit after the mutation, where the control point in the
bottom-left corner of the image (see Fig. 2 (a)) has shifted further downward.

3.4 System-level Application on Logical ADAS Scenarios

As the ADAS processes a stream of images from a driving simulator, applying our approach
at an individual image level (as described previously for model-level testing) does not
effectively assist in selecting and mutating candidate semantic concepts, i.e., control points.
Instead, XMUTANT generates a series of heatmaps for each image perceived by the DNN,
and aggregates them to retrieve a semantic score that reflects the system’s overall perfor-
mance. This allows the selection of critical semantic components for mutation, following
the same fuzzing loop described in Algorithm 1.

Figure 3 shows the steps of XMuTaNT for the ADAS. The test input is a sequence of
control points located at the center of the road (Fig. 3 (a)), determining the shape of the two-
lane road that will be instantiated in the driving simulator (we assume the other environment
variables, such as weather conditions, as fixed). Once the road is instantiated, the DNN that
controls the vehicle takes as input the frames that are recorded by the onboard camera (Fig.
3 (b)) and outputs the driving commands (i.e., steering angles). Therefore, XMUTANT com-
putes the heatmaps of such camera frames, resulting in a sequence of heatmaps (Fig. 3 (c)).

To weigh the control points, we divide the road into segments extending from each con-
trol point to the road’s centerline (e.g., in Fig. 3 (a) there are three road sections). Each road
segment is initially linked to the control point at its start. This approach is based on pre-
liminary findings indicating that mutations at a control point predominantly affect the driv-
ing behavior in the section immediately following it. To aggregate sequences of heatmaps,
XMuTaNT computes the derivative of a heatmap VH, at a certain time step ¢ as the average
absolute difference between the pixels of two consecutive heatmaps H;_; and Hy:

w h
1 .. ..
VHo= 5 12 Wil ]~ Bl ] @
=1 5=

[Mr:0.7]

QA"‘» 1101# A

ﬁ 1. 02

Fig. 3 Steps for the ADAS (best viewed in color). (a) A road with 3 control points, or semantic repre-
sentation (red crosses). The road sectors are indicated as Roman numerals and separated by dashed cyan
lines; (b) A sequence of driving frames recorded by the vehicle’s camera; (¢) A sequence of heatmaps,
corresponding to the driving frames, generated by SmoothGrad; (d) Weights for each road sector and
associated semantic concept; (e) Control point selection (top-right) and mutation towards the right lane
(dashed yellow line indicates the new centerline); (f) Road resulting from the mutation of the control
point in sector 111
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Subsequently, the sampling weight wy, of the control point cpy, is given by the mean value of
all derivatives in the corresponding road section, i.e., wy = 1/my, > VHY, where my, is
the number of frames in a specific road section, and {HY, ..., H’fnk} denotes the heatmaps

in the road section associated to the control point cpy.

Indeed, existing work (Stocco et al. 2022) has shown that the derivative of a local expla-
nation is indicative of a poor-performing DNN. In this way, XMUTANT grants a higher
weight to road sections—and associated control points—where the driving behavior of
the DNN is more erratic (Algorithm 1: SEMANTICCONCEPTSELECTION). Consequently, by
mutating such control points in the corresponding road sections, XMUTANT is more likely to
generate a test input that induces more challenging driving conditions. For instance, in Fig.
3 (d), the road section with the highest mean derivative is road section III; in this example,
the corresponding control point in the top-right corner of Fig. 3 (e) is sampled.

Next, XMUTANT determines the mutation direction by considering the perpendicular line
to the road’s centerline at the candidate control point. Consequently, only two directions are
possible: moving the control point toward the right lane or the left lane (Algorithm 1: MUTA-
TIONDIRECTIONCOMPUTATION). To determine the appropriate mutation direction, we analyze
the series of heatmaps for the chosen road segment. XMUTANT partitions each local expla-
nation into two equally-sized sub-heatmaps, i.e., H[: w/2,:] and H[w/2 + 1 :,:] (where
the column separates start and end indices for each dimension of the local explanation).
XMuTaNT then calculates the difference in average intensity between the left and right sub-
heatmaps in the road segment. The mutation direction is chosen based on the side with the
highest average intensity (in Fig. 3 (e) the selected direction is the right direction). The
selected control point is then shifted laterally toward that direction (Algorithm 1: MUTATE),
resulting in a new and more challenging road configuration (Algorithm 1: GENERATECON-
CRETEINPUTFROMSEMANTIC), as visualized in Fig. 3 (f).

4 Empirical Study
4.1 Research Questions

We consider the following research questions:

RQ, (effectiveness): How effective is XMUTANT at finding misbehaviors?

RQ, (efficiency): How efficient is XMUTANT at finding misbehaviors?

RQ; (configuration): How do effectiveness and efficiency vary when considering dif-
ferent XAI algorithms? What is the best configuration of semantic concept selection and
mutation direction?

RQ, (validity): To what extent are the inputs generated by XMuTtanT valid and
label-preserving?

RQ; (comparison): How does XMUTANT compare with gradient-guided raw input
manipulation techniques?

The first research question (RQ;) assesses whether XMUTANT attains a high failure
rate. The second research question (RQ),) evaluates the efficiency of XMuUTaNT. The third
research question (RQ;) evaluates different configurations of XMUTANT obtained by vary-
ing the XAI algorithm, semantic concept selection, and mutation direction strategy. The
fourth research question (RQ,) studies the usefulness of the inputs that XMUTANT produces,
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both for automated input validators and human assessors. The final research question (RQs)
examines how XMUTANT compares to widely used gradient-guided raw input manipulation
techniques. Although these techniques differ in their primary objectives, generalization and
robustness testing are often confused since they share the same goal, i.e., DNN reliability.
Thus, we analyze and compare the generated inputs from our approach and those generated
by existing methods to provide evidence of the benefits of a semantic-based representation,
as test inputs generated by these distinct methodologies may form different manifolds in the
semantic space.

4.2 Objects of Study
4.2.1 Datasets and Models

IMDB Concerning sentiment analysis, we consider a DL system designed to classify the
sentiment (i.e., positive or negative) of movie reviews from the IMDB database (Maas et al.
2011). We use the DL system available in the replication package of existing work (Kao
2018), characterized by an embedding layer, an LSTM layer (Hochreiter 1997), and two
fully connected layers. The model achieves 85.25% accuracy on the test set.

MNIST Concerning digit recognition, the DL system classifies handwritten digits from the
MNIST dataset (LeCun et al. 1998). This DL system takes 28x28 greyscale images as input
and predicts the corresponding digit (the possible classes range from 0 to 9). In this paper,
we test the convolutional DNN architecture provided in the replication package of existing
work (Riccio and Tonella 2020). Architecturally, it is characterized by 2 convolutional layer,
a max-pooling layer, and two fully connected layers. The model achieves 98.99% accuracy
on the test set.

ADAS Concerning advanced driving assistance, the DL system controls a vehicle in the
Udacity simulator (Udacity 2017), a cross-platform driving simulator developed with Uni-
ty3D (Unity3d 2021), widely used in the ADS testing literature (Stocco et al. 2020; Riccio
etal. 2020; Jahangirova et al. 2021; Hussain et al. 2022). The DL system includes a DAVE-2
model (a DNN regressor), a Level 2 (ISO 2011) ADAS that performs the lane keeping func-
tionality from a training set of images collected when the driver is an expert human pilot, by
predicting the corresponding driving commands imitating the human driving behavior. We
obtained the trained DAVE-2 model and the simulator from the replication package of exist-
ing work (Biagiola et al. 2024). The model architecture includes three convolutional layers
for feature extraction, followed by five fully connected layers. The simulator supports the
creation of open-loop road tracks for testing ADAS models, including the ability to generate
and modify road topologies.

4.2.2 Comparison Baselines
To assess the guidance provided by our XAl-based approach, we compare XMUTANT
against DeepJanus, a popular semantic-based test generator (Riccio and Tonella 2020).

For the selection of semantic concepts and mutation directions, DeepJanus relies on a ran-
dom method that selects a candidate semantic concept for mutation based on a uniformly
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weighted probability. The mutation direction is task-specific. For IMDB, it applies one of
the mutation methods on a randomly selected semantic concept. For MNIST, the mutation
direction is sampled from the uniform distribution over 0 to 27. For ADAS, the mutation
direction is randomly selected from one of the two directions perpendicular to the road’s
curvature. To ensure a fair comparison, we applied the same extent value for mutation direc-
tion to both XMUTANT and DeepJanus ’s mutation methods. In our study, we sampled the
extent of MNIST from a uniform distribution over the interval [0, 1.2], and for ADAS we
adopted a fixed value 4, proportional to the road’s width 8. These values are determined
based on existing literature (Riccio and Tonella 2020; Biagiola et al. 2024).

Regarding raw input manipulation approaches, we selected popular approaches that use
gradients to guide the generation of adversarial inputs, i.e., FGSM (Goodfellow et al. 2014),
DeepXplore (Pei et al. 2017), and DLFuzz (Guo et al. 2018). For FGSM, we progressively
increased the perturbation intensity up to the 20% threshold, as higher intensities affect the
validity of the generated inputs (i.e., the original images were no longer recognizable due
to excessive noise or corruption). For DLFuzz and DeepXplore, we adopted the default set-
tings described in the original papers.

4.2.3 Metrics used for Analysis

Concerning RQ,;, we evaluate the effectiveness of the test generation technique by comput-
ing the cumulative failure rate observed under a given number of mutation iterations across
different configurations. The cumulative failure rate is obtained by dividing the number of
failures by the total number of inputs. For IMDB and MNIST, a failure is characterized
by the number of misclassifications. For ADAS, we measure the number of safety-critical
failures in terms of out of bounds (OOBs), which occur when the vehicle drives outside the
road’s drivable lanes during execution in the simulator.

Concerning RQ,, we evaluate the performance of XMUTANT by measuring the relative
efficiency with respect to DeepJanus. Particularly, relative efficiency is computed by inte-
grating the cumulative failure rates over the number of iterations to obtain the area under
the cumulative failure curve (AUFC). For each configuration and number of iterations, we
calculate the AUFC (Area Under the Failure Curve) and then divide it by the AUFC of our
comparison baseline. Considering computational time complexity, XMUTANT introduces an
additional overhead for computing local explanations compared to the baseline, while all
other components in the fuzzing loop introduce the same computational expense. To assess
its impact, we specifically evaluated the proportion of the XAl overhead relative to the
baseline’s average computation time per iteration. To measure computational cost, we com-
pute the XAl overhead, defined as the average time per iteration spent on local explanation,
normalized by the baseline (DeepJanus) iteration time:

Txm — Thaseli
XAI overhead = UTANT aseline

Tbaseline
To jointly assess these two aspects, relative efficiency and computational cost, we also

report a composite efficiency metric, which adjusts the relative AUFC by factoring in the
per-iteration overhead, i.e.,
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relative efficiency
1 4 XAI overhead

composite efficiency =

offering a more operational view on real-world efficiency under time constraints.

Concerning RQ;, we assess the effectiveness and efficiency of each configuration of
XMUTANT using the metrics used for RQ, and RQ,. In RQ,, we present the validity rates for
both automated input validation and human evaluation, along with the label-preservation
rates as judged by human assessors.

In RQs, we evaluate efficiency and effectiveness of competing approaches, by calculating
the number of misclassified inputs divided by the total number of original seeds, and the
total elapsed time divided by the number of misclassified inputs. We also adopt two met-
rics to evaluate the realism of generated inputs. The density and coverage metrics (Naeem
et al. 2020) measure how well the generated inputs align with real data distribution, using
k-nearest neighbors to define local manifolds. Particularly, coverage quantifies the propor-
tion of real points with nearby generated points, while density reflects the concentration of
generated points around the original test inputs. Following the reference implementation in
Dola et al. (2024) we set k = 5.

4.2.4 Configurations

We evaluate a total of 24 configurations, designed to systematically assess the impact of the
core components (XAl algorithm, the semantic concept selection method, and the mutation
direction) of XMUTANT for the purpose of ablation-style analysis.

For IMDB, XMuTANT uses three XAl algorithms (SmoothGrad Smilkov et al. 2017,
LiME Ribeiro et al. 2016, and Integrated Gradients Sundararajan et al. 2017) and two muta-
tion methods from the literature, namely synonym replacement and addition (Zohdinasab
et al. 2021).

In the MNIST classification task, XMUTANT uses three XAl algorithms (SmoothGrad
Smilkov et al. 2017, Grad-CAM++ Chattopadhay et al. 2018, and Integrated Gradients
Sundararajan et al. 2017) and two strategies (square windows and clustering). For square
windows, we use a window size value of ws = 3, which was found appropriate during pre-
liminary experiments (e.g., such value does not lead to the creation of square windows that
exceed the input boundaries), as presented in Appendix A.1. For mutation direction, XMu-
TANT relies on random selection due to the absence of attractor information. The clustering
strategy allows for the mutation direction to be chosen either towards the attention attractor
or randomly, thereby isolating the effect of mutation direction. Additionally, following pre-
vious works (Fong and Vedaldi 2017; Selvaraju et al. 2017), XMUTANT pre-processes the
heatmap to discard low-intensity values and filter out the noise using a threshold € = 0.1,
improving stability of semantic selection.

For the ADAS regression task, XMUTANT uses three XAl algorithms (SmoothGrad
Smilkov et al. 2017, Grad-CAM++ Chattopadhay et al. 2018, and Integrated Gradients
Sundararajan et al. 2017). Following existing literature, it adopts the heatmap derivative
function method from ThirdEye (Stocco et al. 2022) to aggregate consecutive heatmaps
into a single score. Considering the mutation direction, XMUTANT uses three strategies (the
attractor mutation direction does not apply to ADAS). The first strategy determines muta-
tion directions by identifying the lane receiving the most focus (High). For instance, if the
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heatmaps indicate higher attention on the right lane, the mutation direction chosen is to the
right. In contrast, the second strategy involves mutation directions in lanes receiving the
least focus (Low). For example, if the heatmaps reveal the right lane as receiving the most
focus, the mutation direction is set to the left. The final strategy adopts a random approach
to select the mutation direction (i.e., either left or right).

These controlled variations across tasks and configurations enable us to analyze the con-
tribution of each component in guiding semantic-based fuzzing.

4.2.5 Procedure

Concerning RQ,, RQ,, and RQ;, the evaluation procedure is as follows.

For IMDB, we randomly select 200 movie reviews from the original IMDB test set.
We discard 26 reviews that are misclassified before mutation. For MNIST, we randomly
select 2,000 digits from the original MNIST test set, uniformly distributed for each class.
We run the classifier to ensure that all original seeds are correctly classified. We discard 23
digits identified during this screening task and evaluate the remaining seeds. For ADAS, we
randomly generate 60 test inputs (i.e., roads) with the following characteristics: maximum
curvature 70 degrees and 12 control points to avoid too many invalid roads and ensure the
variety of choice during mutation (Biagiola et al. 2024). As a sanity check, we ensured that
the trained DAVE-2 model drives all roads in the simulator successfully. As a result, we dis-
card 5 roads that trigger misbehaviors before any mutations. We execute each configuration
of XMutaNT and DeepJanus, using a budget of 100 iterations for IMDB, 1,000 for MNIST,
and 30 for the ADAS. This upper bound value was found through experimentation to be
adequate for convergence of either XMUTANT or DeepJanus.

Concerning RQ,, we assess the validity of XMUTANT ’s output using automated vali-
dators and questionnaires for human assessment. Particularly, for IMDB, we perform the
validity check using ChatGPT (OpenAl 2024), a state-of-the-art large language model. For
textual inputs, manual validation is inherently subjective and can lack consistency. Addi-
tionally, the workload for manual evaluation is significant, potentially leading to decreased
evaluation quality. Large language models like ChatGPT, on the other hand, provide a via-
ble automated solution for validation and are increasingly regarded as reliable as humans for
comprehending and explaining small chunks of text, such as those produced by XMutant for
IMDB, as highlighted by recent studies (Wang et al. 2025; Zheng et al. 2023).

We used ChatGPT-40-mini (OpenAl 2024) since it is cost-efficient and shows strong
performance on textual intelligence and reasoning tasks. We append the textual input (to be
classified) to the following prompt “Assume you are a sentiment classifier, given a text of
a movie review removing Stopwords and Punctuations. Please only reply ‘positive’, ‘nega-
tive’, or ‘invalid’if the sentence does not make sense.”. Due to the inherent randomness of
ChatGPT, we repeated the validity assessment five times for each input and reported the
average score.

For MNIST, we randomly select 200 misclassified inputs produced by the best configura-
tion of XMUTANT and the DeeplJanus baseline. We assess the validity of XMUTANT ’s and
DeepJanus ’s output using SelfOracle (Stocco et al. 2020), a distribution-aware input vali-
dator for imagery data, which has shown high agreement with human validity assessment
in a large comparative study about test input generators for DL (Riccio and Tonella 2023).
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We obtained the trained model of SelfOracle for MNIST from the replication package of
the paper by Riccio and Tonella (2023). We applied SelfOracle to reconstruct all failure-
inducing images by each variant of XMuTaNT and DeepJanus using the same rate of false
alarms as the original study (¢ = 0.05%). We also evaluate validity and label preservation
with human assessors. We conducted a questionnaire where 10 participants were asked to
identify a digit, with choices ranging from 0 to 9, or to indicate if it was unrecognizable as a
digit. This method allowed us to assess both the validity (if the response is a digit) and label
preservation (if the response matches the intended label).

For ADAS, we did not perform any automated or manual validation of the roads, as
our test generation process filters out invalid roads by ensuring they meet specific criteria:
(1) the start and end points are different; (2) the road is contained within a square bounding
box of a predefined size (specifically 250 x 250), and (3) there are no intersections.

Concerning RQs, we conduct the comparison only for the image classification task, as
the comparing techniques do not apply to textual inputs and logical driving scenarios. We
use the same original 2,000 seeds for all techniques, for which we compute the effective-
ness and efficiency metrics. For coverage analysis, we randomly selected 50 generated fail-
ure-inducing inputs per class, totaling 500, to ensure that coverage-related metrics are not
affected by various population sizes. However, for DeepXplore, we only obtain 44 gener-
ated inputs out of 2,000 original seeds, so we analyze all available samples.

Since our analysis prioritizes semantic similarity instead of pixel-wise similarity, we
conduct coverage analysis in an embedding space that captures high-level semantic fea-
tures. We use a pretrained VGG16 model on ImageNet as an embedding extractor, as
it has demonstrated 100% accuracy in MNIST classification through transfer learning
(Kothari 2020), confirming its ability to capture relevant digits features. The 512-dimen-
sional embedding vectors are then visualized by reducing their dimensionality using prin-
cipal component analysis (PCA), to show the overlap between generated and real data
distributions.

4.3 Results
4.3.1 Effectiveness (RQ,)

Concerning effectiveness (RQ),), Table 2 presents the effectiveness result (cumulative fail-
ure rate) for all configurations of XMuUTANT and DeepJanus as the baseline, for all case
studies (IMDB, MNIST, and ADAS), over different iterations. For all case studies, all con-
figurations of XMUTANT outperform the baseline, regardless of the iteration considered.
We assessed the statistical significance of the differences in the cumulative failure rate
between XMUTANT and the baseline using the non-parametric Mann-Whitney U test (Wil-
coxon 1945) (with o = 0.01) and the magnitude of the differences using the Cohen’s d
effect size (Cohen 1988). The differences were found to be statistically significant (p-value
<0.01), with varying effect sizes.

RQ;: The guidance provided by the XAI allows XMUTANT to generate significantly
more failure-inducing inputs than DeepJanus (up to +208% for sentiment analysis, up to
+125% for digit recognition, and +27% for system-level advanced driving assistance).
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Table 2 Results for Effectiveness (RQ;). Values indicate the Cumulative Failure Rate [%] over different
Iterations. P-values with statistically significant differences are boldfaced

Iterations SmoothGrad LIME Integrated Gradients DJ
IMDB 20 21.84 32.18 31.03 9.77
40 39.08 50.57 56.90 17.82
60 46.55 62.64 66.67 24.14
80 50.57 69.54 73.56 28.74
100 54.60 76.44 75.86 32.18
p-value  6.93E-18 1.17E-17 7.90E-18 -
effect large large large -
size
SmoothGrad Grad-CAM++ Integrated Gradients DJ
Clustering SW Clustering SW Clustering SW -
Iterations Attractor Ran- Ran-  At- Ran- Ran-  At- Ran- Ran- -
dom dom tractor dom dom  tractor dom  dom
MNIST 200 77 24 24 74 21 22 60 27 26 15
400 94 47 45 94 46 45 80 51 47 35
600 97 62 60 98 60 61 87 66 61 51
800 98 71 69 99 70 73 90 76 71 62
1000 99 78 76 99 77 80 92 82 77 70
p-value  4.94E- 1.09E- 3.46E- 2.57E- 1.19E- 2.10E- 4.86E- 7.03E- 7.05E- -
165 164 165 164 161 164 165 165 165
effect large small small large small small large me- small -
size dium
SmoothGrad Grad-CAM++ Integrated Gradients DJ
Iterations Random Low  High Ran- Low High Ran- Low High -
dom dom
ADAS 10 65 60 67 75 87 75 64 65 58 51
20 89 82 84 95 93 95 87 85 85 75
30 91 89 95 95 95 95 95 87 89 84
40 95 89 95 95 95 95 95 93 95 95

p-value 8.23E-08 5.26E- 1.05SE- 1.07E- 1.10E- 1.09E- 1.0SE- 1.54E- 1.07E- -

06 07 07 07 07 07 07 07
effect small small small me- me- me- small small small -
size dium  dium  dium

4.3.2 Efficiency (RQ,)

Concerning performance (RQ,), Table 3 presents (1) the relative efficiency, i.e., the ability
to induce failures quickly, measured by the relative AUFC w.r.t. DeepJanus; (2) the XAI
overhead, i.e., the additional per-iteration cost introduced by XAI computations as a ratio
of the baseline’s average computation time per iteration; and the joint metric composite
efficiency, which reflects the real-world time effectiveness by balancing AUFC gains and
computational costs. Regardless of the XAl overhead, all configurations of XMUTANT were
producing misbehaviors faster than the baseline, as evidenced by the relative efficiencies
regarding DeepJanus as the relative efficiencies are greater than 1. The results hold for all
case studies. Considering the XAI overhead, LIME is extremely time-consuming since it
requires estimating a surrogate model, making it unsuitable for test generation. 17 out of 21
configurations of XMUTANT with other XAI methods remains more efficient than DeepJa-
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Table 3 Results for Efficiency (RQ,). Values indicate the Relative Efficiency (AUFC Ratio) over different
Iterations, followed by XAI Computation Overhead and composite time-to-failure efficiency compared to
the DeepJanus. The Iteration used for the computation of composite efficiency is underlined. The composite
efficiency values outperforming baseline are boldfaced

Iterations SmoothGrad LIME Integrated Gradients DJ
IMDB 10 1.93 1.44 2.05 1
20 2.08 2.31 2.71 1
40 2.12 2.82 3.05 1
100 1.90 2.74 2.59 1
XAl 0.35 236.63 1.47 0
overhead|
Composite 1.57 0.01 1.23 1
Efficiency?
SmoothGrad Grad-CAM++ Integrated DJ
Gradients
Clustering SW Clustering SW  Clustering SW -
Iterations Attractor ~ Random Random At- Ran- Ran- At- Ran- Ran- -
trac- dom dom trac- dom dom
tor tor
MNIST 100 1.00 1.83 211 - 1.03 132 554 206 215 1
4.81
200 6.37 1.77 1.82 554 132 148 492 200 197 1
400 4.03 1.52 1.47 384 134 136 326 1.67 157 1
1000 2.12 1.23 1.20 209 1.19 121 186 132 123 1
XAl 0.87 0.87 0.87 0.79 0.79 0.79 0.52 0.52 052 0
overhead|
Composite 3.74 0.98 1.13 2,69 0.58 074 3.64 136 141 1
Efficiency?
SmoothGrad Grad-CAM++ Integrated
Gradients
Iterations Random Low High Ran- Low High Ran- Low High -
dom dom
ADAS 5 2.00 2.20 2.87 _ 2.53 2.07 213 2.60 1
2.80 2.53
10 1.35 1.36 1.69 1.86 1.78 1.60 1.57 1.60 1.56 1
20 1.31 1.21 1.36 1.47 1.53 148 130 130 132 1
40 1.15 1.09 1.18 123 125 123 1.16 1.12 1.14 1
XAl 0.19 0.19 0.19 0.16 0.16 0.16 0.16 0.16 0.16 0
overhead|
Composite 1.68 1.85 2.41 241 2.18 1.78 1.83 2.18 2.24 1
Efficiency

nus, even when the overhead is accounted for, reported by the composite efficiencies larger
than 1. Besides, in system-level ADAS testing, XAl computations constitute a relatively
small portion of the total execution time, as executing the driving simulation is computa-
tionally expensive. These results show XMUTANT ’s time-efficiency, especially for complex
system-level testing settings.

RQ;: XMUTANT is faster than DeepJanus at exposing failure-inducing inputs for DL
systems (ranging from 2x to 7X times faster for model-level sentiment analysis and digit
recognition, and 2 faster for system-level advanced driving assistance).
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4.3.3 Configuration (RQ;)

Concerning the configurations of XMUTANT (RQ;), in the case of IMDB, when XMUTANT
is equipped with XAI methods that explain the feature attribution (Integrated Gradients
and LIME), it outperforms the baseline both in terms of cumulative failure rate and relative
efficiency. However, since the computation time by LIME has shown to be computationally
expensive, the configuration using Integrated Gradients is more practical for real-world
scenarios.

For MNIST, the performance of XMuUTANT shows negligible differences in both cumula-
tive failure rate and relative efficiency, regardless of the XAl method used, when relying
on different control point selection strategies such as Clustering or Square Windows. These
configurations consistently achieved a cumulative failure rate over 75% after 1,000 itera-
tions. Notably, when equipped with clustering-based control point selection and random
mutation direction, Integrated Gradients proved to be the best configuration. However, the
introduction of a mutation direction towards the attractors of the heatmaps significantly
enhances XMUTANT effectiveness. All XAl methods, aside from Integrated Gradients,
reached a failure rate of 70% in less than 200 iterations. This performance is on par with
that achieved by DeepJanus over 1,000 iterations.

Concerning the ADAS task, the relative efficiency of various configurations with XMu-
TANT is approximately twice that of the baseline. However, combining with heatmap-guided
mutation direction did not significantly enhance XMUTANT. Among four different XAI
methods, GradCAM-++ performed best, achieving a 95% cumulative failure rate in only 15
iterations.

RQj3: For model-level digit recognition, the best configurations of XMUTANT are Smooth-
Grad, and Grad-CAM++ equipped with clustering selection and mutation towards the
Attractor. For system-level advanced driving assistance, the best configurations of XMU-
TANT are Grad-CAM++ with the Random mutation or towards the High attention lane.

4.3.4 Validity (RQ,)

Figure 4 reports the validity rate for IMDB and MNIST. Figure 4 (a) presents the validity
assessment by ChatGPT, including the mean and variance due to ChatGPT’s inherent ran-
domness. All configurations of XMUTANT and DeepJanus maintain a high validity (above
89%) and preservation rate (above 75%) with relatively low deviations since the adopted
mutation methods are considered conservative and can preserve the input semantics. Deep-
Janus has a slightly higher preservation rate as it was assessed on a smaller set of inputs
(Table 4.3).

For the automated validator of MNIST, we only report the best configurations found
in the previous research questions, namely SmoothGrad Clustering Attractor and Grad-
CAM-++ Clustering Attractor. The plot (Fig. 4 (b) top) shows that the validity rate for the
DeepJanus steeply decreases with the increasing number of iterations. This is expected
because DeepJanus produces out-of-distribution inputs if random mutations are applied an
excessive number of times (particularly after 200 iterations). Differently, all configurations
of XMUTANT produce failure-inducing inputs that are regarded as in-distribution for SelfOr-
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MNIST: Validity by SelfOracle
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Fig. 4 Validity and preservation rates for sentiment analysis (left) and digit recognition (right)

acle. It is important to notice that the validity rate for XMUTANT stabilizes at 95% (the used
validity threshold in SelfOracle), which indicates that the distribution of the misclassified
inputs generated by XMUTANT highly overlaps with the distribution of the original testing
dataset of MNIST. This is attributed to the XMUTANT ’s ability to generate failure-inducing
inputs by modifying the original digits slightly, within minimal targeted modifications due
to the XAl guidance.

Figure 4 (b) (bottom) reports, at varying iteration steps, the validity and label preservation
rates by the human assessors. The plot shows the average value and the variance between
assessors. The results from the human assessment differ from those of the automated detec-
tor. XMUTANT still outperforms DeepJanus, with its validity and label-preserving rate con-
verging around 0.9 and 0.7, respectively, after 300 iterations. In comparison, DeepJanus ’s
validity and label preservation rate are lower than that of XMUTANT and exhibit a downward
trend.

RQ4: The failure-inducing inputs by XMUTANT are regarded as valid in-distribution
inputs, according to state-of-the-art automated input validators. Moreover, they exhibit
a high validity rate (~90%) and label preservation rate (~=70%), according to human
assessors.

4.3.5 RQ; (Comparison)

Table 4 shows, for the various techniques, the results for effectiveness, efficiency, density,
and coverage. In this analysis, we studied the best performing configuration of XMUTANT
(Grad-CAM++ in combination with Clustering and Attractor). XMUTANT outperforms all
other gradient-guided methods also in terms of efficiency and effectiveness. DeepXplore
generates a low amount of failures since it only inserts noise in the upper-left occlusion
window of the image.

Figure 5 shows that adversarial techniques exhibit a significant shift in the second princi-
pal component (PC2) in the PCA space, while the first principal component (PC1) remains
relatively aligned with the original data. The failure-inducing inputs generated by XMu-
TANT generally adhere to the original distribution and fill in sparsely populated regions of
the original distribution (towards the right part). PC1 captures global features such as over-
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Table 4 Comparison of XMutant

- ' : Technique Effectiveness  Efficiency (s)  Density Coverage
and gradient-guided adversarial

. DLFuzz 60.10% 0.65 02156  0.34
testing methods

FGSM 43.80% 0.37 0.0104  0.05

DeepXplore  0.02% 76.84 0.2591  0.11

XMUTANT 74.15% 0.33 0.3824 0.41
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Fig.5 Semantic space visualization of generated inputs by different techniques

all brightness and coarse-grained structure, whereas PC2 is more sensitive to local features
such as texture details. Despite minor pixel modifications, RIM techniques seem to generate
radically different images in the PCA space. It can be observed that the density and coverage
are generally consistent with the PCA visualization, indicating that the inputs generated by
the XMUTANT are closest to the original distribution.

Figure 6 compares the input produced by XMUTANT and the other three raw input manip-
ulation methods (DLFuzz, FGSM, and DeepXplore). These pixel-level fuzzing approaches
inject different patterns of noise, either in the global background or locally focused on some
specific areas, while largely preserving the semantic content of the input (the shape of the
digit) from the original seed. In contrast, XMUTANT operates on a semantic input representa-
tion, modifying the shape of the digit through control-point mutations. This leads to func-
tionally new and visibly distinct test inputs challenging the model under test.

RQs5: XMUTANT outperformed 3 gradient-guided adversarial testing methods on four
metrics. The failure-inducing inputs by XMUTANT are able to better cover the original
distribution in semantic space.

4.4 Threats to Validity
4.4.1 Internal validity

We conducted comparisons between all variants of XMUTANT and the baseline within the
same experimental framework, using identical benchmarks. A potential internal validity is
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DLFuzz FGSM XMutant

Original Seed DeepXplore

Fig. 6 An example of generated failure-inducing inputs by raw input manipulation techniques and
XMUTANT

our implementation of the scripts used to assess these results, which have undergone exten-
sive testing. Additionally, regarding the ADAS model and the simulation platform, we uti-
lized artifacts available from the replication packages of prior studies (Biagiola et al. 2024).

4.4.2 External validity

The limited number of DL systems in our evaluation poses a threat in terms of the gener-
alizability of our results. To mitigate this, we considered DL systems addressing different
tasks, input data, and testing levels. For the local explanation methods, we considered
a limited number of XAI methods. To address this threat, we selected XAl algorithms
from diverse families (e.g., surrogate, gradient, and saliency-based methods). Our results
show that XMUTANT consistently outperforms the baseline regardless of the XAI method
used. However, it is important to note that the optimal choice of the XAI algorithm is
domain-specific.

5 Qualitative Analysis

We analyzed some of the failures qualitatively to understand the reasons why the local
explanations are able to guide the mutation process effectively. We focused our analysis on
the digit recognition and advanced driving assistance systems.

5.1 Qualitative Analysis of Digit Recognition

For model-level digit recognition, we investigate the underlying relationship between
model confidence and heatmaps by observing how they change with different mutation
configurations. Since heatmaps are high-dimensional matrices, we employ two metrics to
extract relevant information. The first metric is the average intensity, for which we have
to remove the normalization applied during local explanation computation to restore the
original data. The second metric is Shannon’s entropy (Shannon 1948), which captures
the level of disorder in the heatmap. A lower entropy value suggests more concentrated or
structured intensity patterns, whereas a higher entropy value indicates a more uniform dis-
tribution of intensity values. The first metric reflects the raw intensity comparison across
a series of heatmaps, while the second metric quantifies internal variations within a single
heatmap.

We analyzed two XAI methods, SmoothGrad and Grad-CAM++ (Fig. 7), selecting
three mutation configurations guided by the same seed. The first observation is related
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Fig. 7 Qualitative analysis for MNIST by SmoothGrad (top) and Grad-CAM++ (bottom)

to gradient attenuation, as the mean intensity of both methods decreases with the con-
fidence, especially those driven by XMUTANT. Notably, Grad-CAM++ ’s mean inten-
sity drops significantly, thus it is visualized in a logarithmic scale. Since SmoothGrad
reflects gradients across the entire model, the gradient attenuation is less pronounced w.r.t.
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Grad-CAM++, which instead focuses on local gradients at the last convolutional layer,
directly exposing the gradient attenuation in this layer and resulting in a more pronounced
decline. Our second observation is related to entropy degradation. The inputs generated
by XMUTANT cause the entropy to increase when the confidence decreases, indicating that
the DNN progressively loses its focus. This phenomenon is also more observable with
the mutation guided by XMUTANT equipped with SmoothGrad, since it generates noise-
averaged gradients, whereas the entropy of heatmap generated by Grad-CAM++ appears
noisy.

5.2 Qualitative Analysis of ADAS

For system-level advanced driving assistance, we considered three configurations of XMu-
TANT—Grad-CAM++ (Random), Grad-CAM++ (High)—and further analyzed the driving
quality degradation before/after mutation.

Additionally, to allow a fine-grained comparison across approaches for ADAS, we
assess the driving quality degradation (DQD) of the lane-keeping model using two met-
rics (Jahangirova et al. 2021): (1) the maximum CTE value (cross-track error, i.c., the
lateral position of the vehicle w.r.t. the center road) and (2) the Euclidean norm of the
steering angle output in the segment of the road affected by the mutation. We record the
driving data on the road segment relevant to the candidate control point and derive the
driving quality value by applying the selected norm to the raw driving data. Consequently,
we calculate DQD by subtracting the pre-mutation driving quality from the post-mutation
driving quality.

For each technique, we considered 6,622 pairs of pre- and post-mutation driving quality
quantities, involving the maximum CTE value and the Euclidean distance of steering angle
in the mutated road segments.

Figure 8 depicts the distribution of DQD, i.e., the subtraction of driving quality pairs.
DeepJanus produces only minor variations, with smaller means and a tighter distribution,
with its median closely aligned with symmetry around zero. On the other hand, the muta-
tions led by XMUTANT result in larger mean and variance values for DQD, as well as more
data points distributed in areas with high values, indicating a higher driving quality degrada-
tion due to more challenging road topologies. Within each approach, we conduct the above-
mentioned statistical test over the driving quality distributions before and after mutation.
The differences in the quality of driving before/after mutation were found to be statistically
significant according to the non-parametric Mann-Whitney U test (Wilcoxon 1945) (p-value
< 0.01), which is not the case for the DeepJanus approach.

-0.25 0.00 0.25 0.50 0.75
1 1 1 1

\ DQD of Steering Angles

— — =
Deepjanus =~ [ Steering \ +/ IR BN
v B I —
Grad-CAM++ random \/'I'/ +
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Fig. 8 Distributions of Driving Quality Degradation (DQD) based on CTEs/steering angles
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6 Discussion

XAl for DL Test Generation In common practice, XAI’s explanations are used qualitatively
by humans to understand how a DNN processes the inputs. However, in our research, we
use them quantitatively, under the assumption that they contain relevant information related
to the behavior of DNNs (Samek et al. 2017; Tjoa et al. 2009). Our experiments showed the
effectiveness brought by XAl in guiding semantic-based fuzzing, as focusing on the area of
attention led to faster discovery of misbehaviors while retaining their validity, as the muta-
tions are more focused and less disruptive.

Although different XAI methods may vary significantly in their quality and behavior,
particularly in terms of established evaluation metrics such as faithfulness and sensitiv-
ity (Li et al. 2021; Adebayo et al. 2018), our results demonstrate that XMUTANT consistently
improves failure discovery across most configurations. This suggests that XMUTANT does
not require the explanations to be fully accurate or faithful, but rather benefits from the
heuristic signal provided by these explanations to increase the likelihood of failure-inducing
inputs. This is due to the nature of fuzzing itself, which is inherently exploratory and toler-
ant of imperfect guidance. Therefore, XMUTANT remains robust even when the underlying
XAl techniques vary in their quality and behavior.

Additionally, understanding the characteristics of these explanations by different XAI
methods is crucial for XMUTANT to leverage them for effective mutation selection and direc-
tion. For example, attribution-based methods are particularly useful for determining muta-
tion direction, while sensitivity-based methods are helpful to guide selection toward more
influential input components. XMUTANT adapts its mutation strategy accordingly to accom-
modate these differences in explanation semantics.

The results of this study showed the significant benefits of utilizing XAl for semantic-
based fuzzing. XAl enables the identification of DNN’s misbehaviors while ensuring that
the tests remain valid and relevant to the original input domain, thanks to the semantic
representation and focused test generation. Although the generation of local explanation
introduces additional computational overhead, our findings suggest that the trade-off is jus-
tified. Our effectiveness results, even for complex applications such as advanced driving
assistance systems, indicate that the benefits of XAl in failure exposure outweigh the costs
of computing heatmaps. Our experiments suggest that incorporating XAl (except for the
model-agnostic XAI method LIME) into the testing workflow is beneficial. Additionally,
the adopted open-source XAI methods can be further optimized for efficiency by paral-
lelizing multiple backpropagations or DNN inferences. We will evaluate this aspect in our
future work.

XMurtanT s Configurations All configurations of XMUTANT are stable in terms of effective-
ness across all iterations but our study shows that the choice of the optimal XAI algorithm
is task-specific.

For model-level sentiment analysis, both LIME and Integrated Gradients can generate a
significant amount of failures, as their explanations differentiate between the positive and
negative impacts of semantic concepts, allowing for applying targeted mutations. However,
due to LIME ’s high computational cost, Integrated Gradients is the most suitable candidate
for XMUTANT in practice for textual inputs. For model-level digit classification, all XAI
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algorithms are effective, with SmoothGrad (Clustering Attractor) showing the best results.
We believe this is associated with its more direct method of reflecting gradient information
within the input space, which significantly influences the DNN’s outcome during model-
level testing. For system-level automated driving assistance, our findings indicate that Inte-
grated Gradients did not provide benefits compared to the baseline. Conversely, CAM-based
algorithms proved highly effective and efficient if a low testing budget was available. How-
ever, in system-level testing, it is challenging to identify a reasonable direction for mutation,
due to cumulative uncertainty and flakiness of the system (Amini et al. 2024). This results in
targeted mutations (High versus Random) being less effective and offering limited guidance
since the system may exhibit different behaviors across consecutive test runs.

XAl-guided Tests Preserve Validity and Original Distribution Semantics Thanks to the usage
of semantic-based input representation (i.e., a model), XMUTANT generates failure-inducing
inputs while retaining the essential properties of validity and label accuracy. As a result, the
generated inputs show a more natural distribution in the embedding space while exhibiting
functional novelty, serving as an effective mean to evaluate the model’s generalization abil-
ity. In summary, our initial exploration into the usage of XAl for enhancing semantic-based
test generation has proved very promising. By carefully selecting and applying the most
appropriate XAl methods, it is possible to significantly improve the efficiency and effective-
ness of the testing process of complex DL systems.

7 Related Work

With the increasing application of DL to safety-critical domains such as autonomous during,
XAI algorithms represent one of the default options to debug the predictions and failures of
a DL system. In this section, we focus on the main related propositions.

7.1 Test Generation for Deep Learning Systems

The three main families of DL test generation are semantic-based input representation, raw
input manipulation, and latent space manipulation.

Semantic Input Manipulation (SIM) techniques leverage a semantic representation of the
input domain (e.g., a model) to generate test inputs, similar to conventional model-driven
engineering practices that uphold compliance with domain-specific constraints (Abdessa-
lem et al. 2018; Ben Abdessalem et al. 2016, 2018; Gambi et al. 2019; Riccio and Tonella
2020; Neelofar and Aleti 2024; Stocco et al. 2023b, a). The manipulation occurs on the
model, which is subsequently reconverted to the original format (Larman et al. 1998). SIM
techniques operate within a restricted input space, specifically the control parameters of
the model representation. These techniques enhance the realism of the produced outputs by
implementing appropriate model constraints.

Several search-based SIM approaches have been applied to DL-based image classifi-
ers. DeepHyperion (Zohdinasab et al. 2021) uses the MAP-Elites Illumination Search algo-
rithm (Mouret and Clune 2015) to explore the feature space of the input domain and identify
misbehavior-inducing features. DeepMetis (Riccio et al. 2021) a SIM approach that gener-
ates inputs that behave correctly on original DL models and misbehave on mutants obtained
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through injection of realistic faults (Humbatova et al. 2020), which can be useful to enhance
the mutation killing ability of a test set. DeepJanus (Riccio and Tonella 2020) is the SIM
approach most related to this work since it performs model-based testing of DL systems.
Therefore, we performed an explicit empirical comparison with the DeepJanus approach in
this work.

To the best of our knowledge, no XAI information is used in existing semantic-based
tools to guide test generation. As such, they can be used in conjunction with XMUTANT to
improve their effectiveness.

Raw input manipulation (RIM) techniques involve modifying an image’s original pixel
space to create a new input by perturbing the pixel values (Lambertenghi et al. 2025). RIM
techniques aim to produce minimal, often imperceptible changes to original to trigger
misbehaviors in the DL system. These methods target different aspects of testing, such as
data augmentation or adversarial attacks, which are not directly aligned with our goal. Our
method is a functional test generator, differing from adversarial testing in both goals and
techniques. Functional testing creates new, valid, in-distribution inputs to evaluate a DNN’s
generalization. In contrast, adversarial testing adds minor perturbations to original inputs to
test robustness. However, for completeness, we describe the main propositions next.

DeepXplore (Pei et al. 2017) employs various techniques, including occlusion, light
manipulation, and blackout to cause misbehaviors. These perturbations are intended to
improve neuron coverage within the DL system. DLFuzz (Guo et al. 2018) introduces
noise to the seed image to increase the likelihood of system misbehavior. DLFuzz generates
adversarial inputs for DL systems without relying on cross-referencing other similar DL
systems or manual labeling. DeepTest (Tang et al. 2018) alters the images using synthetic
affine transformation from the computer vision domain, such as blurring and brightness
adjustments, to create simulated rain/fog effects.

Differently, our technique targets functional testing, specifically testing for generaliza-
tion of DL systems. We achieve this by using XAl guidance in the pixel space, and link it
to the model input to generate inputs beyond the original datasets, while remaining within
the same distribution. In Section 4, we have showed that our technique generates more
natural samples that adhere to the original data’s manifold, whereas these RIM methods,
despite their minimal pixel perturbations, artificially inflate failure rates via distribution
shifts.

Latent space manipulation (LIM) techniques generate new inputs by learning and recon-
structing the underlying distribution of the input data (Gao et al. 2025). Sinvad (Kang et al.
2020) constructs the input space using Variational Autoencoders (VAE) (Kingma and Well-
ing 2013; Doersch 2016) and navigates the latent space by adding a random value sampled
from a normal distribution to a single element of the latent vector. Sinvad aims to explore
the latent space by maximizing either the probability of misbehaviors, estimated from the
softmax layer output, or by surprise coverage (Kim et al. 2019). The Feature Perturba-
tions technique (Dunn et al. 2021, 2020) involves injecting perturbations into the output
of the generative model’s first layers, which represent high-level features of images. These
perturbations can affect various characteristics of the image, such as shape, location, tex-
ture, or color. DeepRoad (Zhang et al. 2018) generates driving images using Generative
Adversarial Networks (GANs) (Goodfellow et al. 2014, 2020) for image-to-image transla-
tion. CIT4ADNN (Dola et al. 2024) combines VAE and combinatorial testing (Cohen et al.
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1997). This allows the systematic exploration and generation of diverse and infrequent input
datasets. CITADNN partitions latent spaces to create test sets that contain a wide range of
feature combinations and rare occurrences. Instance Space Analysis, aims to pinpoint the
critical features of test scenarios that impact the detection of unsafe behavior (Neelofar and
Aleti 2024). Mimicry (WeiBl et al. 2025) explores the behavioral boundaries of deep learn-
ing classifiers by generating boundary inputs through manipulation of disentangled latent
representations learned by a style-based generative model.

These aforementioned LIM techniques require large-scale training data to capture com-
plete feature distributions, which inherently limits their applicability in resource-constrained
or open-world settings. For non-stationary data streams (e.g., evolving NLP token distribu-
tions or evolving self-driving scenarios), LIM requires frequent retraining to accommodate
changes in the distribution, which incurs excessive computational costs. Indeed, existing
testing propositions are limited to DL systems that take as input individual images (Neelofar
and Aleti 2024; Dola et al. 2024; Zhang et al. 2018; Maryam et al. 2025; Baresi et al. 2025).
Differently from these LIM approaches, XMUTANT leverages the local explanation from
existing seeds to guide model-based test generation, by perturbing semantic representations
instead of latent vectors from a learned manifold. In our paper, we showed that the semantic-
based representations made XMUTANT applicable across different case studies, both at the
model and at the system level.

7.2 XAl for DL Testing

Zohdinasab et al. (2023) compare three state-of-the-art techniques for explanation of DL
failures. They show that local and global XAI techniques provide dissimilar explanations
for the same inputs and further research is needed to produce better explanations. Visu-
alBackProp (Bojarski et al. 2016) was created to visualize which group of pixels of the
input image contributes more to the predictions of a convolutional neural network. Kim and
Canny (2017) explore the use of heatmaps for explaining the CNN behavior in an ADS.
Xu et al. (2020) investigated the use of XAl techniques to detect action-inducing objects,
i.e., objects that have a relevant effect on a driving decision, and jointly predict actions and
their respective explanations. ThirdEye (Stocco et al. 2022) focuses on failure prediction
of lane-keeping autonomous driving systems during hazardous driving conditions. They
turn heatmaps into confidence scores that are used to discriminate safe from unsafe driv-
ing behaviors. The intuition is that uncommon heatmaps are associated with unexpected
runtime conditions. In this work we use ThirdEye, equipped with the heatmap derivative
configuration, to provide such scores during system-level testing.

Fahmy et al. (2020) apply clustering to heatmaps capturing the relevance of the DNN
predictions to automatically support the identification of failure-inducing inputs. Such data
is used for the retraining of a gaze detection system that uses DNNs to determine the gaze
direction of the driver. The authors present an extension of the previous work (Fahmy et al.
2023) in which inputs identified by the heatmap-based mechanism are given in input to a
search-based test generator.

In contrast, in this work, we use local explanations to support the early detection of cor-
ner case inputs of a DL model. In our work we experiment with different XAl algorithms,
showing that the choice of the best algorithm is domain and testing level dependent.
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8 Conclusions

In this work, we describe and evaluate XMUTANT, a semantic-based fuzzer for DL systems
that generates inputs that focus on the attention of the system under test through mutations
that are informed by the local explanation available from XAI algorithms. We evaluated
XMUTANT on both model-level and system-level testing. Our empirical studies show that
XMUTANT is significantly more effective and efficient than the state-of-the-art test genera-
tion approaches, while preserving a high validity rate of failing test inputs.

9 Data Availability

All our results, the source code, and the simulator are accessible and can be reproduced (Rep-
lication package 2025).

Appendix A

A.1 Effect of Window Size

To validate the choice of the window size ws = 3 for the XMUTANT equipped with Square-
Window in MNIST study, we conducted an ablation study across different values (1, 3, 5, 7),
as shown in Fig. 9. We report the failure rates using both SmoothGrad and Grad-CAM++,
for 2000 seeds and with the budget of 200 iterations.

Effect of Window Size (ws) on Performance
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Fig.9 Effect on Window Size
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While SmoothGrad peaks around ws = 5, Grad-CAM++ performs best at ws = 1. On
average, ws = 3 yields the highest combined score across methods. However, the variation
is relatively minor (within 2%), suggesting the method is not overly sensitive to this param-
eter. Based on this, we selected ws = 3 for running our experiments to balance performance
and generality.

Comprehensive result for RQ,, RQ,, and RQ;

Table 5 comprehensively presents the effectiveness, performance, and comparative results
for all configurations of XMuTaNT and DeepJanus as the baseline, for all case studies
(IMDB, MNIST, and ADAS). The table reports the information at different iteration inter-
vals, respectively, 10 for IMDB, 100 for MNIST, and 5 for ADAS. For each configuration
of XMutanT and DeepJanus, the first number denotes the cumulative failure rate, whereas
the second number indicates the relative efficiency with respect to the baseline.

Table 5 Detailed results for RQ;, RQ, and RQ;. For each configuration, the two values indicate the Cumula-

tive Failure Rate [%]/ Relative Efficiency over different Iterations. P-values indicating statistically significant
differences are highlighted in bold

Itera-  SmoothGrad LIME Integrated Gradients DJ
tions
IMDB 10 14/1.93 11/1.44 16/2.05 7/-
20 22/2.08 32/2.31 31/2.71 10/-
30 31/2.08 42/2.74 46/2.92 14/-
40 39/2.12 51/2.82 57/3.05 18/-
50 41/2.12 60/2.86 64/3.09 21/-
60 47/2.08 63/2.83 67/3.04 24/-
70 49/2.03 66/2.75 70/2.94 27/-
80 51/1.98 70/2.69 74/2.87 29/-
90 53/1.93 72/2.64 76/2.80 31/-
100 56/1.90 76/2.74 76/2.59 32/-
RQ, p-value 6.93E-18 1.17E-17 7.90E-18 -
effect large large large -
size
RQ, p-value 2.53e-04 1.20e-06 2.92¢-06 -
effect medium large large -
size
SmoothGrad Grad-CAM++ Integrated Gradients DJ
Clustering SW Clustering SW Clustering SW -
Iterations Attrac- Ran- Ran- Attrac- Ran- Ran- Attrac- Ran- Ran- -
tor dom dom tor dom dom tor dom dom

MNIST 100 44/7.00 11/1.83 11/2.11 36/4.81 07/1.03 09/1.32 34/5.54 13/2.06 13/2.15 06/-
200 77/6.37 24/1.77 24/1.82 74/5.54 21/1.32 22/1.48 60/4.92 27/2.00 26/1.97 15/-
300 88/4.97 38/1.62 36/1.60 88/4.61 35/1.36 34/1.41 74/3.92 41/1.80 37/1.72 26/-
400 94/4.03 47/1.52 45/1.47 94/3.84 46/1.34 45/1.36 80/3.26 51/1.67 47/1.57 35/-
500 96/3.42 55/1.44 53/1.39 97/3.30 54/1.32 54/1.32 85/2.82 59/1.57 54/1.47 43/-
600 97/2.99 62/1.38 60/1.33 98/2.91 60/1.28 61/1.29 87/2.51 66/1.49 61/1.39 51/-
700 98/2.67 67/1.32 65/1.28 98/2.61 66/1.25 67/1.26 89/2.27 71/1.43 66/1.33 58/-
800 98/2.43 71/1.28 69/1.25 99/2.39 70/1.22 73/1.24 90/2.10 76/1.38 71/1.29 62/-
900 99/2.26 75/1.25 73/1.22 99/2.23 74/1.20 77/1.22 91/1.96 79/1.35 74/1.26 67/-
1000 99/2.12 78/1.23 76/1.20 99/2.09 77/1.19 80/1.21 92/1.86 82/1.32 77/1.23 70/-
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Table 5 (continued)

Itera-  SmoothGrad LIME Integrated Gradients DJ
tions
RQ, p-value 4.94E- 1.09E- 3.46E- 2.57E- 1.19E- 2.10E- 4.86E- 7.03E- 7.05E- -
165 164 165 164 161 164 165 165 165
effect large  small small large small small large  medium small -
size
RQ, p-value 1.75E- 247E- 1.59E- 4.46E- 1.55E- 2.55E- 2.06E- 2.05E- 3.91E- -

183 15 10 188 10 08 142 25 15
effect large  small small large  small negli- large  small small -
size gible
SmoothGrad Grad-CAM++ Integrated Gradients DJ
Iterations Ran-  Low High Ran-  Low High Ran-  Low High -
dom dom dom
ADAS 5 27/2.00 31/2.20 42/2.87 49/2.80 42/2.53 36/2.07 45/2.13 36/2.53 40/2.60 22/-

10 65/1.35 60/1.36 67/1.69 75/1.86 87/1.78 75/1.60 64/1.57 65/1.60 58/1.56 51/-
15 84/1.33 76/1.25 82/1.45 85/1.58 93/1.65 95/1.54 75/1.38 78/1.37 80/1.38 65/-
20 89/1.31 82/1.21 84/1.36 95/1.47 93/1.53 95/1.48 87/1.30 85/1.30 85/1.32 75/-
25 91/1.25 85/1.16 93/1.29 95/1.39 95/1.42 95/1.39 91/1.25 87/1.23 89/1.25 84/-
30 91/1.21 89/1.13 95/1.24 95/1.32 95/1.35 95/1.32 95/1.21 87/1.18 89/1.20 84/-
35 93/1.18 89/1.11 95/1.21 95/1.27 95/1.29 95/1.27 95/1.19 91/1.15 91/1.17 89/-
40 95/1.15 89/1.09 95/1.18 95/1.23 95/1.25 95/1.23 95/1.16 93/1.12 95/1.14 95/-
RQ, p-value 8.23E- 5.26E- 1.05E- 1.07E- 1.10E- 1.09E- 1.05E- 1.54E- 1.07E- -
08 06 07 07 07 07 07 07 07
effect small small small medium medium medium small small small -
size
RQ, p-value 9.62E- 2.87E- 6.93E- 1.77E- 1.33E- 2.19E- 6.05E- 5.33E- 147E- -
03 01 03 04 04 04 02 02 02

effect small - small medium medium medium - - - -
size

Sanity Check on LLM’s Validation

We conducted a sanity check of ChatGPT’s output by randomly sampling 18 generated test
cases across different configurations. Each case included the modified input, ChatGPT’s
sentiment prediction, and its explanation. Here is an example of generated input with the
labels provided by SUT and ChatGPT’s validation.

Generated Text:

"Unreal and contrived melodrama, with a screenplay altered and altered
by Mel from his play, The Man Business Organization. A room put up and
improving <unk>, taking atomic and atomic amount il, a troubled and
trouble oneself <unk>, who may be homicidal and murderous...",

Expected Label: "Negative",

Predicted Label: "Positive",

ChatGPT'’'s Answers: "negative. The review expresses a strong sense of
dissatisfaction with the film, using words like ‘unreal’, ‘contrived’...
These terms indicate a negative sentiment towards the movie, suggesting
that the reviewer found it lacking in quality and engaging elements."
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5 human annotators independently assessed whether (i) the predicted sentiment aligned
with the input and (ii) the explanation was logically consistent and specific. To quantify the
overall agreement among human participants and ChatGPT, we computed Fleiss’ kappa,
obtaining a value of 0.71, indicating a substantial inter-rater agreement (Fleiss 1971; Landis
and Koch 1977). In addition to the group-level measure, we assessed the individual con-
sistency of each participant by comparing their responses with those of the others on every
task. The results reveal that the assessment of ChatGPT was the most reliable (0.88) with the
highest agreement rate, closely followed by other human annotators (0.78-0.88).
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