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Abstract This article adopts a liberal perspective
on political legitimacy grounded in the protection of
freedom and examines the use of digital technolo-
gies as instruments of surveillance, censorship, and
manipulation. By taking the cases of Egypt (2011)
and Iran (2025) as illustrative entry points, the article
highlights repressive strategies in the digital age and
shows how political power may operate upon individ-
uals’ psychological processes. The political dynam-
ics associated with cognitive control and repression
reveal the limits of the neurorights paradigm. While
necessary to safeguard cognitive liberty and men-
tal privacy, neurorights remain defensive individual
rights unable to counter the structural asymmetries
generated by states and digital platforms. The paper
therefore proposes Habeas Mentem, which incorpo-
rates and at the same time transcends neurorights by
embedding them within a normative, constitutional,
and systemic principle, as well as within a broader
framework for balancing cognitive power. This frame-
work requires the separation of digital power, antitrust
measures, informational pluralism, and critical educa-
tion, since mental freedom cannot be secured merely
by prohibiting intrusions into the mind, but also by
constructing the social and institutional conditions
that prevent the emergence of mental domination.
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Introduction

Recent history has demonstrated that digital tech-
nologies constitute extremely effective instruments
of surveillance, control, manipulation, and repression
[1-3]. The evolution of artificial intelligence, auto-
mated recognition systems, and, more recently, neu-
rotechnologies extends the power of regimes, often in
alliance with private actors, from the physical sphere
into the cognitive and mental domain [4-7].

In this scenario, the traditional framework of legal
and institutional safeguards risks proving inadequate
to protect individual autonomy and citizens’ free-
dom of self-determination [8]. The central problem
addressed in this article is therefore the following:
how can mental freedom and citizens’ decisional
autonomy be defended in an era in which political and
technological power is capable of intervening in indi-
viduals’ cognitive, emotional, and decision-making
processes? The underlying hypothesis is that liberal
democracies must equip themselves with a new nor-
mative and institutional principle, capable of comple-
menting the historical achievements of the rule of law
and responding to the specific challenges posed by
digital technologies and their mental consequences.
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The aim of the article is twofold. On the one hand,
it seeks to critically analyse the ambivalent role of
digital technologies in processes of political mobili-
sation and authoritarian control, showing how they
may weaken, rather than strengthen the right to lib-
erty theorised by the liberal tradition [9, 10]. These
risks, although evident in authoritarian regimes, are
not entirely absent even in democracies [11, 12]. On
the other hand, it proposes the principle of Habeas
Mentem as a contemporary extension of classical
guarantees of liberty, intended to safeguard mental
freedom, cognitive integrity, and citizens’ privacy,
and to provide a theoretical basis for new rules, rights,
and institutions. From this perspective, it becomes
necessary to critically interrogate the current para-
digm of neurorights [13—15]. They represent an ini-
tial attempt to respond to new threats to mental integ-
rity, yet their potential limitation lies in their sectoral
nature and in the absence of a systemic politico-social
framework.

This article advances the thesis that the protection
of mental freedom cannot be ensured through a single
regulatory instrument nor through the mere formal
recognition of subjective rights. Rather, it requires a
multi-level institutional architecture capable of inte-
grating neurorights, algorithmic regulation, antitrust
policies, infrastructural transparency, critical educa-
tion, and the production of cognitive public goods.
Only the coordinated action of these mechanisms
makes it possible to neutralise the asymmetries gener-
ated by the attention economy and the concentration
of informational infrastructures, redistributing cog-
nitive power among the state, the market, and civil
society. Habeas Mentem therefore assumes a function
analogous to that historically performed by Habeas
Corpus in past centuries: not merely individual pro-
tection against arbitrary interference, but a structural
condition of possibility for personal autonomy and
democratic self-government [16]. Within this frame-
work, freedom of thought is no longer conceived
exclusively as a negative immunity, but as the out-
come of a dynamic institutional equilibrium among
knowledge, participation, and the mutual control of
powers.

Regarding the status of the proposal, Habeas
Mentem is presented as an open and interdiscipli-
nary category, capable of being interpreted in par-
tially different ways depending on the perspective
adopted. This plurality of formulations is deliberate

@ Springer

and reflects the multilayered nature of the problem
that Habeas Mentem seeks to address. The forms of
cognitive power emerging in digital societies do not
belong exclusively to one domain. They concern indi-
vidual liberty, constitutional guarantees, institutional
design, democratic agency, technological infrastruc-
tures, and the distribution of epistemic and behav-
ioural influence. For this reason, a concept intended
to respond to such transformations cannot be confined
in advance to a single disciplinary register, nor organ-
ised according to a predetermined hierarchy among
its possible interpretations, without losing part of its
explanatory and normative potential.

From the standpoint of political philosophy,
Habeas Mentem may be understood primarily as a
normative ideal aimed at preserving the conditions
of mental freedom and democratic autonomy. From
a legal standpoint, it may be read as a constitutional
meta-principle, capable of guiding the evolution of
fundamental rights and the organisation of limits
on power in the digital age. From the standpoint of
political science, it may be conceived as a systemic
framework for analysing and rebalancing the relations
among citizens, states, digital platforms, and cogni-
tive infrastructures. At the institutional level, it may
also be understood as an architecture of guarantees,
responsibilities, and counter-powers designed to pro-
tect mental self-determination within technologically
mediated environments. Habeas Mentem is, and can
legitimately be, all these things. These different for-
mulations are not mutually exclusive, nor do they
compete for conceptual priority. Rather, they desig-
nate different levels of the same theoretical proposal.

This conceptual openness also performs a
methodological function. Since Habeas Mentem
addresses problems that cut across political philoso-
phy, constitutional law, political science and tech-
nology governance, it allows readers to approach
the proposal through the disciplinary lens most rel-
evant to their own specialisation and competences.
A legal scholar may therefore emphasise its role
as a constitutional principle or meta-principle, a
political philosopher may foreground its normative
dimension, while a political scientist may find its
systemic and institutional implications more sali-
ent. This does not make Habeas Mentem conceptu-
ally indeterminate. Rather, it defines it as a shared
conceptual space within which different discipli-
nary perspectives can converge, each illuminating a
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distinct dimension of the same problem. The poly-
semy of Habeas Mentem is therefore not an acci-
dental feature of the concept, but part of its theo-
retical and methodological function. It makes the
proposal more adaptable, more interdisciplinary,
and better able to capture the complexity of cogni-
tive power in digital societies.

From this perspective, neurorights are situated
within a broader architecture of protection and
rebalancing of cognitive power. They represent an
important component of the Habeas Mentem frame-
work, but they do not exhaust it. While neurorights
identify specific legal entitlements connected to
mental privacy, cognitive liberty, or protection
against manipulation, Habeas Mentem aims to pro-
vide the wider normative and institutional horizon
within which such rights acquire systemic meaning.
This horizon is not limited to rights alone, but also
includes institutions, procedures, civic cultures, and
mechanisms for balancing economic, social, and
political power. Its purpose is not only to defend the
individual mind against discrete violations, but also
to identify and transform the broader configurations
of power that shape the conditions of mental free-
dom in digital democracies.

The article is structured as follows. The first sec-
tion reconstructs the framework concerning the gov-
ernmental use of digital technologies, using sup-
pressed uprisings and protests as illustrative entry
points to show that political control does not merely
consist of physical coercion or censorship, but may
also affect individuals’ cognitive processes. The sec-
ond section introduces the debate on neurorights,
reconstructs its theoretical foundations, and high-
lights its limitations. Although they protect cognitive
liberty and mental privacy, they remain necessary
but insufficient individual defensive rights in the face
of systemic dynamics of informational domination.
The third section proposes the paradigm of Habeas
Mentem as a constitutional and structural principle
for balancing cognitive power, capable of incorpo-
rating and surpassing neurorights and articulated
through normative principles, separation of techno-
logical power, regulation and informational pluralism,
together with critical education and cognitive welfare.
The conclusion argues that safeguarding mental free-
dom in the age of artificial intelligence and neuro-
technologies requires a comprehensive and systemic
institutional transformation.

Egypt, Iran, Cognitive Repression
and Manipulation

According to Locke, political power derives its legiti-
macy from popular consent and has as its primary
task the protection of natural rights, among which
liberty occupies a central place [17]. When the state
fails in this function, thereby losing its legitimacy, cit-
izens are, from a Lockean perspective, fully justified
in undertaking forms of resistance [18, 19].

In the contemporary context, digital technologies
play a role in the initial phases of popular protest
mobilisations, particularly by facilitating coordina-
tion, communication, and collective organization
[20]. However, they simultaneously provide highly
effective instruments to governments, enabling
unprecedented modes of surveillance, control, and
repression. This dual function of technology high-
lights a persistent structural tension within contem-
porary political systems. To illustrate this tension, the
section briefly considers the cases of Egypt in 2011
and Iran in 2025. These cases should not be under-
stood as exhaustive or fully comparable case studies,
but rather as illustrative entry points. They show what
may occur when digital power operates in the absence
of robust rights, effective checks and balances, insti-
tutional oversight, and a broader equilibrium among
political, legal, and technological powers. Under such
conditions, digital technologies can become instru-
ments not only of censorship or coercion, but also of
cognitive and political domination.

In 2011, protests against the authoritarian regime
of Hosni Mubarak erupted in Egypt’s major cities,
finding their symbolic epicentre in Tahrir Square in
Cairo. Thousands of citizens mobilised, demanding
social justice and freedom [21]. In this initial phase,
the Internet and social networks played a crucial role
in facilitating the coordination of protests; at the same
time, Egyptian demonstrators soon realised that the
network did not represent solely an instrument of
emancipation, but also a powerful means of control in
the hands of authority [22, 23]. The regime responded
with drastic measures, abruptly interrupting nation-
wide Internet access and silencing millions of users
who had until then disseminated dissenting content
and established connections abroad [24]. This strat-
egy was subsequently complemented by systems of
filtering, selective censorship, and systematic online
propaganda activity, aimed at shaping perceptions
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and interpretations of events through forms of infor-
mational manipulation and the engineering of politi-
cal emotions.

In this context, a pamphlet began to circulate
among activists explicitly recommending the limita-
tion of digital communications, which were consid-
ered vulnerable to monitoring by the Ministry of the
Interior [25]. As an alternative, the use of analogue
tools (such as photocopiers) was suggested for the
production and dissemination of leaflets. This strat-
egy reflected a growing awareness of the risks associ-
ated with digital exposure in repressive environments,
as well as the need to preserve spaces of cognitive
autonomy and mental privacy. At the same time, the
issue of video surveillance in public spaces and build-
ings emerged. The pamphlet encouraged demonstra-
tors to neutralise security cameras by rudimentary
means, such as spray paint. At the time, artificial
intelligence technologies applied to facial recognition
and behavioural analysis had not yet reached their
current level of sophistication. Today, such systems
enable continuous, automated, and predictive moni-
toring based on machine-learning models and deep
neural networks, thereby rendering surveillance more
pervasive.

The second case concerns the mobilisations in
Iran, which erupted at the end of December 2025 and
form part of a long tradition of cyclical waves of pro-
test and popular mobilization [26, 27]. The protests
began in Tehran’s Grand Bazaar and rapidly spread to
more than 110 cities, involving broad segments of the
population. Although initially triggered by economic
causes, the mobilisations soon developed into a wider
political movement, characterised by criticism of reli-
gious leadership and demands for structural reforms.
The horizontal movement also received symbolic
support from figures in exile, including Reza Pahlavi
[28]. In response, the Iranian government adopted a
combination of repressive measures and containment
tactics: systematic use of force, mass arrests, and
attempts to control the public narrative [29].

The arena for political action progressively
expanded from the streets to the digital sphere. For
the insurgents, tools such as encrypted messaging
applications, VPN networks, and, where possible,
satellite connections constituted useful channels for
communication, coordination, and the documenta-
tion of abuses by security forces. However, the same
technologies were also used by the state to monitor,

@ Springer

track, and repress dissent. Iranian authorities imposed
near-total communication blackouts in order to isolate
the population. Such interruptions not only conceal
human rights violations but also constitute, in them-
selves, a serious infringement of the right to informa-
tion and online freedom of expression, with direct
effects on individuals’ capacity for informational
orientation.

In parallel, the state intensified its use of advanced
digital surveillance systems, including facial recog-
nition, behavioural analysis, interception, and forced
access to personal devices, in order to identify and
neutralise activists and dissidents [30]. Prolonged
exposure to contexts of pervasive surveillance has
the deliberate objective of fostering chronic states of
hypervigilance, fear, anxiety, and internalised self-
censorship. Alongside these instruments, there is a
systematic use of digital propaganda and targeted
disinformation. Through networks of coordinated
accounts, bots, and controlled media channels, the
regime promoted narratives aimed at delegitimising
protesters, portraying them as agents of foreign pow-
ers or as destabilising elements. The objective of such
practices is to selectively shape the population’s per-
ceptions and beliefs [31].

The cases of Egypt and Iran do not constitute
isolated episodes, but rather form part of a broader
global pattern that also includes recent mobilisations
in countries such as Myanmar, Hong Kong, and Bela-
rus [8]. Authoritarian regimes systematically exploit
digital technologies for purposes of surveillance,
propaganda, censorship, and repression of fundamen-
tal freedoms. Such practices may assume a predomi-
nantly reactive dimension, oriented towards the direct
containment of dissent, or a proactive dimension,
aimed at the cognitive shaping of citizens’ conduct
and opinions.

A paradigmatic example of a reactive strategy is
represented by the blocking of digital networks under
particular conditions (for instance, during elections or
demonstrations) or by the deployment of surveillance
systems based on artificial intelligence, especially
facial recognition networks [32—34]. The application
of machine-learning algorithms to neural data makes
it possible, at least in theory, to infer political prefer-
ences, ideological orientations, and latent intentions.
By contrast, proactive strategies are grounded in the
systematic use of digital propaganda, supported by
psychographic techniques and microtargeting made
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possible through the mass collection of personal
data and algorithmic processing [35]. Messages are
constructed in a personalised manner on the basis
of psychological profiles, cognitive habits, and emo-
tional vulnerabilities, in order to maximise persuasive
effectiveness and to enhance the stability and reputa-
tion of the political regime [36]. In future perspective,
the development of neurotechnologies may further
reinforce these dynamics. Brain—computer interfaces,
both invasive and non-invasive, based on the analysis
of neural signals, could enable a more direct influence
on decision-making processes, raising fundamental
ethical questions concerning the right to mental free-
dom and cognitive self-determination.

The transition from digital repression to cogni-
tive repression should be understood in a specific
sense. Censorship, surveillance, internet shutdowns,
and algorithmic propaganda do not affect only exter-
nal communication, but also the conditions through
which individuals orient themselves, form judge-
ments, regulate fear, and decide whether to act
politically. Shutdowns produce isolation and infor-
mational disorientation; surveillance fosters fear,
hypervigilance, and self-censorship; propaganda and
disinformation shape perceptions and emotions; and
microtargeting acts upon attention and individual
vulnerabilities. Although citizens are not passive and
there is not always a direct and deterministic relation-
ship between repression and its effects, digital repres-
sion generally alters the cognitive and affective condi-
tions of political autonomy, and is often implemented
precisely for this purpose.

The decision to introduce the problem by starting
from certain authoritarian contexts serves a specific
diagnostic function. These contexts are not taken as
the principal reference point for Habeas Mentem, but
rather as limiting cases capable of making visible,
in an extreme form, the risks towards which liberal
democracies may also drift when digital technologies
operate in the absence of effective rights, independ-
ent oversight, informational pluralism, and adequate
institutional checks and balances. Habeas Mentem is
therefore primarily relevant to democracies, before
initially fragmented, exceptional, or sectoral forms
of cognitive power consolidate into ordinary struc-
tures of domination. Fortunately, liberal democracies
do not coincide with the Egyptian or Iranian scenar-
ios, but they may nevertheless experience gradual,
opaque, and ambiguous processes of concentration of

cognitive power. For this reason, democracies must
act before cognitive asymmetries are translated into
stable forms of domination, and before circumscribed
practices become ordinary elements of the political
and informational architecture.

Nowadays, contemporary democratic systems are
not immune from troubling dynamics. Facial rec-
ognition at demonstrations, social media screening
in administrative or migration procedures, predic-
tive policing, and intelligence surveillance show that
the problem does not concern authoritarian coercion
alone. The vulnerability of democracies may emerge
in the possibility of internal illiberal drifts: formally
elected governments may progressively constrain
media independence or delegitimise oversight institu-
tions, exploiting legal instruments and informational
technologies without openly resorting to violent
repression [37]. Moreover, political actors and inter-
est groups may employ strategies of algorithmic per-
suasion based on data profiling and psychographic
microtargeting [38, 39]. The architecture of digi-
tal platforms, structured to maximise attention and
engagement, encourages audience segmentation and
message personalisation, thereby enabling political
content to be adapted to individuals’ specific cogni-
tive vulnerabilities. Techniques of digital nudging,
targeted disinformation, and the engineering of con-
sent may contribute to shaping citizens’ mental rep-
resentations, reducing their reflective autonomy. If
the consent of the people governed is shaped through
opaque informational architectures and techniques of
cognitive influence, it becomes problematic to deter-
mine the extent to which it remains genuinely free.

In this respect, it is necessary to clarify that con-
temporary cognitive power should not be understood
exclusively as state power, nor as a phenomenon
confined to authoritarian regimes. The disclosures
associated with WikilLeaks and, later, with Edward
Snowden revealed the extent to which surveillance
practices may also involve liberal democracies, intel-
ligence agencies, and their relations with private
technological infrastructures [40]. States, through
governments, administrative apparatuses, and intel-
ligence agencies, may rely on the cooperation of
private companies which, over recent decades, have
acquired an unprecedented capacity to collect data,
profile behaviour, organise informational flows, and
steer public attention. Major digital platforms are
therefore not merely external instruments that may
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occasionally be used by political power. They are
endogenous infrastructures of the contemporary cog-
nitive environment, since they help define the condi-
tions under which citizens access information, form
opinions, and participate in the public sphere. Con-
sequently, distortions of mental freedom do not arise
only from authoritarian deviations or from excessive
executive power, but may also emerge from the ordi-
nary structures of digital capitalism, grounded in data
extraction, algorithmic personalisation, and the mon-
etisation of attention [41]. The alliance between pub-
lic powers and private platforms can further intensify
these dynamics, producing a hybrid concentration of
informational power capable of weakening citizens’
cognitive autonomy even within liberal democracies.

Looking ahead, these dynamics may be further
amplified by the integration of big data, artificial
intelligence, and applied neuroscience. The interac-
tion between algorithmic surveillance, informational
manipulation, and digital persuasive technologies can
generate emerging forms of systemic cognitive pres-
sure capable of affecting attentional processes, mem-
ory, emotional regulation, and decisional autonomy.
Devices capable of monitoring brain activity, analys-
ing emotional states, and inferring behavioural inten-
tions open unprecedented scenarios of neural surveil-
lance and potential psychological manipulation [42].
Beyond the dimension of physical and informational
control, an increasingly sophisticated level of cogni-
tive influence and mental manipulation thus emerges.
From a neuroethical perspective, this configuration
raises particularly significant questions concerning
the practicability of freedom of thought and citizens’
decisional autonomy.

Neurorights and the Political Dimension of Mental
Freedom

In recent years, a weakening of democratic systems
has occurred on a global scale. A large proportion of
the world’s population now lives under authoritarian
regimes, and even long-established democracies are
exhibiting signs of crisis [43]. Moreover, mechanisms
of digital control and mental manipulation are no
longer confined to traditionally authoritarian contexts;
rather, they are increasingly permeating contempo-
rary political systems in a cross-cutting manner [41].
It is against this backdrop that the need has emerged
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to develop innovative conceptual tools capable of
safeguarding the most intimate dimension of indi-
vidual freedom and of protecting the mental sphere
of citizens from interference by intrusive state powers
marked by growing authoritarian tendencies. The aim
is to ensure effective protection of inner autonomy,
beyond the traditional forms of rights protection.

Within this framework, the debate on neurorights
has emerged as one of the principal contempo-
rary efforts to address the ethical, legal, and social
implications of technologies capable of interact-
ing — directly or indirectly — with mental processes.
The term “neurorights” was introduced by Ienca
and Andorno with the aim of systematically con-
fronting the challenges posed by the development of
neurotechnologies in terms of high-level normative
principles, such as rights, prerogatives, and duties
associated with the cognitive sphere [44]. From this
perspective, neurorights may be defined as principles
of freedom relating to the cerebral and mental domain
of the individual, that is, as fundamental normative
rules intended to ensure that technological innovation
does not compromise individual autonomy, delibera-
tive capacity, and citizens’ self-determination.

The fundamental theoretical reference point is
the concept of cognitive liberty, which is rooted in
the tradition of political liberalism and in the idea
that the human mind constitutes the core of personal
freedom and self-determination. As early as the nine-
teenth century, John Stuart Mill maintained that each
individual is sovereign over his or her own body and
mind, thereby laying the foundations for a conception
of citizenship grounded in mental autonomy [45]. In
the contemporary era, Sententia defined such liberty
as the right to control one’s own consciousness and
thought processes, while Bublitz has interpreted it as
a form of cognitive self-determination [46, 47]. From
a closely related perspective, Yuste and colleagues
have argued for the existence of a “right to agency”,
understood as freedom of thought and the capacity to
choose one’s actions autonomously [48].

Cognitive liberty constitutes the necessary sub-
stratum for every other freedom, insofar as it under-
pins moral and political subjectivity. In line with
this approach, Boire and Sententia have argued that
cognitive liberty should not be interpreted merely as
a neurophilosophical category or as a moral ideal,
but rather as a genuine fundamental right, deserving
explicit legal recognition [47, 49]. Ienca and Andorno
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have likewise maintained that cognitive liberty pro-
tects the sphere of thought prior to any externalisation
through speech, writing, or conduct [44]. As such,
it precedes any other liberty and stands in a com-
plementary relationship to notions such as freedom
of expression, freedom of the press, and freedom of
assembly.

A second fundamental dimension, closely linked
to mental freedom and the capacity for autonomous
action, is the protection of privacy. The profound
relationship between privacy and freedom of thought
was already recognised by Bury, who observed that a
person can never be prevented from thinking what he
wishes, so long as he conceals what he thinks [50].
Traditionally, privacy has been conceptualised as “the
right to be let alone”, a notion subsequently expanded
by Westin into that of “information privacy”, under-
stood as control over data relating to oneself [51, 52].
In the present context, the challenges extend beyond
the analysis of primary neural data, such as record-
ings of brain activity, and concern above all the infer-
ences drawn from secondary behavioural data. In this
respect, Yuste and colleagues have highlighted how
an extraordinary volume of personal information can
already be obtained through social media profiling
practices, algorithmic microtargeting, and predictive
analysis supported by artificial intelligence [53].

In the light of these developments, Ienca and
Andorno have proposed an evolutionary reinterpreta-
tion of the right to privacy, arguing for the need to
recognise a genuine “right to mental privacy”, aimed
at protecting individuals from unauthorised access
to their cognitive, emotional, and intentional states
[44]. Moreover, they situate their proposal within
the broader framework of international human rights
law, referring to the United Nations Universal Decla-
ration of Human Rights (1948), the Charter of Fun-
damental Rights of the European Union (2000), and
UNESCO’s Universal Declaration on Bioethics and
Human Rights (2005). While acknowledging the fun-
damental value of these instruments, the authors con-
tend that human rights must be “updated” in order to
respond adequately to the challenges posed by emerg-
ing technologies. According to the two scholars, the
possibilities opened up by technological develop-
ments and their application across multiple domains
of human life, including the political sphere, render
a reconceptualisation of certain fundamental rights
— and, where necessary, the creation of new rights

— inevitable, so as to protect individuals from poten-
tial cognitive, psychological, and identity-related
harms.

It is important to emphasise that the debate on neu-
rorights does not concern exclusively experimental
technologies or applications confined to clinical or
laboratory settings; rather, it extends to digital tools
that are now fully integrated into citizens’ everyday
lives, including those employed for political com-
munication, civic participation, and the organisation
of collective mobilisation, such as social media plat-
forms. In this respect, dynamics of mental influence
and cognitive shaping already operate directly within
the public sphere and the institutional domain, and
may, as noted above, also be deployed for repres-
sive or authoritarian purposes. Consistently with this
broader perspective, Ienca and Vayena have proposed
an expansive definition of neurorights, encompassing
alterations of mental states induced by technologies
that are not strictly neural, such as social media and
online manipulation practices, irrespective of whether
such interventions result in enhancement, diminution,
or no change in brain function [54].

More recently, the debate on neurorights has
developed significantly within the scientific commu-
nity, particularly in the journal Neuroethics. One of
the central issues to emerge in this discussion con-
cerns the problem of normative demarcation: under
what circumstances can a technological alteration of
mental processes be regarded as a legitimate compo-
nent of communication and social interaction, and in
which cases, by contrast, should it be deemed imper-
missible? Some scholars have invoked the concept of
manipulation, arguing that a mental intervention vio-
lates cognitive liberty insofar as it assumes a manipu-
lative character [55]. McCarthy-Jones maintains that
the right to freedom of thought encompasses the right
not to be subjected to manipulation in one’s thinking
[56]. From a more restrictive perspective, Keese and
Leiser contend that only a limited set of manipulative
practices can plausibly amount to such a violation
— namely, those in which mental autonomy is threat-
ened or compromised in a sufficiently “global” man-
ner [57].

Istace, by contrast, has proposed moving beyond
an approach centred on the notion of manipulation,
developing criteria grounded in the protection of
mental autonomy [58]. According to Istace, an inter-
vention should be regarded as morally wrongful when
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an agent intentionally undermines a subject’s mental
autonomy by bypassing, distorting, or disabling the
mental capacities that make it possible. Improper
interventions profoundly affect an individual’s funda-
mental interests; among the most salient examples are
interferences with political opinions. Istace further
emphasises that the analysis of the mind’s vulnerabil-
ity should not be confined to emerging neurotechnol-
ogies. Numerous social and communicative practices
are capable of interfering with individuals’ privacy,
freedom, and mental integrity, including persuasive
conversations, ideologically oriented educational
programmes, digital marketing, disinformation cam-
paigns, and forms of governmental indoctrination.
Such practices represent varying degrees of threat to
freedom of thought, particularly to the right not to be
subjected to impermissible alterations of one’s cogni-
tive processes.

The various forms of technologically mediated
intervention may be situated along a continuum of
severity, depending on their impact upon the sub-
ject’s autonomy. An intervention qualifies as wrong-
ful when an agent intentionally undermines mental
autonomy by bypassing, distorting, or neutralising the
cognitive capacities that enable an individual to form
judgements, assess information, and make decisions
independently. These theoretical approaches prove
valuable in understanding the strategies of cognitive
influence adopted by governments exhibiting authori-
tarian tendencies. For instance, in the context of the
repressed mobilisations in Iran, the systematic use of
digital propaganda, targeted disinformation, and algo-
rithmic surveillance has contributed to the emergence
of dynamics of self-censorship and cognitive disem-
powerment, progressively eroding citizens’ capacity
to oppose the actions of the regime.

A further significant contribution to the debate on
neurorights is offered by Ligthart, who explores the
normative relevance of the concept of exploitation,
distinct from yet complementary to those of manipu-
lation and wrongful interference [59]. In this context,
attention shifts not only to the modalities through
which a subject is influenced, or to the effects upon
the individual, but also to the power structures within
which such influence is embedded.

Feinberg defines exploitation as a form of instru-
mental use of a person for one’s own ends that is, in
some respect, wrongful [60]. Exploitation is typically
detrimental, as it entails an asymmetrical relationship
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in which one party derives advantage at the expense
of another. From a similar perspective, Wood dis-
tinguishes exploitation from mere use, arguing that
it occurs when a person is incorporated as a means
within another’s plan, in circumstances where the
exploiter exercises a form of domination or control
[61]. What characterises exploitation, therefore, is not
use as such, but the presence of a structural relation-
ship of subordination, in which one party loses con-
trol over the conditions of his or her own action.

Ligthart draws upon these elements in order to
apply them to the context of technologies and prac-
tices of mental influence [59]. He demonstrates how
wrongful influence may be interpreted as a specific
form of exploitation, insofar as it entails domination
over and control of another’s cognitive capacities.
Such domination may be exercised not only by private
actors — such as companies engaged in neurotechno-
logical experimentation, digital platforms, or predic-
tive marketing practices — but also by public actors,
particularly governments seeking to subordinate and
discipline the population. As Wood observes, exploi-
tation is degrading for those who are subjected to
it, since it deprives them of freedom, a fundamental
component of human dignity. In this sense, the ero-
sion of mental autonomy does not merely constitute
a functional loss, but amounts to a genuine injury
to moral personality. Dynamics of this kind may be
observed in contexts of repressed mobilisation, such
as the failed uprisings in Iran, Belarus, or Myanmar,
where propaganda, digital censorship, and psycholog-
ical intimidation have converged in practice.

The concept of exploitation has the advantage of
possessing well-established legal relevance within
international law [62—64]. In the international legal
tradition, the exploitation of persons and their bod-
ies has been identified as the principal moral wrong
underlying the absolute prohibition of slavery and
extreme forms of subordination. In light of this, Lig-
thart suggests that a comparable normative frame-
work could be extended to the exploitation of minds
[59]. If bodily and labour exploitation are deemed
impermissible on the grounds that they destroy per-
sonal autonomy and dignity, then cognitive exploi-
tation may likewise constitute a moral wrong suf-
ficiently serious to justify the absolute prohibition
of certain forms of mental interference. From this
perspective, some forms of technological interven-
tion upon the mind would not merely be subject to
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regulation or limitation, but ought to be regarded as
intrinsically illegitimate. In particular, this category
would encompass practices that systematically aim
to deplete deliberative capacities, to entrench condi-
tions of cognitive dependence, or to render individu-
als structurally vulnerable to political power.

Recourse to the concept of exploitation thus
serves to strengthen the theoretical foundations of
neurorights by integrating the individual dimension
of autonomy with a broader analysis of power rela-
tions. Whereas approaches centred on manipulation
or wrongful interference focus primarily on discrete
acts, the notion of exploitation captures the systemic,
enduring, and structural character of many practices
of cognitive influence. It follows that, in order to be
fully effective, neurorights should not be confined
to protecting individuals from isolated instances of
mental violation, but should also seek to counter the
social and political conditions that make the exploita-
tion of cognitive faculties possible. Only in this way
can autonomy, dignity, and democratic citizenship be
genuinely safeguarded in the age of technologies of
influence.

Integrating Neurorights into Habeas Mentem.
Toward a Systemic Framework of Protection

In the past, one of the fundamental political achieve-
ments was the principle of Habeas Corpus, which lit-
erally means “that you have the body”. It constituted
a right ensuring that individuals could not be impris-
oned without just cause, thereby providing protection
against abuses of physical power by the State. How-
ever, Habeas Corpus was not merely a collection of
isolated rights; rather, it was the expression of a prin-
ciple of systemic significance, aimed at redefining
the relationship between the individual and author-
ity. From its formalisation in the Magna Carta of
1215 and, subsequently, in the Habeas Corpus Act of
1679, this principle contributed to limiting arbitrary
power by imposing the obligation to provide public
justification for any form of detention [16, 65]. In so
doing, it introduced a mechanism of balance between
executive and judicial power, strengthening the role
of guarantor institutions and laying the foundations
of constitutionalism and the modern rule of law [66].
Habeas Corpus thus affirmed, for the first time in a
systematic manner, that the citizen’s body could not

be subjected to State control without transparent pro-
cedures, subject to verification and independent over-
sight. Although the individual claim to liberty was
central, Habeas Corpus also functioned as a structural
principle for the limitation of power, initiating the
subjection of authority to constraints and checks and
balances [67].

Today, however, with the advent of advanced tech-
nologies such as artificial intelligence and neurotech-
nologies, the power exercised by regimes is no longer
confined to physical control, but extends to psycho-
logical control. In the contemporary context, power is
no longer exercised solely through physical coercion
or territorial domination, but through the capacity to
collect, analyse, and steer individuals’ mental, emo-
tional, and decision-making processes. Governments,
together with technology companies, now possess
tools capable of systematically influencing citizens’
attention, preferences, beliefs, and political behaviour.
This development risks generating new forms of cog-
nitive inequality, whereby certain actors concentrate
disproportionate power over the formation of collec-
tive opinions and wills. In the face of the risk of des-
potic drift, and in light of the view that neurorights
are necessary yet not sufficient, it is urgent to explore
which principles, rules, and institutions — conceived
in the most systemic and comprehensive sense — may
assist citizens in defending their freedom and self-
determination when these are threatened within the
digital sphere.

For this reason, there is a perceived need for a
new general principle, which may be termed Habeas
Mentem (literally, “that you have the mind”), aimed at
protecting individuals’ mental freedom and cognitive
integrity. This ethical—political principle must guaran-
tee citizens a fundamental right to mental liberty, pro-
hibiting unauthorised interventions or manipulations
of their cognitive activity. However, Habeas Mentem
cannot be understood exclusively as a set of neuro-
rights, even if these constitute its core. Rights such as
cognitive liberty, mental privacy, the right to psycho-
logical integrity, the continuity of personal identity,
and, more broadly, decisional self-determination rep-
resent indispensable instruments for the protection of
subjectivity in the digital age. It is essential to prevent
the unlawful collection of neural data, the manipula-
tive use of predictive algorithms, and the imposition
of invasive technologies of surveillance and moni-
toring. To reduce Habeas Mentem, however, to a
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catalogue of individual rights would risk underesti-
mating its political and institutional significance. The
formal recognition of new rights, such as neurorights,
may prove insufficient to counter effectively the struc-
tural power dynamics accompanying the development
of neurotechnologies. Rather, in a manner analogous
to Habeas Corpus, Habeas Mentem must be inter-
preted expansively as a principle for the balancing of
power, designed to redress the cognitive and material
asymmetries that arise between citizens, States, and
major technological actors.

In this sense, Habeas Mentem should assume the
function of a regulative principle of cognitive equi-
librium, aimed at preventing concentrations of power
from translating into forms of mental domination. It
does not merely protect individuals against isolated
violations, but seeks to structure institutionally the
relationships between persons and cognitive pow-
ers, by imposing limits, oversight, and obligations of
transparency. For example, it could entail the estab-
lishment of independent authorities, mechanisms of

public supervision, and instruments of legal account-
ability capable of monitoring the exercise of mental
power. It is therefore urgent to identify which com-
petences, rules, and institutions may assist citizens in
defending their freedom in the age of artificial intel-
ligence, when it is placed under threat. The principle
of Habeas Menten may be articulated across multi-
ple levels — legal, political, social and educational
— through specific rights, systemic corrections, and
dedicated institutions (Fig. 1).

This articulation should not be understood as
a mere list of heterogeneous measures. Rather, it
reflects the dual nature of Habeas Mentem. On the
one hand, the principle performs a protective function
(which, as will be discussed more extensively in the
concluding discussion, is close to Berlin’s conception
of “negative liberty”), since it aims to defend indi-
viduals against illegitimate forms of cognitive inter-
ference, informational exploitation, neural and behav-
ioural surveillance, and algorithmic manipulation.
On the other hand, it performs an enabling function
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(close to the conception of “positive liberty”), since
mental freedom also depends on the social, institu-
tional, and epistemic conditions that allow citizens
to form autonomous judgements, access pluralistic
information, understand digital environments, and
participate meaningfully in democratic life. The sub-
sections that follow should therefore be read as inter-
dependent levels. Individual and digital rights define
the defensive core of the framework. The separation
of digital power, platform regulation, and antitrust
constitute its institutional dimension. Education, cog-
nitive welfare, and informational pluralism express its
social and enabling dimension.

Neurorights and Associated Digital Rights

Habeas Mentem signifies, first and foremost, a com-
prehensive updating of the human rights system,
aimed at safeguarding individual freedom in the man-
agement of informational elements conveyed through
digital technologies. This entails recognising the right
to access information autonomously, to protect one’s
sensitive data, to communicate one’s views freely,
and to resist conditioning exerted by political and
economic power through technological instruments.
Within this framework, neurorights do not occupy
a separate sphere from traditional digital rights;
rather, they represent their most advanced frontier.
They seek to protect the deepest level of informational
experience, namely that at which data, communica-
tions, and digital interactions translate into cognitive,
emotional, and decision-making processes. Digi-
tal rights may therefore be interpreted as a concrete
and operational articulation of neurorights within the
context of the Internet, which remains the principal
arena in which dynamics of cognitive influence, per-
suasion, and manipulation are exercised [68]. Flores
Filho and Firmo have already suggested that the full
implementation of neurorights should find a corre-
sponding expression in the regulation of the Internet
[69]. The protection of mental freedom presupposes,
indeed, the proper governance of the informational
environments within which the mind operates. As
these environments are now largely structured by dig-
ital platforms, recommendation algorithms, and pro-
filing systems, the protection of personal data, digital
traces, and communicative flows becomes an essen-
tial condition. As Brown argues, genuine safeguards
for the mental sphere require an expansion of the

protective scope beyond devices directly targeting the
brain, so as to encompass the full spectrum of risks
[70]. In the digital age, without adequate regulation
of the online informational space, neurorights under-
stood in a strict sense risk remaining ineffective.

The hypothesis of a systematic articulation of
rights connected to information and communica-
tion technologies continues to encounter a degree of
resistance, as some fear that it may conflict with the
libertarian tradition of the Internet. To this position,
however, it may be objected — following Rodota — that
institutional innovation in the digital sphere does
not seek to curtail the freedoms fostered by techno-
logical expansion, but rather to render them effective
and sustainable over time, preventing their erosion
through asymmetries of power between users and
governments or major technological actors [71].

A first digital right is that of access to the Inter-
net, understood not merely as the formal possibility of
connection, but also as the overcoming of the digital
divide in terms of infrastructure, skills, and availabil-
ity of devices. Effective access to online informational
environments constitutes a preliminary condition for
the exercise of cognitive autonomy and democratic
participation. A second fundamental right is that to
privacy and the protection of personal data, an issue
directly addressed in discussions on neurorights. As
Yuste warns, gaps in existing regulatory frameworks
risk permitting the almost unrestricted decoding and
commercialisation of neural data [72]. Nevertheless,
limitations on the collection and use of behavioural
data are already present within Internet law: the online
dissemination of certain categories of sensitive data,
for instance, is prohibited within the European Union.
Moreover, this right must guarantee individuals control
over information relating to them and over the manner
in which such information is collected, processed, and
used. It also entails the possibility of giving informed
consent, of knowing the purposes of data processing,
and of opposing invasive or discriminatory practices.
A noteworthy example is the European General Data
Protection Regulation (GDPR), which introduces key
principles such as data minimisation and purpose lim-
itation, thereby offering a first line of defence against
the exploitation of cognitive processes. Specifically,
the Regulation classifies biometric data and data con-
cerning health as “special categories of data”, requir-
ing enhanced safeguards and explicit consent. The
protection of personal data thus constitutes an essential
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condition for preserving the private sphere, preventing
forms of informational manipulation, and limiting the
asymmetrical power exercised by digital platforms and
institutional actors. In this respect, privacy represents a
central safeguard of personal autonomy and of the free-
dom to form one’s thoughts.

A third element is the right to be forgotten, namely
the individual’s entitlement to request the removal,
de-indexing, or contextualisation of personal informa-
tion available online. As Jones emphasises, this right
performs a valuable anti-authoritarian function, inso-
far as it limits the ability of public and private actors
to accumulate permanent data conducive to cogni-
tive profiling and behavioural prediction [73]. In this
sense, the right to be forgotten contributes directly
to the protection of mental identity and psychologi-
cal self-determination. A further essential right is that
to anonymity, which enables users to communicate,
access information, and participate in public debate
without being systematically identified and tracked.
Through encryption tools and privacy-enhancing
systems, anonymity reduces the risk of surveillance,
repression, and self-censorship, thereby preserving
the cognitive space necessary for intellectual experi-
mentation, dissent, and the autonomous formation of
opinions.

More generally, as Gary T. Marx observes, it is
essential to engage in systematic scrutiny of the pur-
poses, modalities, and individual and collective con-
sequences of data collection by authorities [74]. In
liberal-democratic countries, albeit with interpretative
variations, it is generally maintained that data should
be collected fairly, for legitimate and proportionate
purposes, and that they should be accurate, relevant,
up to date, and accessible to data subjects for cor-
rection or contestation. They should not exceed their
declared purposes, be retained longer than necessary,
nor be disclosed to third parties outside narrowly jus-
tified exceptions. By contrast, in countries character-
ised by authoritarian or repressive tendencies, data
collection ceases to function as an administrative ser-
vice and instead becomes an instrument of pervasive
social control.

Separation of Digital Power and a New System of
Checks

The principle of Habeas Corpus constituted the first
formulation of a proto-liberal political thought and
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contributed to inaugurating a conception of power as
a reality constrained by rights, procedures, and over-
sight. In the centuries that followed, this approach
was further elaborated by thinkers such as Locke and
Montesquieu, not only through the theory of rights
but also through the doctrine of the separation of
powers [75, 76].

In the contemporary context, power is no longer
concentrated solely within traditional political institu-
tions, but is distributed among States, technological
platforms, transnational corporations, and algorith-
mic systems [77]. Within this scenario, traditional
forms of separation of powers may prove inadequate
to capture the new dynamics of cognitive and infor-
mational domination. Consequently, it becomes nec-
essary to rethink the principle of the separation of
powers in a digital key, developing new mechanisms
of control. This may entail, for example, the creation
of independent institutions tasked with overseeing
algorithms, informational flows, and data usage, as
well as the introduction of public procedures for the
evaluation, auditing, and contestation of automated
decision-making [78]. At the same time, the role of
public authorities must be strengthened in supervis-
ing technologies that affect citizens’ cognitive and
decisional processes.

In the digital sphere, the concentration of surveil-
lance capacities, data collection, and informational
manipulation in the hands of the executive constitutes
a structural risk to citizens’ freedoms. The traditional
distinction between executive, legislative, and judicial
power — conceived in order to limit political arbitrari-
ness — must therefore be updated. Within this frame-
work, the legislature is called upon to establish a gen-
eral regulatory framework setting binding principles
concerning algorithmic transparency, data protection,
platform accountability, and limits on surveillance.
The judiciary, for its part, must perform an essential
ex post oversight function, ensuring the possibil-
ity of challenging abusive practices, discriminatory
automated decisions, and unlawful forms of moni-
toring. In so doing, it operates as a safeguard against
the instrumental use of technology for repressive
purposes.

Alongside these traditional powers, independent
regulatory authorities may play a complementary
role, including data protection agencies and com-
munications oversight bodies [79]. In particular, the
opacity and systemic risks associated with artificial



Neuroethics (2026) 19:33

Page 130f 19 33

intelligence require a form of governance specifi-
cally informed by technological expertise. Although
not directly legitimised through popular vote, such
institutions are composed of sectoral experts and may
perform a crucial function by virtue of their techni-
cal competence and relative autonomy from political
direction [80]. Equipped with investigative and sanc-
tioning powers, these bodies can contribute to limit-
ing data collection, overseeing digital operators, and
protecting citizens. Owing to their autonomy, they
may also act in an adaptive and anticipatory manner
[81].

In the digital age, it is not only public power that
poses a potential threat to freedom, but also private
power, especially when concentrated in the hands
of a few actors such as major technological plat-
forms. Modern constitutional systems were primar-
ily designed to limit the authority of the State, not to
regulate entities such as Google, Meta, or Amazon,
whose influence rests upon the control of vast quanti-
ties of data, opaque algorithms, global infrastructures,
and widespread relations of economic dependence.
The development of artificial intelligence likewise
tends to follow a highly concentrated trajectory capa-
ble of sustaining authoritarian political drift [82]. As
Wu observes, the colossal scale of digital platforms
generates consequences that extend far beyond the
strictly economic sphere [83]. Major technology
companies exert significant influence over the public
space, shaping the visibility of content and interven-
ing in decision-making processes through lobbying
and financial support. Digital laissez-faire has for
years overlooked the dangers of predatory mergers,
unlimited data accumulation, technological lock-in
mechanisms, and privately controlled essential infra-
structures. The result has been the formation of a
global oligopoly with nearly insurmountable barriers
to entry. Competition is a fragile good: without public
intervention, it erodes and ultimately disappears [84].

The division of power therefore also entails strength-
ening antitrust competences and criteria, as well as
intensifying oversight of major technology companies
[85-87]. Various further proposals warrant consid-
eration. For example, the burden of proof in merger
proceedings could be reversed, requiring companies
to demonstrate that an acquisition will not harm com-
petition; mergers could be reviewed even years after
their completion; and the value of data could be taken
into account in assessing acquisitions. It may also be

appropriate to revive the tradition of the major twenti-
eth-century antitrust cases that reshaped entire sectors.
In the presence of particularly harmful concentrations,
authorities might consider measures of functional or
corporate separation, for instance by mandating the
structural separation of core infrastructures, interme-
diation services, and commercial activities. Such inter-
ventions are designed to prevent a single entity from
simultaneously controlling multiple levels of the digital
value chain, thereby reducing the potential for abuse.
Additional measures could include the introduction of
mandatory independent audits of algorithms, the peri-
odic publication of reports on data governance, and the
establishment of public registers of major acquisitions
and technological partnerships.

In this direction moves the Digital Markets Act
(DMA) of 2022, which inaugurates a new phase in
the European regulation of digital platforms [88]. The
Regulation addresses so-called “gatekeepers”, impos-
ing obligations concerning data portability, prohibi-
tions on self-preferencing, advertising transparency,
and the freedom to operate outside dominant plat-
forms. It represents an intervention aimed at fostering
a more equitable ecosystem for start-ups and small
and medium-sized enterprises, although its effec-
tiveness will depend upon the capacity of European
authorities to enforce its provisions rigorously.

Ultimately, the protection of freedom within the
digital ecosystem requires a substantial updating
of the constitutional logic of checks and balances.
Beyond more effectively constraining political power,
it is necessary to articulate a multi-level system capa-
ble of containing the informational and economic
power of major platforms. Dividing power entails
distributing competences among legislators, judges,
independent technical authorities, and competition
bodies, thereby avoiding concentrations of decision-
making authority capable of unilaterally shaping citi-
zens’ cognitive processes. Only through an appropri-
ate division of competences, independent oversight,
and the effective enforcement of sanctions can infor-
mational pluralism, decisional autonomy, and indi-
vidual liberty be preserved in the digital age.

Education, Cognitive Welfare and High-quality
Information

The system of Habeas Mentem cannot rest exclusively
upon legal prohibitions or institutional mechanisms

@ Springer



33 Page 14 of 19

Neuroethics (2026) 19:33

of balance and oversight; it also presupposes the
effective capacities of individuals and their genuine
opportunity to develop them fully. Mental freedom,
indeed, does not consist merely in the absence of
external interference, but requires cognitive and mate-
rial conditions that enable individuals to understand
the informational environment, to navigate within it,
and to take autonomous decisions. In the absence of
such conditions, individuals lacking adequate inter-
pretative tools cannot effectively exercise the rights
that the law formally recognises, nor can they sustain
renewed forms of democratic balancing.

From a pedagogical perspective, digital education
must assume a central role within school curricula,
complemented by elements of neuroethics [89, 90].
Educating citizens capable of understanding tech-
nologies enhances their ability to recognise risks and
to defend themselves against manipulative practices
[91]. Yet the Habeas Mentem approach demands
more. Without the availability of time, a minimum
degree of economic security, and stable access to
informational resources, the aspiration to cognitive
autonomy remains substantially diminished. Digi-
tal competence is not merely a technical skill, but a
capacity that presupposes attention, concentration,
continuity in learning, and the opportunity for ongo-
ing intellectual development. For this reason, the edu-
cational dimension inevitably intersects with ques-
tions of redistribution [92, 93]. Where a significant
portion of the population is absorbed by employment
precarity, informational overload, or dependence
upon platforms designed to capture and monetise
attention, the full development of the critical com-
petences required for digital citizenship becomes
unattainable.

The digitalisation of the economy renders this
problem even more evident. Large platforms extract
value both from the data generated by users and from
the often invisible labour of digital micro-workers,
yet without remunerating it adequately [94]. As a
result, the economic value produced socially does not
return in the form of public cognitive goods. A fairer
system of taxation for digital enterprises could there-
fore support new forms of welfare oriented towards
strengthening citizens’ cognitive capacities [95]. This
would entail not only universal access to digital infra-
structures, but also guaranteed time for education and
training, public spaces for learning, free continuing
education, and adult reskilling programmes.
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In this way, the digital divide would be addressed
not merely as a lack of connectivity, but as a gap in
cognitive competences [96]. On the one hand, opera-
tional technical skills are required: understanding
how algorithms function, knowing how to configure
privacy settings, using software autonomously and, at
least at a basic level, being able to modify and adapt
technologies. On the other hand, critical and human-
istic competences are equally necessary: logical
reasoning, recognition of fallacies, source analysis,
and an understanding of the rhetorical and cognitive
mechanisms underpinning disinformation. Only the
integration of technical capacity and critical educa-
tion enables individuals to identify informational
manipulation, recognise fake news, and discern the
interests embedded within digital architectures.

The availability of a high-quality informational
environment, within which a civic culture may gradu-
ally be formed, likewise constitutes a structural con-
dition of Habeas Mentem and a form of democratic
lifelong learning. Pluralist theories of democracy
presuppose a specific form of citizen autonomy:
not merely the freedom to express opinions, but the
capacity to form them through effective engagement
with alternative perspectives. The stability of demo-
cratic order depends upon the existence of a shared
cognitive space within which differences of values
and interests may be understood, debated, and con-
tested. Deliberation presupposes, in other words, at
least a partially common informational foundation
[97].

The informational ecosystem of digital platforms,
in the age of big data and recommendation algo-
rithms, introduces instead a structural transformation
of the public sphere. Algorithmic personalisation of
content tends to fragment the experience of reality
and to situate individuals within epistemically homo-
geneous environments. Platforms select and rank
content on the basis of users’ past behaviour, with
the economic objective of maximising time spent and
interaction. Within this context, phenomena com-
monly described as echo chambers emerge: informa-
tional environments in which users predominantly
encounter content consistent with their prior prefer-
ences [98]. This does not amount merely to increased
exposure to similar opinions, but to a genuine pre-
selection of cognitive experience itself [99].

From a cognitive perspective, the automated selec-
tion of content attenuates systematic exposure to
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contradiction and renders cognitive dissonance inter-
mittent — yet, under ordinary conditions, such dis-
sonance performs an essential epistemic function in
prompting the revision of beliefs. Secondly, informa-
tional redundancy increases, as users receive multiple
variations of the same interpretative content: news,
commentary and explanations converge upon a sin-
gle narrative framework, and repetition ultimately
reinforces subjective plausibility independently of the
epistemic quality of the information. Finally, a stabili-
sation of beliefs occurs: the internal coherence of the
informational environment heightens perceived cer-
tainty in one’s own views, and knowledge no longer
derives from a process of exploration [100]. The con-
sequence is a polarising effect even in the absence of
ideological intentionality. Individuals who are ini-
tially moderate may gradually adopt more extreme
positions, not because they are exposed to more radi-
cal arguments, but because informational homoge-
neity increases subjective confidence in the beliefs
available to them [101]. A fragmented and polarised
environment is precisely the one most conducive to
disinformation [102, 103]. Moreover, these dynam-
ics may in turn be amplified by the development of
artificial intelligence, which enables the production of
increasingly realistic deepfakes [104].

For Habeas Mentem, the issue concerns the over-
all epistemic architecture within which individu-
als acquire information. Effective mental freedom
requires the structural possibility of encountering
cognitive alterity. Without informational pluralism,
there can be no genuine deliberative autonomy, but
merely the perception of choosing within a space that
has already been preselected. Accordingly, protection
cannot be confined to the removal of unlawful content
or to the factual verification of news. Systemic condi-
tions are required to guarantee access to diverse and
independent sources of information, transparency in
the criteria governing algorithmic recommendation,
the possibility of deactivating or modulating person-
alisation, and the promotion of digital public spaces
not governed solely by the logic of engagement.

In the absence of such conditions, individuals
remain formally free yet cognitively steered: choice
remains legally voluntary, but epistemically hetero-
directed. Nor can democratic participation be fully
realised, since it requires not only formal access to the
public sphere, but also the cognitive, informational,
and material capacities needed to understand issues,

evaluate alternatives, and intervene meaningfully in
collective decision-making. Consistent with its ena-
bling structure, Habeas Mentem therefore entails
not only negative rights against mental intrusion, but
also positive guarantees concerning the quality of the
environment within which decisions are formed.

Concluding Discussion

Habeas Mentem may be conceived as a principle
of integration among rights, rules, and institutions,
aimed at ensuring that the cognitive power exercised
through technologies respects citizens’ freedom. It
may be interpreted as a paradigm in which the minds
of citizens, much like the body in the Habeas Cor-
pus, cannot be subjected to arbitrariness, whether by
the State or by private actors endowed with systemic
capacities of influence. Its added value does not lie in
replacing existing liberal protections, which remain
indispensable, but in extending and reorganising them
around the specific problem of cognitive power in the
digital age. Neurorights constitute its immediate nor-
mative core; yet its deeper function lies in redefining
power relations within the digital ecosystem, preserv-
ing the cognitive conditions necessary for liberty and
collective self-government.

To avoid ambiguity, Habeas Mentem should not
be understood as a new right, nor as a sectoral pro-
gramme of technological regulation. It should rather
be conceived as a constitutional-level meta-principle,
a normative framework, and a general architecture
capable of integrating existing and emerging rights,
orienting the distribution of power, and guiding the
reform of democratic institutions in the digital age.
In this sense, Habeas Mentem does not replace neu-
rorights, but incorporates them as its immediate core,
while situating them within a broader architecture of
guarantees, rules, and institutions. Indeed, the defence
of freedom of thought — and, consequently, of politi-
cal action — in the digital age cannot be entrusted
solely to the formal recognition of new individual
rights. Rather, it requires an institutional framework
capable of structurally redressing the asymmetries of
power generated by the attention economy and the
concentration of informational infrastructures.

Habeas Mentem takes shape as a multi-level sys-
tem of power-balancing, integrating the separation
of state powers, the regulation of private enterprises,
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antitrust policies, and the autonomous participation
of civil society. From this perspective, the protec-
tion of cognitive and communicative freedom does
not depend upon isolated legal or regulatory instru-
ments, but upon the construction of a pluralistic insti-
tutional ecosystem capable of distributing technologi-
cal power, rendering it transparent, and subjecting it
to reciprocal checks.

More specifically, the framework of Habeas
Mentem developed in Sect. 3 operates along two com-
plementary dimensions, which may be understood in
light of Isaiah Berlin’s distinction between negative
and positive liberty [105]. The first dimension is that
of negative freedom, understood as protection against
illegitimate interference in the mental and cognitive
sphere. It includes the prohibition of unauthorised
access to neural and behavioural data, protection
against manipulative algorithmic practices, limits
on surveillance, independent oversight mechanisms,
and the balancing of powers. From this perspective,
Habeas Mentem takes up the defensive function of
neurorights and digital rights, protecting individu-
als from arbitrary cognitive intrusion, informational
exploitation, and psychological manipulation.

The second dimension is that of positive freedom,
understood as the construction of the material, social,
and institutional conditions that make mental auton-
omy effectively possible. Cognitive freedom cannot
be reduced to the mere absence of interference. It
also requires access to pluralistic information, critical
education, digital literacy, welfare, and material con-
ditions enabling individuals to understand, contest,
and participate within complex technological envi-
ronments. From this perspective, educational policies,
the taxation of digital platforms, the production of
public cognitive goods, informational pluralism, and
democratic participation are not external or supple-
mentary elements of Habeas Mentem, but constitutive
parts of its systemic architecture, aimed at correcting
the material dimensions of inequality in the digital
world that risk weakening citizens’ positive freedom.

These components should not be understood as a
mere juxtaposition of heterogeneous measures, but as
different levels of the same general normative archi-
tecture. Indeed, no single measure, in this theoretical
framework, is sufficient. The legal protection of men-
tal data, the regulation of algorithms, antitrust poli-
cies, platform transparency, critical education, and
the development of public cognitive goods operate
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at distinct yet interdependent levels. Only their par-
allel and coordinated implementation can prevent
mental freedom from remaining a merely formal
guarantee. Habeas Mentem thus assumes a systemic
and enabling structure, analogous to that of modern
constitutional arrangements in which fundamental
rights and the organisation of powers mutually rein-
force one another. In this way, mental freedom is
conceived not merely as immunity from interference,
but as the institutional outcome of a dynamic equi-
librium among power, knowledge, and democratic
participation.

The specific contribution of the article therefore
lies in shifting the centre of gravity of the debate
from neurorights understood as defensive individual
rights to Habeas Mentem understood as a normative
principle, a constitutional meta-principle and a sys-
temic framework for rebalancing cognitive power.
The originality of the proposal does not lie merely in
the addition of new neuro-rights concerning the digi-
tal sphere, but in the connection between individual
protections, institutional limits, platform regulation,
informational pluralism, critical education, and the
social conditions of mental freedom. What Habeas
Mentem adds, then, is not another item to the exist-
ing liberal vocabulary, but a principle of coordination
capable of explaining why these diverse protections
must be treated as mutually dependent elements of a
single social, political and legal project.

In conclusion, the emergence of pervasive com-
munication technologies and the imminent devel-
opment of neurotechnologies require a structural
reconsideration of the guarantees of liberty within the
digital sphere. The expansion of technical capacities
to acquire, infer, and modulate cognitive processes
transforms the human mind into a newly relevant
juridical space, exposed to forms of power not reduc-
ible to traditional models of physical or economic
coercion. In this context, Habeas Mentem emerges
as a systemic regulatory principle aimed at prevent-
ing technological power from evolving into cognitive
domination. Its purpose is therefore not only reme-
dial, but also constitutional and anticipatory, since it
seeks to shape the institutional environment before
cognitive asymmetries become normalised structures
of dependence. In light of the impending integration
of digital technologies and neurocognitive systems,
the anticipatory adoption of ethical and legal safe-
guards becomes a constitutional necessity rather than
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a matter of prudence alone. Without such pre-emptive
intervention, neurotechnologies risk consolidating
new forms of invisible subordination; with it, they
may instead be oriented towards emancipatory ends.
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