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Abstract

Purpose — The aim of this paper is to present the first diffusion analysis of ISO/IEC 27001, the fourth most
popular ISO certification at global level and the most important standard for information security.
Design/methodology/approach — To achieve the purposes, the authors applied Grey Models (GM) — Even
GM (1,1), Even GM (1,1,0,0), Discrete GM (1,1), Discrete GM (1,1,a) — complemented by the relative growth rate
and the doubling time indexes on the six most important countries in terms of issued certificates.

Findings — Results show that a growing trend is likely to be expected in the years to come and that China will
lead at country level.

Originality/value — The study contributes to the scientific debate by presenting the first diffusive analysis of
ISO/IEC 27001 and by proposing a forecasting approach that to date has found little application in the field of
international standards.
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1. Introduction
Over the last years, information security (IS) has become one of the main managerial
priorities. The implementation of digital technologies and the switch to smart working
practices are increasing the vulnerability of firms’ networks (e.g. Contieri et al., 2022; Koohang
et al., 2020). This is also testified by the growing interest in the ISO/IEC 27001 information
security management standard: prominent technology providers (e.g. Apple and Microsoft)
but also companies belonging to the old economy (e.g. Stellantis and General Electric) have
already decided for its adoption (Culot et al., 2021).

Consistently with other management system standards (e.g. ISO 9001, ISO 14001), ISO/
TEC 27001 builds on a process-oriented approach based on formalization and systematization:
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it introduces a structured framework aimed at ensuring integrity, availability and
confidentiality of the information that is maintained and processed by an organisation
(Zimon et al., 2022; Rebelo et al., 2014; Gillies, 2011). In doing this, the norm does not impose
any specific technological approach or requirement. Rather, it calls for a continuous
exploration of available solutions related to logical, physical and organisational aspects of
information security; this way integrating both operational practices and technologies.

Despite the relevance of the topic, extant research has highlighted several aspects that
may hinder the diffusion of the norm (e.g. lack of clarity on the outcomes of ISO/IEC 27001
adoption, potential competition with other standards, implementation failure). As a result,
after 15 years from ISO/IEC 27001 enactment, the number of issued certificates (85,000 as of
2020) is still lagging when compared with other management systems (e.g. over the same
period ISO 9001 and ISO 14001 were recording, respectively, 560,000 and 245,000 valid
certificates — ISO, 2021).

Against this background, the main aim of this paper is to open the debate on the future
diffusion patterns of ISO/IEC 27001. Studies exploring standards dissemination can shed
light on a complex phenomenon affected by factors such as regulatory background, economic
structure, stakeholder pressures and governmental incentives (Podrecca et al, 2022a).
Moreover, according to Castka and Corbett (2015), research focused on long-term adoption
patterns is usually neglected in the early stages of management system standards, as
available data are usually limited. Nearly two decades after ISO/IEC 27001 enactment, we,
therefore, believe that investigating future trajectories could also disclose any similarities
between dissemination patterns of ISO/IEC 27001 and those of other more mature norms,
thus highlighting potential critical issues of the standard under examination.

To achieve our purpose, we shed light on the diffusion process of ISO/IEC 27001
certifications up to 2030 for the six countries with the highest number of adherents (i.e. Japan,
UK, India, China, Germany and Italy).

The remainder of the manuscript is structured as follows. Section 2 provides an overview
of the relevant literature. Section 3 introduces the adopted methodology. Section 4 presents
and discusses the findings. Finally, conclusions, contributions and limitations of the paper
are highlighted in section 5.

2. Literature review
Our study builds on three main research streams: literature on ISO/IEC 27001, studies
investigating the diffusion of international management standards and methodological
papers on Grey models.

2.1 ISO/IEC 27001

Enacted in 2005 by the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) as an evolution of the British norm BS 7799,
ISO/IEC 27001 has currently become the most prominent standard in the field of information
security (Culot et al, 2021). It “[. . .] specifies the requirements for establishing, implementing,
maintaining, and continually improving an information security management system (ISMS)
within the context of the organization” (ISO/IEC 27001:2013, p. 1). Consistently with other ISO
norms (e.g. ISO 9001, ISO 14001), the standard is applicable to all companies without any
precondition in terms of size, nature, or industry; ISO/IEC 27001 is not only intended for firms
having a high digital maturity level since it does not require any specific security technology.
The norm shares the same principles as other ISO standards such as risk-based thinking,
process orientation and a continuous improvement logic based on a plan-do-check-act
(PDCA) approach. In terms of structure, ISO/IEC 27001 consists of ten chapters — the first



three introduce the standard, the other seven define the requirements for setting up and
running an ISMS — complemented by a list of controls (Annex A).

Given the pivotal role played by data in both today’s economy and society, the norm has
attracted the interest of several scholars. Culot et al (2021) provide a systematic literature
review on ISO/IEC 27001 highlighting that research on the topic has moved around three
main areas: motivations, implementation process and outcomes.

As for the motivations, scholars have highlighted both institutionalist (i.e. firms embrace
ISOMEC 27001 to achieve a formal certification to qualify in the eyes of external
stakeholders) and functionalist (i.e. firms resort to the standard to improve their activities/
processes) drivers. In terms of institutionalist motivations, extant research (e.g. Stewart,
2018) reports that ISO/IEC 27001 is adopted to improve the corporate image and attract
more customers. Other studies argue that ISO/IEC 27001 is also implemented due to
isomorphic phenomena or as a response to specific client requests (e.g. Raabi et al., 2020). In
this latter case, however, scholars (e.g. Cowan, 2011) have also warned that firms may
decide to adhere only to some requirements of the standard (i.e. those explicitly requested
by their customers) without achieving formal certification. Moving to the functionalist
aspects, the main drivers are related to expectations around improved information security
capabilities and skills and increased efficiency of information security-related processes
(e.g. Annarelli et al., 2020).

For what concerns the implementation process, several studies stress that ISO/IEC 27001
adoption requires a significant amount of resources. In particular, companies need to invest
considerable time of their staff in activities and meetings related to the set-up/configuration of
the information management system (e.g. Pardo et al, 2016), as well as relevant costs are
reported in case organizations decide to resort to the help of external consultants (e.g. Rezaei
et al, 2014). When it comes to the specific controls that firms should implement, extant
research has also highlighted that the norm provides only limited advice on their mutual
interdependence and a lack of guidance on cost/benefit assessments in their selection (e.g. Ho
et al., 2015). Similarly, relevant difficulties have been highlighted as regards potential
relationships between the organization and the external environment; many implementations
fail because of an unstructured approach to shared assets and difficult identification of the
organizations’ dependencies on outsourced services (e.g. Stewart, 2018).

Moving to the outcomes of ISO/IEC 27001 adoption, the literature highlights lower IS
risk levels (e.g. Al-Karaki et al., 2022) and improved business continuity (e.g. Rezaei et al,
2014) with consequent reduction of expenditures stemming from legal costs and bad news
(e.g. due data leaks — Bakar et al., 2015). Scholars have also argued that the structured
approach to information-related activities/processes demanded by ISO/IEC 27001 could
result in clearer roles and accountabilities and fewer redundancies (e.g. Annarelli et al.,
2020). Moreover, ISO/IEC 27001 can be considered a “ticket to the market” for exporting
firms — in particular, when they conduct their activities in contexts characterized by high
diffusion degrees (e.g. Dionysiou, 2011) — and vendors located in offshored countries — e.g.
India, Taiwan, Singapore — as it allows companies to show their international customers
the care paid in ensuring data protection (e.g. Hlaca et al, 2008). Despite these positive
implications, the formalization required by some of the ISO/IEC 27001 dictates has also
been connected to flexibility losses with negative implications for both labour productivity
and the ability to fulfil customers’ requests (Crowder, 2013, van Wessel ef al., 2011). As a
result, concerns related to potential side effects on firms’ profitability have been raised too
(Tejay and Shoraka, 2011). Furthermore, some studies (e.g. Culot ef al, 2019) have
questioned the potential differentiating role of the standard, arguing that it only provides
limited reputational benefits.

To conclude, it is worth acknowledging the specific context in which the empirical studies
on ISO/IEC 27001 have been conducted [1]. Most of the authors (4 contributions) investigate

Forecasting
ISO/IEC 27001
diffusion

125




TQM
359

126

issues related to US companies (Tarn et al, 2009; Tejay and Shoraka, 2011; Deane et al, 2019;
Podrecca et al., 2022b). German organizations have been considered in three papers (Beckers
et al, 2013; Mirtsch et al.,, 2020, 2021). Spain (Pardo et al., 2013; Mesquida et al., 2014), Iran
(Rezaei et al., 2014; Khajouei et al, 2017), Taiwan (Ku ef al, 2009; Liao and Chueh, 2012) and
Turkey (Basaran, 2016; Ozkan and Karabacak, 2010) follow with two contributions each.
Surprisingly, except for the German case, the focus of the studies is not consistent with the
diffusion of the standard; many of the countries with the highest number of issued ISO/IEC
27001 certificates (ISO, 2021) have never been considered (e.g. Japan, India) or have been
included only in studies resorting to a multi-country perspective (e.g. UK, China, Netherlands
—van Wessel et al., 2011; UK, Italy — Annarelli ef al.,, 2020).

Against this background characterized by the emergence of some controversial aspects
that may hinder ISO/IEC 27001 adoption (e.g. avoidance of formal certification by firms,
implementation failures due to lack of guidance on control selection and shared assets, lack of
clarity around the outcomes of the adoption) and of discrepancies between the countries
investigated in empirical studies and those recording the highest number of issued ISO/IEC
27001 certificates, a prominent need exists to investigate ISO/IEC 27001 future trajectories
and to compare them with those of more mature and widespread management standards (i.e.
ISO 9001, ISO 14001). As we will see in the next section, the diffusion patterns of these
standards have been widely investigated, while a specific study on ISO/IEC 27001 is still
missing.

2.2 Diffusion studies

The first studies analysing the (long-term) diffusion patterns of international standards
appeared in the early 2000s when Franceschini ef al. (2004) noticed that their adoption follows
an S-shaped (or sigmoid curve) divided into three different phases: an initial exponential
growth (expansion) due to the firms’ desire to give formal evidence of their commitment
towards a specific topic (e.g. quality assurance, sustainability, social responsibility), a
subsequent phase (maturation) characterised by a linear growth, and a last phase
(retrocession) in which the interest reaches the peak and becomes stable gradually moving
towards saturation.

The abovementioned patterns are close to those of population growth in environments
with scarce resources (Pearl, 1978) and innovation adoption (Gurbaxani, 1990), i.e. two topics
extensively studied by applying diffusion models like Verhulst (logistic) and Gompertz
curves.

Franceschini ef al (2004) used these models to study diffusive patterns of some
international management standards. Firstly, they resorted to Verhulst’s equation to shed
light on ISO 9001 dissemination across Europe. Subsequently, other scholars showed that the
estimates of diffusive models can describe adoption trends of other standards (e.g. ISO 14001,
SA8000, Global Reporting Initiative — GRI, United Nations Global Compact) both considering
them at country and industry level (i.e. shedding light on the dissemination of international
standards in specific countries and industries) (see Table 1).

A slightly different technique has, instead, been adopted by most recent contributions
(Ikram et al, 2019, 2021). In particular, scholars have started to investigate the future
diffusion of international standards using more sophisticated approaches, namely Grey
models. When compared with Verhulst and Gompertz curves, the Grey method can provide
several benefits such as high accuracy of the forecasts (e.g. several contributions based on
logistic approaches underestimated the number of issued certificates) against a reduced
computational effort (Liu ef al, 2017; Javed and Liu, 2018). The next section provides a review
of extant research on Grey models highlighting their characteristics, previous usage for
research purposes and main limitations.



Standard Authors Adopted approach Level of analysis
1SO 9001 Franceschini ef al. Logistic Country
(2004)
ISO 9001 Franceschini et al. Logistic Country and
(2006) economic sector
ISO 9001 Llach ef al. (2011) Logistic Economic sector
1SO 9001 Ikram et al. (2021) Grey Country
1SO 9001 and ISO 14001 Marimon et al. (2006)  Logistic Country and
economic sector
1SO 9001 and ISO 14001 Casadestus et al. (2008)  Logistic Country
ISO 9001 and ISO 14001 Marimon et al. (2009)  Logistic Country
1SO 9001 and ISO 14001 Marimon et al. (2010)  Logistic Country
1SO 9001 and industry-specific “Q” del Mar Alonso- Logistic Economic sector
standard Almeida et al. (2013)
1SO 14001 Marimon et al. (2011)  Logistic Economic sector
1SO 14001 Ikram et al. (2019) Grey Country
ISO 20000 Cots and Casadesus Logistic Country
(2015)
1SO 22000 Granja ef al. (2021) Gompertz Country
ISO/TS 16949 Franceschini et al. Logistic Country
(2011)
GRI Marimon et al. (2012)  Logistic Country and
economic sector
GRI del Mar Alonso- Logistic Country and
Almeida et al. (2014) economic sector
GRI del Mar Alonso- Logistic Universities
Almeida ef al. (2015)
SA8000 Llach et al. (2015) Logistic Country and
economic sector
United Nations Global Compact Podrecca et al. (2022a)  Logistic Country and

economic sector

Integrated management systems (ISO  Cabecinhas et al. Logistic + Gompertz ~ Country
9001, ISO 14001, and OHSAS, 18001)  (2018)
Integrated management systems (ISO  Cabecinhas et al. Logistic + Gompertz  Country
9001, ISO 14001, and OHSAS, 18001)  (2020)

Source(s): Table by authors
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Table 1.
Diffusion studies

2.3 Grey models

First introduced in the ’80s by the Chinese scholar Julong Deng, Grey models are a data-
driven intelligent time-series forecasting technique that is particularly useful in the study of
samples characterized by reduced size, poor information and uncertainty (Liu ef al, 2016);
three limitations that usually affect studies dealing with the diffusion of management system
standards (Tkram et al,, 2019, 2021). The main characteristic of this forecasting approach is the
capability of “extracting useful information from what is available” (Liu et al., 2015, p. 141); this
way the law describing the system can be effectively explained and quantitative predictions
can be done.

Starting from the original first order and one variable Grey Model (1,1) - GM (1,1), over
the last 40 years the research on the grey forecasting technique has been particularly active
due to both practical needs and its applicability to a wide range of situations. This has led to
the development of four basic forms of GM (1,1), namely Even Grey Model (1,1) - EGM (1,1),
Original Difference Grey Model (1,1) — ODGM (1,1), Even Difference Grey Model (1,1) —
EDGM (1,1) and Discrete Grey Model (1,1) — DGM (1,1). Without entering into the specific
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peculiarities of each of them, we can refer to the classification of Liu et al (2015) which
argues that ODGM, EDGM and DGM are more useful in the case of homogeneous
exponential sequences of data, while EGM describes well non-exponential increasing and
vibration (i.e. data moving around a reference value) sequences of data. Building on these
basic forms, many contributions have focused on the characteristics of the models (e.g. Ji
et al, 2001); on optimizing the parameters of the models (e.g. Jie and Bo, 2012); on strategies
aimed at improving the initial values included in the models (e.g. Dang et al., 2005); and on
identifying the application boundaries of the different models (e.g. Xie and Liu, 2006). As a
result, the different (1,1) models have been used in a wide range of fields including
agriculture (e.g. Li et al., 2022), tourism (Dang et al., 2020), energy (Javed and Cudjoe, 2022)
and management (Ikram et al, 2021).

Additional improvements in the discipline have led to the development of Grey (1,N)
models. In (1,N) models the forecasted values depend not only on the sequence of original
data of the dimension being estimated (e.g. the number of issued certificates), but
scholars can also include some (independent) variables to investigate the sensitivity of
the results to some contextual factors of interest (e.g. they can introduce the GDP growth
to take into account the effect of the general economic situation) (Liu ef al., 2017). Despite
the accuracy improvements achievable thanks to (1,N) models, two main drawbacks
hinder their large-scale applicability for prediction purposes (Ofosu-Adarkwa et al,
2020). First, these models can be used for predicting future values only when the original
data vary slightly. Second, their estimates are based on the original data sequence of
relevant factors (i.e. suppose we want to estimate ISO/IEC 27001 diffusion up to 2030, we
would need the values of independent variables up to 2030, which is not feasible). For
such reasons, scholars resorting to Grey models to estimate the future trends of
international management standards have always adopted (1,1) models (Ikram et al.,
2019, 2021).

3. Methodology

3.1 Dataset and modelling approach

The dataset used in this paper comes from the list of ISO/IEC 27001 issued certifications
available on the ISO website (ISO, 2021). Analysed data refer to the period from 2010 to 2020
and, consistently with extant research (e.g. Ikram et al, 2019, 2021), consider the six countries
with the highest number of certified organizations (i.e. Japan, China, UK, India,
Germany, Italy).

As previously argued, when compared with traditional Verhulst and Gompertz
equations, Grey models provide several benefits including the higher reliability of the
forecasts and the possibility to present the results in a simple mathematical form (Liu
etal,,2017). Hence, we resorted to (1,1) Grey models to investigate the diffusion patterns of
ISO/IEC 27001. Based on the classification of Liu ef @l (2015) described in the previous
section and considering the characteristics of the data, we decided to use both a model
suitable for exponential sequences and a model useful for non-exponential increasing
sequences. While EGM (1,1) was the only available model for non-exponential increasing
sequences (Liu et al., 2015), in terms of exponential sequences we preferred DGM (1,1)
rather than OGM (1,1) or EDGM (1,1). This is because over the last years many scholars
have proposed variations to the DGM (1,1) estimation algorithm aimed at improving its
forecasting performance. As such, in line with the most recent contributions (e.g. Javed
et al., 2020; Javed and Cudjoe, 2022), the Even Grey model — EGM (1,1), the discrete Grey
model — DGM (1,1) and their generalized versions — EGM (1,1,a,0), DGM (1,1,a) — were
selected [2].



3.2 Grey models
3.2.1 DGM (1,1) and EGM (1,1). Suppose to consider a sequence of raw data

X = (x01),292),...,x0n)), 20 (k) >0 (1)

its direct use is not appropriate in grey models as raw data are usually characterized by
significant noise, and this decreases the forecast accuracy (Liu et al, 2017). To solve the
issue, Deng (2004) introduced the concept of “accumulation of raw data”. In the classical
DGM (1,1) and EGM (1,1) the data accumulation is usually performed with the “once
accumulating generation operator” usually called 1-AGO (i.e. a cumulative sum
operator) (Liu et al,, 2017). Therefore, the 1-AGO of the sequence of raw data (1) would
result in

X0 = (xV(1),20(2),...,20(n)) )

k
in which xV (k) = > 203),k=1,2,... ,n.

The 1-AGO seqﬁ:ehce of data is then introduced in the DGM (1,1) and EGM (1,1) to forecast
the desired values.
3.2.1.1 DGM (1,1). The DGM (1,1) — the discrete form of a first-order single variable Grey

model — time-response function of X'”) (i.e. the formula that provides the forecasts) is (Zhao
et al, 2018)

xr(O)(k) =B -1 <x(0>(1) _ L) ]f_27k —2.3,... . )
1=p
in which 2/® (1) = (1) = 0 (1)

To estimate the parameters 1 and p2, an ordinary least squares (OLS) approach can be
adopted (Zhao et al, 2018), namely

8,57 = [B'B] B'Y 4
with
1) 1 +1(2)
po| 1O ey [P
x“)(n:—l) ) x(l):(n)

The Online Appendix 2 provides a step-by step application of DGM (1,1) to a real case (i.e. the
number of ISO/IEC 27001 issued certificates in Japan). For a more detailed discussion on DGM
(1,1) the interested reader might refer, among others, to Zhao et al. (2018).

3.21.2EGM (1,1). The EGM (1,1) — the even form of a first-order single variable Grey model

— time-response function of X% (i.e. the formula that provides the forecasts) is (Liu et al, 2017)

(k) = (1 - (x“”(l) - 3) etV k=23, n ©)

in which x/© (1) = 20 (1) = x©(1)

To estimate the parameters a and b, an Ordinary Least Square (OLS) approach can be
adopted (Liu ef al, 2017), namely
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i, b}T _ [BTB] “IgTy ©)
with
V@) 1 £ (2)
L —z“:)( 1 ady - x(O): where2) () — % (D (k) + 2V (% — 1)).

_Z(f) (n) 1 x(o)'(n)

The Online Appendix 2 provides a step-by step application of EGM (1,1) to a real case (i.e. the
number of ISO/IEC 27001 issued certificates in Japan). For a more detailed discussion on EGM
(1,1) the interested reader might refer, among others, to Liu ef al (2017).

322 EGM (1,1,a,0) and DGM (1,1,a). Despite the concept of 1-AGO is widely adopted, it
presents some limitations that might worsen the prediction performance of GM (1,1) models. In
particular, the models resulting from Deng (2004) definition of 1-AGO are linear models and thus
they are oversimplified for many real applications in which diffusion patterns may accelerate or
reduce over time. This issue prompted researchers to propose alternative operators for data
accumulation. One of the most successful attempts was made by Ma et al. (2020) that proposed the
conformable fractional accumulation of raw data and the inverse conformable accumulation of
simulated data. The fractional-order accumulation allows considering nonlinearity in data (i.e. it
accounts for any potential increase or decrease in the diffusion rate of the phenomenon being
investigated) and thus improves the reliability of the model and its adherence to reality (Javed and
Cudjoe, 2022).

Suppose to consider the same sequence of raw data as in (1)

X9 = (x01),292),....29n)), 20 (k) >0 )
its conformable fractional accumulated series of data (Javed et al, 2020; Javed and Cudjoe,
2022) is defined as

X9 = (69(1),x9(2),...,29(n)) ®

E /oo
in which (@ (k) = Y (’jﬁﬁ?) k=12 . naeOl]

The conformable fractional accumulated sequence of data is then introduced in the DGM
(1,1,) and EGM (1,1,a1,0) to forecast the desired values.

3.2.21 DGM (1,1,0). The DGM (1,1,0) — the discrete form of a grey forecasting model with a first-
order differential equation containing one variable and conformable fractional accumulation — time-

response function of X' (Le. the formula that provides the forecasts) is (Javed and Cudjoe, 2022)

R O e e L S SR
1

in which 2% (1) = x@ (1) = x)(1)

To estimate the parameters pl and B2, an OLS approach can be adopted (Javed and
Cudjoe, 2022), namely

8,)" = [BB] 'B'Y (10)

with



A1) 1 2@ (2)

@ 1 @
B= @ andY = #6)
Om—1) 1 @ ()

while a can be identified by minimizing the forecasting error. In particular, according to Javed
and Cudjoe (2022), this can be done by solving the following optimization problem

(1
min (nz

k=1

xO (k) — 5O (k)
xO (k)

X 100) (11)

where (k) is defined as in (1) and (7), while ¥'® (k) as in (9) and a € (0,1] (Javed and Cudjoe,
2022). For a more detailed discussion on DGM (1,1,x) the interested reader might refer, among
others, to Javed and Cudjoe (2022).

3.2.22EGM (1,1,0,0). The EGM (1,1,0,0) — the even form of a grey model with a first-order
differential equation containing one variable, and weighted background value containing

conformable fractional accumulation — time-response function of X% (i.e. the formula that
provides the forecasts) is (Javed and Cudjoe, 2022)

x/(O) (k) _ klfa(l _ ea) (x(O)(l) _ S) o—tk=1) k=23 .n 12)
in which ¥ (1) = @ (1) = x©(1)

To estimate the parameters a and b, an Ordinary Least Square (OLS) approach can be
adopted (Javed et al., 2020), namely

fa,b)” = [B"B] 'B"Y (13)
with
—2<1)(2) 1 x(O)(z)
B— _Za:)(?’) 1 andY = x(O):(?’) ,wherezV (k) = 62 (k) + (1 — )X (k — 1).
—z(i)(n) 1 x(o)l(n)
0]

a and 6 can be identified by minimizing the forecasting error. In particular, according to
Javed et al (2020), this can be done by solving the following optimization problem

(1 = [xOR) — ¥ O (k)

min <% Z — @

k=1

X 100) (14)

where 1 (k) is defined as in (1) and (7), while P (k)asin (12), a € (0,1]and 6 € (0,1] Javed
et al., 2020). For a more detailed discussion on EGM (1,1,a,0) the interested reader might refer,
among others, to Javed et al (2020).
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Table 2.
Lewis scale for MAPE
evaluation

3.3 Forecasting performance evaluation
To evaluate the forecasting performance of the four models we resorted to the Mean Absolute
Percentage Error (MAPE) defined as follows:

MAPE(%) :%Z

k=1

x(k) — 2 (k)
x(k)

where x(k) and «'(k) represent, respectively, the actual observation and the predicted
(forecasted) value.

MAPE is one of the most widely adopted measures of goodness-of-fit and has been already
used in different contexts (see for example Ikram et al, 2021, 2019; Javed et al, 2020). According
to the Lewis scale (Lewis, 1982), MAPE values can be considered as follows (Table 2).

X100 (15)

3.4 Growth analysis and doubling time
To complement our analyses, two additional indicators were used: the Relative Growth Rate
(RGR) and the Doubling time (Dt). The first was employed to shed light on the country-wise
relative growth of ISO/IEC 27001 certificates; the second to understand the time needed to
double the number of ISO/IEC 27001 certificates. Previous adoption of these indexes can be
found, among others, in Javed and Liu (2018).

RGR is defined as (Javed and Liu, 2018):

h’ZNz—h/ZNl)

_(
RGR = e (16)

where N, and N; are the cumulative numbers of ISO/IEC 27001 certifications in years t, and
t1. By considering (to-t1) equal to 1 year, the above equation can be written as:

Moving to the Doubling time (Dt), the underlying equation is given as (Javed and Liu, 2018):

2
Dt = (2 -t1)n| ———— 18
( ) (11’1N271HN1> ( )
Similarly to the RGR, (to-t;) is equal to one year. Therefore, Dt equation becomes:
2
Di=In{ ————— 19
(ln No—In Nl) 9
MAPE (%) Forecast accuracy
Lower than 10% Highly accurate forecast
Between 10% and 20% Good forecast
Between 20% and 50% Reasonable forecast
Higher than 50% Inaccurate forecast

Source(s): Table by authors




4. Results and discussion

Forecasting

This chapter is structured into two sections. The first evaluates the effectiveness of the ISO/IEC 27001

models in describing current and future trends of ISO/IEC 27001 adoption. The second
presents and discusses the findings.

4.1 Performance evaluation of the models

Table 3-8 report the findings for the six countries under investigation: Japan, China, UK,
India, Germany, Italy. For each of them, we first simulated data from 2010 to 2020 and then we
predicted the number of issued certificates from 2021 to 2030.

As stated in section 3.3., the goodness of fit of the Grey models is evaluated in terms of
their MAPE. Results show that EGM (1,1,a,6) always outperforms (i.e. its MAPE shows lower
values) DGM (1,1,a), EGM (1,1) and DGM (1,1) exhibiting highly accurate (UK, India) or good
(Japan, China, Germany, Italy) estimates. Accordingly, in the following section, the findings
presentation and discussion will build on EGM (1,1,a,0) predictions.

As a side note, it is particularly interesting to highlight that the accuracy improvement in
moving from EGM (1,1), DGM (1,1,a) and DGM (1,1) to EGM (1,1,0.,0) is far more relevant in
countries with higher growth rates. For instance, in China the accuracy improves by almost
40% with a MAPE that goes from 27.02% (DGM (1,1)) to 15.30% (EGM (1,1,a,0)).

4.2 Presentation of the findings

As regards data up to 2020 (Tables 3 and 8; see Figures 1-6 for a graphical representation of
the results), Japan (18,103 certifications) has recorded the highest number of ISO/IEC 27001
issued certificates followed by China (12,489), UK (5,897), India (5,449), Germany (3,367) and
Italy (3,324). Moving to the EGM (1,1,a,0) predicted values (2021-2030), the estimates exhibit
exponential growth (Figures 1-6) in the years to come with China (412,338 certificates) that is
likely to become the leading country in terms of ISO/IEC 27001 certifications, followed by
Japan (59,704), Germany (40,752), Italy (35,708), UK (29,465) and India (26,509). Based on these
results, two interesting findings emerge. On the one hand, with 24,292 certificates in 2022
China will overtake Japan (20,763) at the top of the chart. On the other, UK is predicted to lose
some positions in favour of Germany and Italy.

After shedding light on the (current and future) diffusion trends, we can notice that the
countries characterized by the highest amount of ISO/IEC 27001 certificates are also leading
as regards the adoption of more mature standards (i.e. ISO 9001, ISO 14001 - IS0, 2021; Ikram
et al, 2021, 2019). These results can be explained considering the findings of Mirtsch et al
(2020), Cots and Casadesus (2015) and Dahlin and Isaksson (2017): firms usually start to
implement general standards (ie. ISO 9001) and then resort to more specific ones.
Accordingly, in areas with an established tradition of certifications, many organizations have
already validated the quality of their operational processes and therefore they are starting to
approach other (more specific) standards like ISO/IEC 27001. In such contexts, ISO/IEC 27001
exhibits two main strengths. On the one hand, the learning process followed for ISO 9001 and
1SO 14001 could help firms to adhere more quickly to ISO/IEC 27001 (Podrecca et al, 2022a);
companies can therefore take advantage of the positive externalities of ISO/IEC 27001 (e.g.
streamlined buyer-supplier relationships — Hannigan et al, 2019; differentiation effect —
Stewart, 2018) without all the burdens faced by firms approaching ISO standards for the
first time. On the other hand, by implementing ISO/IEC 27001 together with other
management standards (and by integrating them into a single management system) firms
can benefit from the peculiarities of each of them while reducing costs, complexity and time
efforts required to manage common mandatory requirements like documentation, audits and
procedures (Hoy and Foley, 2015; Sampaio et al., 2012).

Based on the data up to 2020, the RGR estimates show the following sequence:

diffusion

133




soyne Aq d[qe], :(S)92.1mog

%¢e€Tl %¢eECl %82¢1 %8911 (%) ddVIN
625290 0
T 1 0
9678917 967'89T% 206'628'S 171'23LS 2dq
20SPTT 20SHTT GLVET0— €02ET0— 1d ‘e
186 a8T'0 108°¢S¢E 0ST%9 0ST%9 66979 70L'6G 0£0¢
aNd 9610 160765 €31°98 €318 6£59G 61£CS 6202
€52C 0120 8LLTVG 10T'6% 10T'6¥ 11767 8r8'sy 8205
GIT'T 6220 0£6'G61 856'C 866y Z8T'ey 8LT'0V 1208
680'g 9520 26L'SsST £8G°2¢8 €85°2¢8 8cL'LE 802'S¢e 9202
2161 9620 THS0eT 088°z¢ 088°z¢ 0862S 7680€ G208
81T 65€0 06968 99282 992/8¢ £28'8¢ 8€0°L2 7208
LEVT SLV0 25929 191°Cg 191°Sg 681°Sg $69°CS £20g
2161 9960 0€€0 1920 8G6'8E 8102 81022 710%8 €902 2208
G6I'8T £92'61 £92'61 8£Z'61 G6I'8T 1202
062 €810 €01'80T £68°91 £68°91 €1891 SY6°ST €01°81 020g
192 2020 00006 LT LT €6971 €L6'€T 87891 6102
66EC 2810 2sT'eL 66821 66821 17821 744 SPI'gT 8102
60SC €91°0 200°T9 a8g'1T GRZTT eaan: 0€L°0T 1916 2102
18872 6870 9¥RTS €186 €186 1086 c0v'6 G768 9102
8€2¢C €120 1062y 8£9'8 8298 1269 0728 0728 4
as1'g 2€20 1997¢ 15G°L 18G°L 067'L 12¢'L 1LT'L ¥10g
G68'T 10€°0 06722 1199 1199 9759 8259 ovT'L €102
7eS1 LEVO 0SE'02 ¥8L°G ¥8L°G 12L'S aye's 661°L 210z
2.07¢ 9860 a8z°0 9wL0 TGTET 090°S 090°G 000G 6587 7169 1102
2€29 1€29 1£29 1629 1€29 1£2°9 0102
Ueaw i d s Y I elepaAneumn)  (IDNOA  OTDNOA TDNWNOI  @0TTDNDT  Bep [enPy Teax
S
g
&
=
5
= + wQE
<V 3 25
Salar) — =23




o0 o S 8
£2.8 3 pE
0= m — ) =
< I\ S~ ==
L= S
[«B] = =
= E N
o= S
— S a
2] Z
sioyne Aq 9qe], :(s)921nog
%30°L% %0881 % VL %08ST (%) dVIN
60260 0
825020 L1860 0
20L0¢y 269181 2L6'92¢ GT¥'881 2dq
€8027'1 981261 15670~ 61050~ 19 e
1691 990 9STTVET 98205 FASALS £08°eoV 8ECTIV 0€0g
1891 aLe0 8181¢6 G8G'eGe €99'19¢ ¥29°92¢ $29'68% 6202
8591 18€0 61279 158'81% 02L'181 992°0€2 66£°€02 8202
G291 650 G6.'8EY 6V1°GLT 165FET Gee791 618ZV1 120%
981 ¥IV0 926'362 2L2'ea1 arE'9%6 24440 €92°00T 9202
10S'T 9Fr0 €1L'e61 09298 70639 78908 TLEOL S20g
aee'T 1050 Tve'agT €90°T9 9TZ'6V 088'9S 0867 %202
6811 6090 196'GL 116Gy 001°cE 001°0% 079'7¢ €202
6571 $18°0 G8¥0 9880 12€ TV L¥Z0g 6867¢ 022'8¢ 26872 220g
620°LT 68212 VSLLT 0£6'61 620°L1 1202
82L1 Gee0 28LTY £8671 €862 05071 €e6'TT 68721 0202
€81 9ec0 €926 SyS0T 7688 5066 1568 1568 6102
98V'1 €570 90602 aay'L 1929 €869 678G a19°L 8102
Yrdan 0870 ¥65°CT A 1867 €267 1607 690°G 1102
791 €850 s 9.9'¢ 950°¢ 1L¥'E 848G 819 910%
G88'T F0€0 209°G 8367 11T LVV'g 766'T 6971 G102
G6L1 9rE0 8C1V 128°T lizat SgL1 6851 0121 ¥10g
0191 0070 8267 7821 S96 9121 696 696 €10g
1661 G150 €96'T 206 729 158 899 06. 210z
95GT 7280 770 GE]0 AN Ge9 1€ 709 65y 799 1108
60S 60S 60S 60S 60S 60S 0102
ueaw i 1d uesw ¥ 94 elepasgemum)  IDWNOd  OTDINOA TDWOT  GOTTNDT  elep [enpdy Teag




sioyne Aq d[qe], :(S)92.1mog

%9T'9 %EVY %.18'S %V6'E (%) ddVIN
1 0
220060 L6796°0 0
G8T99¢T 0187021 080'992'T 195°€21°T 2dq
6029T'T Z01ST'T GSHST0— EYYST0— 1d ‘e
162 2020 ¥26'09T 2LE'6T 78892 V268 G9¥'62 0£0¢
0¥2¢ €120 6SFTET 191°62 8€2'€T 65062 S02'Se 6202
LT red} $S2°901 $95T5 180'0¢ 1L¥'1e 65513 8205
160°C 9z 0 G698 LLV'8T LVELT 96€'81 6E7'3T 1208
966'T 2LT0 96299 2€8'ST 186F1 29L'S1 6921 9202
2981 11€°0 18708 Gos‘eT 2€621 G0s'eT PRV'ET G208
6.9T €L£0 €00°28 €29'TT 6ST'TT 1.8TT 82S'TT 7208
80V'1 6870 GLV'SE 6566 €296 7166 G686 £20g
GG8'T 8760 Gre0 GLLO 029'GT €668 G628 7678 ARy 2208
261°L Aty VI'L 812 16T°L 1202
78 7810 650°GE 6929 8¥1°9 9€2'9 8V1°9 168G 020g
60€C 6610 2€1'68 89¢'S 982's ere's 162G 162°S 6102
902¢g 0220 188'¢S 6657 6£S 815F e8]y coLY 8102
0102 892°0 8ST°61T 176'C 768 236°C 928'c €0S¥ 2102
9€0°g 192°0 GS9F1 LLE€ 0ge'e 19g°e €9z'c L9€'e 9102
7S6'T ¥820 88211 £68°C 178 6.8C 18LC 06.C 4
181 80€0 8678 6.7 VIVe L9V'% 89T €52 ¥10g
€69°T 89€°0 S¥2'9 ¥e1'g 820°C VITC €10C €26'T €102
98¢'T 0050 aeey 0281 T0L°T T18°T 80T 10T 210z
7181 7680 17€0 8180 129°C 09G'T 08¢'T 7881 ST 9V'1 1102
L8T°T LGTT ISTT ISTT IST'T ISTT 0102
Ueaw i d s Y I elepaAneumn)  (IDNOA  OTDNOA TDNWNOI  @0TTDNDT  Bep [enPy Teax
S
g
&
g
S S
= o R
=3 3 255
Salar) — =23




— $ 5.8
288 B 2z
+~ w0 i < =

28 2 =55

L= S
8] =
= E o N
(@) = &)
— S a
22 2

sioyne Aq 9qe], :(s)92.1nog

%.5¥ %18V %67¥ %927 (%) ddVIN

2€295°0 0

1 1 0

L9T°09T°T 29T09TT 708'€90'T 9002S0°T 2dq

CCILTT T3ILT'T 018ST0— 879610~ 19 e

162 2020 SELTVT 06L°L8 06.'Lg £99'L% 60598 0€0g

0v2¢g €120 922811 13L'€T 13L'€g 819°€Z 6992 6202

LT 1320 155°G6 852°0g 86202 ¥91°02 G8S'61 8202

860 Sy 0 aLI9L 16G°LT 162°LT SIZ'LT 22891 120%

966'T 2LT0 66568 8971 8971 86971 9LT7T 9202

€981 010 61V'Sy 6091 6092T 8¥ST1 €e1el S20g

691 €L£0 962°€E 99201 99201 €101 2980T 7208

6071 6870 6863 2616 2616 LyT'6 G98'8 €202

9681 6760 SYE0 VLL0 79071 818°L 8¥8°L 608°L 1852 220g

€879 1029 109 1999 €879 1202

78€T G810 90€°2E 12L'S 12L'S 269'S Y 677'S 0202

292c 8020 15892 G88'Y G887 098 LY 250's 6102

e0T'g 20 G081 LT 1AN7 6VTY 7507 €oLY 8102

172 €10 Z80°LT 195°¢ 195°¢ arse L97'¢ Aras 1102

8¢1e 9eg0 018°€T 0r0‘e 0v0'e ¥20°c 896G 206 910%

0 6520 806°0T 965°C 9652 85T Gess 0672 GT0g

G061 8620 8178 912z 9122 602G 8912 8912 ¥10g

6891 0280 0529 2681 7681 7881 $G8'T 1€6'T €10g

asy'T L9%0 61ET 9191 9191 2097 G8s'T 119°T 210z

026'T £86°0 €280 67.°0 80LC 08e'T 08¢'T TLET 96e'T LTl 1108

1821 1821 182°T 182°T 1821 182°T 0102

uesw 3] d uesw YO 9y ejepaaneum)  (I'DNOA  OTDNOA (TDNWNOI  O@0TTDNDT  eep [enpy Teag




soyne Aq d[qe], :(S)92.1mog

%62 11 %62 11 %I6TT %5001 (%) ddVIN
19£5€0 0
T 1 0
865652 865652 G22'S02 6L3712 2dq
T77Le T T99L3 T 6¥2ve0— 201620~ 1d ‘e
8261 L1T0 9€9'89T 928°cS 928'cS 060°€S 2sLoy 0£0¢
6761 6820 ¥88°'221 ¥5'9¢ 27598 G96'SZ F0LTE 6202
606'T 9620 081'96 12803 12803 72800 89972 8205
1881 21e0 GISTL 239! Zre91 186'ST 83161 1208
¥8LT 92£0 Yraxas ¥2821 72821 77521 82671 9202
€89°T 2Le0 6628 29001 29001 £78'6 eI9'TI G208
¥eST 1670 982 968°L 968°2 VoLl G206 7208
20e1 260} 16291 9619 9619 1909 620°L £20g
€59'T 7880 6070 1280 2eL'6 198% 1987 96.L% 89%'S 2208
¥52'y GI8'e GI8'e 2€eL'e ¥SC'y 1202
2561 7820 029°€T €667 €66 826 60€'c 19€'e 020g
6912 6220 €5z01 67T 672 862°C GLST G60°C 6102
0961 2820 8618 £F8'T ST €08'T €00C €00C 8102
8602 S¥0 G819 i Al SIV'T 89S T 6€C'T 2102
9181 Gz€0 9187 GeT'T GeT'T 0TT'T Aral 8ee'T 9102
a8LT LE€0 8L¥'E 068 068 1.8 76 766 4
GI6'T 8620 $87°C 669 669 €89 ¥eL $£9 ¥10¢
6991 LLE0 0S8'T 8% 87 9eS 1.8 186 €102
9T¥'1 a8%'0 692°T 0¥ 0S¥ 12 Py 887 21028
TLLT 8660 79€0 €820 182 8¢ce 8¢ 0e are 14 1102
158 158 8¢ 18¢ 15¢ 158 0102
Ueaw i d s Y I elepaAneumn)  (IDNOA  OTDNOA TDNWNOI  @0TTDNDT  Bep [enPy Teax
S
g
&
S >
=, e 283
&3 ® 25T
Salar) — =23




— 5 S 2
£88 3 555
AN — RN

<N ==

L= S
[«B] = NS
= E N
o= S
— S a
2] Z

sioyne Aq 9qe], :(s)92.1nog

%¢5 81 %25 81 %6808 %L9°GT (%) ddVIN

L2E1€0 0

1 1 0

089092 089092 8VG81C €182 2dq

18852 T 88S%'T ¥91€20— 811720~ 19 e

800 8920 G89'TST 675'8g 675'88 9008 80.°GE 0€0g

1161 L1T0 L16'CTT 02522 02522 §12'2e 65082 6202

9¢6'T 6820 2c6'L8 068°LT 068°LT ZT9'LT €70'ce 8202

188°T S0E0 6.8'C9 Al rAraqs 8.6°CT 61E°LT 120%

G081 6250 09587 062TT 06211 880°TT 809°CT 9202

10T G9E0 7S6'7E 6968 6968 G6.8 26901 S20g

67T sradl] 092%¢ GzT'L GZI'L 1169 0078 %202

eIeT 8EG0 098°GT 099'G 099°G 23494 0099 €202

€91 0680 2070 1280 0926 9677 9677 06ET 981G 220g

720 IS IS 287'c V20 120¢

666'T 1220 01071 1£8 168 9L 102°€ yge'e 0202

0102 8920 989°01 e i rard 161 GISe €15e 6102

€L07c 2520 €L18 161 161 8ELT 96T 818'T 8102

S0SG €910 G6E'9 a1 'l 6L6T €661 856 1102

850 9520 L6E'S 0ET'T 0ET'T 760'T 0821 03¢’ 910%

7261 8120 LLTY 868 868 198 656 €101 G102

669'T 99¢0 91°e €1 el 889 €S. 696 ¥10g

1€€°T 8250 G61C 996G 996 9¥S 765 106 €10g

eer'l 870 62T 0S¥ 0S¥ eey G9¥ 6V 210z

$08'T 6960 290 650 66 158 15 ere G9¢ St 1108

1723 1723 1723 1723 1723 1723 0102

ueaw i 1d uesw ¥ 94 elepasgemum)  IDWNOd  OTDINOA TDWOT  GOTTNDT  elep [enpdy Teag




TQM 64500
35,9 59500
R —&— Actual data
34300 —&—EGM (1,1,2,q)
. EGM (1,1)
49500 ’
g DGM (1,1,2)
5
% 44500 —®DGM (L.1)
140 A
< 39500
Z
S 34500
o . .
& Simulation
o 29500
14
Z
E 24500
g
219500
14500
9500 Prediction R
Figure 1. i v
Graphical 4500
representation of 2010 2012 2014 2016 2018 2020 2022 2024 2026 2028 2030
Japan data . Year
Source(s): Figure by authors
450450 —&— Actual data
—a—EGM (1,1,a,q)
= 400450 EGM (1,1)
.8 DGM (1,1,a)
= o Prediction
O 350450 —&—DGM (1,1) < -+
<
=
2 300450
o
2
2 250450
=
(=¥
200450
o
2
= 150450
=
g Simulati
w 1mulation
L 100450 < »
50450
Figure 2. 50 T
Graphical 2010 2012 2014 2016 2018 2020 2022 2024 2026 2028 2030
representation of Ye
1 ar
China data

Source(s): Figure by authors

China.41y > Germany sy > Italygses > UKoz > Indiagses) > Japan(o.zgs)

while Dt results are as follows:

Japan ;o5 > Indiagg) > UKgry > Italygey > Germany 771y > Chinag ss)



33000

29000
—&— Actual data
25000 A—EGM (1,1,a,9)
o EGM (1,1)
5 DGM (1,1,2)
= 21000 —=—DGM (1.1)
a8
o
5 17000
2
&~ Simulation
< 13000
o
2
g
£ 9000
&
5000 L.
Prediction a
1000
2010 2012 2014 2016 2018 2020 2022 2024 2026 2028 2030

Year

Source(s): Figure by authors

25000

—&— Actual data
—&—EGM (1,1,a,q)
21000 EGM (1,1)

DGM (1,1,a)
——DGM (1,1)
17000
Simulation

13000

9000

Simulative & Predictive Data (India)

5000

Prediction

<
<

A\ 4

1000
2010 2012 2014 2016 2018 2020 2022 2024 2026 2028 2030

Year
Source(s): Figure by authors

The outcomes of these analyses highlight two main findings. First, up to 2020, China has
recorded the highest RGR (0.441). Second, after an initial euphoria, the growth rate of Japan
has slowed down and the country is currently characterized by the highest Dt (2.072).
This evidence is consistent with the dictates of Mastrogiacomo et al. (2021): diffusion patterns
are not “synchronous” across different contexts. Some countries exhibit an immediate
adoption followed by a reduction of interest (or at least a decrease in the diffusion rate), while
in other regions the diffusion processes start more slowly and the sustained growth occurs
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only at a later stage. These dynamics are generally linked to some peculiar economic and
socio-political conditions of each country (Ikram et al., 2019). Accordingly — in parallel with
their expansion in worldwide markets — Chinese firms may have been asked to achieve ISO/
IEC 27001 as a mandatory prerequisite for establishing some business partnerships
(Dionysiou, 2011). On the contrary, the slowdown recorded in Japan might be linked to the



issues faced by Japanese firms: both their market shares and their productivity exhibit
stagnating trends (e.g. Akram, 2019).
Based on EGM (1,1,0,0) data (2021-2030) the following sequence is obtained for the RGR:

China(0_485) > GermaHY(OAog) > ItaIY(OAOZ) > [JK(0_345) > India<()_345) > Japan<0.330)

while the Dt is:
Japan; g15) > Indiaggss) > UKgss) > Italy(p g7 > Germany(g55 > Chinag s

EGM (1,1,0,0) predicted data (2021-2030) present higher RGR (and therefore lower Dt) when
compared with trends observed up to 2020. For instance, while up to 2020 the RGR of China
was 0.441, in the period 20212030 the RGR is equal to 0.485. Similarly, Germany moved from
0.364 to 0.409, Italy from 0.362 to 0.402, UK from 0.341 to 0.345, India from 0.323 to 0.345,
Japan from 0.285 to 0.330. These data show that, differently from other more mature
standards (e.g. ISO 9001, ISO 14001) whose growing trends have recently plateaued (ISO,
2021), ISO/TEC 27001 is expected to play a significant role in the years to come. This pattern
seems to reflect the increasing central position of information technologies in all economic
fields (Maganga and Taifa, 2023; Sony et al.,, 2022): nowadays value creation is all about data
exchange across organizational boundaries (Rendon-Benavides et al., 2023; Wu et al., 2022).
The relevance of both scope and scale of these interactions poses several new challenges to
information system security (Wong et al, 2019); supply chains are increasing their
digitalization level, online solutions are connecting a relevant amount of customers and
suppliers, cloud-based platforms are leading to massive outsourcing of computing
capabilities and data storage. In this new landscape, holistic approaches — such as ISO/IEC
27001 — are a given for worldwide companies and organizations (Rauniyar ef al., 2023; Vance
et al., 2020). Moreover, as more and more firms are demanding the external validation of the
ISrelated processes of their business partners, ISO/IEC 27001 is becoming a common ground
to overcome transaction barriers (Villarreal, 2019).

Summing up, while some scholars (e.g. Mirtsch et al.,, 2021) have raised potential concerns
regarding ISO/IEC 27001 long-term diffusion, our study shows that such controversial issues
will not overshadow the adoption of the standard. As long as information security will remain
a hot business topic, ISO/IEC 27001 adoption will continue growing and giving certified
organizations the required capabilities to ensure data availability, integrity and
confidentiality together with the chance to present formal evidence of their commitment.

At this point, it is worth acknowledging some factors that may alter the estimates in the
years to come. Building on extant research (e.g. Sampaio et al., 2009; Franceschini et al., 2006;
Corbett and Kirsch, 2001) two macroeconomic aspects appear particularly relevant: the
economic development and the export propensity of the different countries. First, as for
economic development, previous studies have posited that the greater the development of the
country, the higher the number of companies and the larger the number of issued certificates
(e.g. Corbett and Kirsch, 2001). A potential economic slowdown in the years to come (e.g. due
to the rising energy prices — We Forum, 2022), could reduce the number of companies
interested in adopting ISO/IEC 27001 and thus cause the estimates of this study to be revised
downward. Second, as for the export propensity of the companies’ home country, firms
usually implement international management standards as a response to the coercive
pressures of some foreign commercial partners that require formal evidence of their
commitment towards a specific topic (e.g. quality assurance, sustainability, social
responsibility — Guler et al, 2002). Some recent events (e.g. Brexit, US-China trade war,
Russia-Ukraine war) might, however, decrease the economic openness and the export
propensity of the countries (e.g. Goulard, 2020) potentially leading to a reduction in the
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number of issued certificates in the years to come. To conclude, in addition to the
macroeconomic factors emerging from the literature, other relevant aspects such as the
enactment of incentives aimed at fostering the adoption of ISO/IEC 27001 and modifications
in the dictates underpinning this certification scheme might further modify the dissemination
patterns. In particular, in case governments decide to resort to promotional and regulatory
activities aimed at sustaining the adoption of ISO/IEC 27001, the estimates might need to be
revised upward. As regards potential modifications to the ISO/IEC 27001 dictates, a specific
prediction cannot be made: less stringent requirements could lead to faster diffusion, thanks
to the possibility for firms to invest a lower amount of resources in the implementation of this
international management standard; too loose requirements could reduce the trustworthiness
of ISO/IEC 27001 and lead to a slow-moving diffusion or even a reduction of interest in the
standard (e.g. Seppala, 2009; Soederberg, 2007).

5. Conclusions

The growing digitalization of business processes is increasing the risks associated with
security breaches. Organizations are now asked to take holistic approaches to ensure the
continuity of their activities and preserve data availability, integrity and confidentiality; in such
context, information security standards play a pivotal role. Against this background, the aim of
this paper was to provide the first systematic analysis of the diffusion of ISO/IEC 27001, the
fourth most popular ISO certification at the global level, and the most important standard for
information security. Based on the number of ISO/IEC 27001 issued certificates from 2010 to
2020, the study shed light on the issue by combining Grey models with the relative growth rate
and the doubling time indexes. The findings show that a generalized growing trend is likely to
be expected in the years to come and that China will lead as regards the number of issued
certificates. Moreover, the results highlight the usefulness and high reliability of Grey Models to
investigate the diffusion of international management standards.

According to the outcomes and the considerations reported in the previous sections, this
paper contributes to both academia and practice. From an academic point of view, four main
contributions can be identified. First, we answer previous calls for more research on the diffusion
trends of ISO/TEC 27001 (Culot et al, 2021) by proposing the first analysis of its past, present and
future adoption patterns. This way, we increase the understanding of ISO/IEC 27001 spread and,
in particular, we point out a difference between the countries investigated in empirical studies
and those recording the highest number of issued ISO/IEC 27001 certificates. This calls for
further investigations aimed at shedding light on issues related to the adoption (e.g. motivations)
and effectiveness (e.g. performance implications) of ISO/IEC 27001 for organizations operating in
these contexts. Second, looking at the growing interest in IS, we highlight the relevance that ISO/
IEC 27001 is likely to have in the years to come. Based on the data of issued certificates from 2010
to0 2020 in the six leading countries, we show that a rising trend is likely to be expected in the near
future. This finding is particularly relevant considering the concerns posed by extant research as
regards the usefulness of this international management standard and the competition it might
suffer from other general and context-specific standards. Third, by shedding light on the
diffusion trends of ISO/IEC 27001, we contribute to the literature on management systems and
voluntary standards, also enabling comparisons among them; the number of ISO/IEC 27001
issued certificates will approach that of more mature standards such as ISO 9001 and ISO 14001.
Finally, scholars investigating the diffusion of international management standards may find
our findings particularly relevant: the use of Grey models shows an analytical methodology that,
with the exception of Ikram et al. (2021, 2019), has been rarely employed and which may apply to
other voluntary standards as well.

From a practical point of view, the analysis of the current diffusion of ISO/IEC 27001 and the
accurate forecasts regarding its future dissemination patterns presented in this study might



support companies in improving their awareness of the importance of ISO/IEC 27001 and in
taking more informed decisions as regards the choice to certify. In particular, by highlighting
the relevant role that ISO/IEC 27001 is likely to assume in the near future, our findings can help
firms to align their strategy with global requirements, which are progressively moving towards
internationally recognized management standards (Granja ef al, 2021), and to strengthen their
business by planning, developing and communicating practices related to information security.
Organizations’ capability to demonstrate care in ensuring data protection is increasingly
acknowledged as a relevant lever for value creation (e.g. Deane et al, 2019); hence, the decision
to embrace a highly growing standard like ISO/IEC 27001 could allow firms to prove their
reliability and signal it to current and prospective customers. The study is also useful for the
certification body itself (ISO) which can use our predictions to understand how the ISO/IEC
27001 market will develop in the future, anticipate demands, refine medium-term strategic
planning, guide promotional strategies and understand potential areas of improvement.
Policymakers may find our results relevant as well; in particular, to develop promotional and
regulatory activities aimed at sustaining the diffusion of the standard. To conclude, by
highlighting the relevance that ISO/IEC 27001 is likely to have in the years to come, our study
might also encourage the adoption of the standard. This may contribute to a society more
attentive to the issues related to information security and data protection.

The study is not exempt from limitations, which represent potential avenues for further
development of the research. First, we only evaluated a small number of countries exhibiting
a high number of issued certificates. Future studies could extend our findings to different
settings (e.g. regions, countries, industries); specific diffusion patterns might appear
depending on cultural and legal factors, the relevance of IT/IS for the considered context and
the existence of alternative standards/approaches (e.g. Culot e al.,, 2021). Second, despite Grey
models (1,1) provide robust and reliable results both in terms of explaining past trends and
predicting the future diffusion of ISO/IEC 27001, this forecasting technique can only take into
account endogenous factors of growth and does not consider the effects of exogenous factors
such as those related to the global economic situation, enactment of incentives aimed at
fostering the adoption of ISO/IEC 27001 and modifications in the dictates underpinning this
certification scheme. Should these variations occur, it would be advisable to repeat the
analyses. This would allow, on the one hand, to obtain updated forecasts; on the other, to
understand the specific effect of the discontinuity on the diffusion trends of ISO/IEC 27001.
Further research could also resort to Grey models to shed light on the joint adoption of
multiple management standards (e.g. ISO 9001 and ISO 14001; ISO 9001 and ISO/IEC 27001;
1SO 9001, ISO 14001 and ISO/IEC 27001). Moreover, in light of the managerial challenges
posed by information security, further studies could investigate the diffusion patterns of
other management standards aimed at helping firms to cope with the risks posed by new
technologies (e.g. ISO 27701). To conclude, we hope that by showing the relevance of ISO/IEC
27001 our study will lead more scholars to consider this certification scheme; for instance, by
investigating how the motivations for the adoption, the implementation challenges and the
effectiveness differ when considering different contexts.

Notes

1. Data are based on the literature review of Culot ef al. (2021) complemented with the most recent
papers on the topic (see Table OA1 in the Online Appendix 1 for the full list of contributions).

2. The adopted Grey Models present two main limitations (Javed and Cudjoe, 2022; Javed et al., 2020).
First, the sequence of input data must consist of at least four values. Second, they can only deal with
input numbers greater or equal to zero. These constraints do not represent an issue in our study
because our input sequences include values from 2010 to 2020 (i.e. they are longer than four) and they
refer to the yearly number of ISO/IEC 27001 issued certificates (i.e. positive numbers).
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