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ABSTRACT

The adoption of digital technologies, the emergence of platform-based business models, and
the switch to smart working practices are increasing the number of potential entry points in
firms’ networks and therefore their potential vulnerabilities. However, despite the relevance of
the issue, the managerial debate on the topic is still scant and several research gaps exist. Under
this premise, this doctoral thesis touches on the following aspects.

First, by discussing the issue with senior executives and information security experts, it
highlights the most relevant information security challenges in the context of Industry 4.0. In
doing this, it also shows where current approaches fail short, and what emerging practices are
gaining relevance.

Second, by conducting a systematic literature review, the thesis provides a comprehensive
synthesis of the academic body of knowledge on ISO/IEC 27001 (i.e., the most renowned
international management standard for information security and the fourth most widespread
ISO certification) as well as it formulates a theory-based research agenda to inspire future
studies at the intersection between information systems and managerial disciplines.

Third, by resorting to Grey models, it investigates the current and future diffusion patterns of
ISO/IEC 27001 in the six most important countries in terms of issued certificates.

Fourth, by performing an event study complemented by an ordinary least squares regression on
a dataset of 143 US-listed companies, the dissertation sheds light on the performance
implications of ISO/IEC 27001 adoption as well as the role of some contextual factors in
affecting the outcomes of the adoption.

Overall, this doctoral thesis provides several contributions to both theory and practice. From a
theoretical point of view, it highlights the need for managerial disciplines to start addressing
information security-related aspects. Moreover, it demonstrates that investments in information
security pay off also from a financial perspective. From a practical point of view, it shows the
increasingly central role that ISO/IEC 27001 is likely to have in the years to come and it

provides managers with evidence on the possible performance effects associated to its adoption.

Keywords: Information security, Cybersecurity, ISO/IEC 27001, ISO 27001, Information
systems, Systematic literature review, Secondary data, Grey models, Diffusion, Event study,

Performance
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CHAPTER 1. INTRODUCTION

1.1. Information security: a new managerial challenge

Economy and society are becoming increasingly data-driven, yet most of the debate across
managerial disciplines has been focusing on how to extract value from data — e.g., through
business model innovation (Spiekermann and Korunustovska, 2017; Hagiu and Wright, 2020;
lansiti and Lahkani, 2020) — rather than protecting what seems to be a crucial asset today:
information. Emerging technologies, platform-based business models and the spread of smart
working practices are multiplying the number of entry points in computer networks and thus
their vulnerability (Hooper and McKissack, 2016; Lowry et al., 2017; Corallo et al., 2020).
Moreover, several major attacks and alarming statistics reported in the media have contributed
to create a sense of urgency among corporate directors and C-suite executives.

Holistic approaches are required in order to face the increasingly complex challenge of
information system security (ISS): substantial managerial focus is needed to balance trade-off
decisions between protection and legal compliance, on the one hand, and cost and operational
agility, on the other (e.g., Vance et al., 2020; D’Arcy and The, 2019; Burt, 2019; Antonucci,
2017). In spite of an increasing practitioners’ interest in the topic (e.g., Gartner, 2018;
McKinsey, 2019), ISS is still perceived in academia as an essentially technical topic (Aguliyev
etal.,2018; Lezzi et al., 2018; Sallos et al., 2019).

Over the years ISS standards and frameworks have been playing a pivotal role in the
dissemination of now much-needed holistic — technical, organizational and managerial —
approaches (von Solms, 1999; Ernst & Young, 2008). Among them, ISO/IEC 27001 is
probably the most renowned one, being the fourth most widespread ISO certification worldwide
following ISO 9001, ISO 14001, and ISO 45001 (ISO, 2022). The standard was designed and
published jointly by the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) in 2005 as an evolution of BS 7799. It «]...]
specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS) within the context of the
organization»; the requirements «[...] are generic and are intended to be applicable to all
organizations, regardless of type, size or nature» (ISO/IEC 27001:2013). Several leading
organizations ask their business partners to be ISO/IEC 27001 certified — e.g., Netflix for post-

production partners — and widespread publicity has been given over the years to the attainment
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of ISO/IEC 27001 certification by prominent technological providers, including Apple Internet
Services, Amazon Web Services, GE Digital, several Microsoft business units and — more
recently — Facebook’s Workplace (e.g., Venters and Whitley, 2012).

Despite the relevance of the topic, the literature on ISS standards is marked by ongoing
concerns about their efficacy and validation (e.g., Siponen and Willison, 2009; Silva et al.,
2016; Niemimaa and Niemimaa, 2017). After 15 years of scientific research on ISO/IEC 27001
and in light of its growing popularity, it is time for academia to assess how these fundamental
concerns have been addressed so far with respect to this specific standard, and to question
related research prospects against a context characterized by ever-increasing connectivity and
digitalization. Furthermore, interdisciplinarity in the study of ISS standards is necessary
considering how — according to many observers (e.g., Blackburn et al., 2020; The Economist,
2020) —the COVID-19 health crisis has increased the role of digital technologies in the business
environment as well as in daily life.

Against this background, this doctoral thesis aims at shedding light on the aforementioned
issues by combining four different papers. It will start with an overview of the phenomenon
analysing the main information security challenges in the landscape of Industry 4.0, and then
focus on ISO/IEC 27001 by highlighting the state of the art of the academic knowledge on the

topic and investigating its diffusion and impact on a firm’s performance.

1.2. Research objectives
The four objectives of this thesis are:
Objective 1

Industry 4.0 is exponentially increasing the number of entry points for organizations to defend
from nefarious actors. Complex digital value chains expose firms to risks beyond their direct
control. The potential damage of cyberattacks is substantial in terms of continuity of business
operations, theft of confidential information, and reputational harm. Despite this mounting
sense of urgency, there is increasing confusion on what needs to be done and how. C-suite
executives and entrepreneurs are puzzled due to the complexity of issues and concerns.
Information security professionals, for their part, often fail to make the issue relevant and

accessible to non-technical stakeholders. By discussing the issue with senior executives, I tried
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to clarify why Industry 4.0 requires an evolving information security perspective, where current

approaches fall short and what emerging practices are gaining relevance.

Objective 2

After 15 years of scientific research and in light of its growing popularity, I performed a
systematic literature review on ISO/IEC 27001; the most renowned international management
standard for information security and the fourth most widespread ISO certification. The review
was aimed at providing a comprehensive synthesis of the debate in the field. The results are
read through the lenses of social systems thinking to formulate a theory-based research agenda
to inspire future studies at the intersection between information systems (IS) and managerial

disciplines, including quality management.

Objective 3

Extant research has highlighted several aspects that may hinder the diffusion of ISO/IEC 27001
(e.g., lack of clarity on the outcomes of ISO/IEC 27001 adoption, potential competition with
other standards, implementation failure). As a result, after 15 years from ISO/IEC 27001
enactment, the number of issued certificates (85,000 as of 2020) is still lagging when compared
with other management system standards (e.g., over the same period ISO 9001 and ISO 14001
were recording, respectively, 560,000 and 245,000 valid certificates - ISO, 2021). Against this
background, I developed a study aimed at opening the debate on the future dissemination
patterns of ISO/IEC 27001. To achieve these purposes I applied Grey Models (GM) — Even
GM (1,1), Even GM (1,1,0,0), Discrete GM (1,1), Discrete GM (1,1, a) — to the data related to

the six most important countries in terms of issued certificates.

Objective 4

Despite its growing popularity, little is known about the financial performance implications of
ISO/IEC 27001 for certified companies. Contrasting effects have been highlighted: against IS
improvements and higher process efficiency, firms have also experienced lower operational
flexibility and possible trade-offs with other business objectives with negative implications on
profitability. Moreover, whereas many times the certification decision follows market requests,
ISO/IEC 27001 impact on revenues is still a debated issue. Under this premise, I investigated
the performance implications of ISO/IEC 27001 adoption by developing a set of theory-
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grounded hypotheses that have been tested through a long-term event study complemented by

an ordinary least squares regression on a dataset of 143 US-listed companies.

1.3. Structure of the thesis

Following this introduction, the doctoral thesis consists of four papers based on studies already
published in international journals (Chapters 2, 3, 5) or currently under review (Chapter 4).
Chapter 2 is adapted from the article “Addressing industry 4.0 cybersecurity challenges™"
authored by Giovanna Culot, Fabio Fattori, Matteo Podrecca, and Marco Sartor. The
contribution — published in “/IEEE Engineering Management Review” — provides an overview
of the main information security issues in the context of Industry 4.0. Chapter 3 is adapted from
the article “The ISO/IEC 27001 information security management standard: literature review

»2 authored by Giovanna Culot, Guido Nassimbeni, Matteo

and theory-based research agenda
Podrecca, and Marco Sartor. It is published in “The TOM Journal” and presents the first
systematic literature review and research agenda on the ISO/IEC 27001. Chapter 4 is based on
the article “Forecasting the diffusion of ISO/IEC 27001: a Grey model approach” authored by
Matteo Podrecca and Marco Sartor (accepted for publication in “The TOM Journal"). It presents
the first diffusion analysis on ISO/IEC 27001. Chapter 5 is based on the article “Information
security and value creation: The performance implications of ISO/IEC 27001, authored by
Matteo Podrecca, Giovanna Culot, Guido Nassimbeni, and Marco Sartor. Published in
“Computers in Industry”, it analyses the relationship between the attainment of the ISO/IEC
27001 certification and firms’ financial performance as well as it investigates the role of some

contextual factors in affecting such relationship. Figure 1 provides an overview of these

chapters.

'© 2019 IEEE. Reprinted, with permission, from Culot, G., Fattori, F., Podrecca, M., and Sartor, M. (2019). Addressing
industry 4.0 cybersecurity challenges. [EEE Engineering Management Review, Vol. 47 No. 3, pp. 79-86. In reference to IEEE
copyrighted material which is used with permission in this thesis, the IEEE does not endorse any of University of Udine’s
products or services. Internal or personal use of this material is permitted. If interested in reprinting/republishing IEEE
copyrighted material for advertising or promotional purposes or for creating new collective works for resale or redistribution,
please go to http://www.ieee.org/publications_standards/publications/rights/rights_link.html to learn how to obtain a License
from RightsLink. If applicable, University Microfilms and/or ProQuest Library, or the Archives of Canada may supply single
copies of the dissertation.

’The publisher (Emerald) grants permission for the reuse of published content in dissertations.
3The publisher (Elsevier) grants permission for the reuse of published content in dissertations.
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To conclude, Chapter 6 summarizes the results of the thesis, highlighting its contribution

to theory and practice, as well as acknowledging its main limitations and providing some

directions for future research avenues.

Figure 1: Summary of the studies included in the thesis

Chapter 2

Provide an overview of the
main information security

Chapter 3

Present the academic body of
knowledge on ISO/IEC 27001,

Chapter 4

Investigate the future diffusion

Chapter 5

Investigate the financial
performance implications of

Ai ISO/IEC 27001 adoption and
m issues in the context of and highlight potential avenues patterns of ISO/IEC 27001 shed light on the role of some
Industry 4.0 for future research on the topic contextual factors that may
affect this relationship
. Conceptual — Systematic Empirical — Secondary data Empirical — Secondary data
MethOdOIOgy Empirical ~ Workshop literature review analysis analysis
Status PUBLISHED PUBLISHED ACCEPTED PUBLISHED
Culot, G., Nassimbeni,
Culot, G., Fattori, F., Podrecca, G., Podrecca, M., & Sartor, Podrecca, M., Culot, G,
M., & Sartor, M. (2019). M. (2021). The ISO/IEC 27001 Nassimbeni, G., & Sartor, M.
Podrecca, M., & Sartor, M.
Addressing industry 4.0 information security (2022). Information security and
. Forecasting the diffusion of
Reference cybersecurity challenges . IEEE management standard: Literature value creation: The performance

Engineering Management
Review, Vol. 47 No. 3, pp. 79-

86.

review and theory -based

research agenda. The TOM

Journal, Vol. 33 No. 7, pp. 76-

ISO/IEC 27001: a Grey model
approach The TOM Journal .

implications of ISO/IEC

27001. Computers in

Industry, Vol . 142, 103744

105.

1.4. Main contribution

This thesis contributes to both theory and practice.

As far as the theoretical contributions are concerned, the four articles contribute to the
Operations Management and Quality Management literature in several significant ways. First,
Chapter 2 shows that information security is not only a technical issue but requires, above all,
managerial approaches. This way it highlights the need for managerial disciplines to start
addressing information security-related aspects. Second, Chapter 3 presents and organizes the
body of knowledge on ISO/IEC 27001 across several research streams and topics, providing a
comprehensive overview targeted at scholars from different fields. Moreover, it adds a novel
analytical perspective to the research on ISO/IEC 27001 through the lenses of social systems
thinking, which may apply to the study of other voluntary standards as well. Third, Chapter 4
proposes the first diffusive analysis on ISO/IEC 27001 drawing a synthesis of previous,

ongoing, and future patterns; it provides several hints for scholars to further shed light on the
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drivers of its dissemination. Furthermore, it highlights the usefulness of Grey models to
investigate and forecast the diffusion trends of international management standards. Fourth,
Chapter 5 points out that IS investments pay off also from a financial perspective. It fits in the
ongoing debate on the performance implications of IS initiatives, which are generally perceived
as “defensive” tools and thus not aimed at any specific value creation opportunity. It also
contributes to the literature on management systems conducting the first large-scale academic
analysis on ISO/IEC 27001 impact on firms’ financial performance.

From a practical point of view, the main implications are as follows. Chapter 2 lays out
some emerging approaches to provide a guideline to specialists and managers with a non-
information technology (IT) background. Second, the results of Chapter 3 provide managers
with an overall picture of the knowledge created over the years by academic research on the
ISO/IEC 27001 standard, including relevant elements to consider in pursuing, implementing
and managing the certification. Moreover, policymakers may find pertinent perspectives that
inform their decisions regarding public support to the diffusion process of the certification. The
chapter actually shifts the focus of the debate from firm-level implementation of ISO/IEC
27001 to a system-level perspective, urging decision-makers to consider ISS needs and
practices in the broader business environment in which organizations exchange data and
information. Third, Chapter 4 helps companies to align their businesses with global
requirements and strengthen their practices related to information security. The certification
body (ISO) can find useful insights too: forecasts can be used to understand areas of
improvement where to prioritize efforts. Fourth, Chapter 5 provides managers with evidence
on the possible performance effects of ISO/IEC 27001 for certified firms. This is relevant for
corporate decision-makers beyond technical departments as IS appears characterized by

increasing cross-functional and leadership engagement.
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CHAPTER 2. INFORMATION SECURITY CHALLENGES IN
THE CONTEXT OF INDUSTRY 4.0

2.1. Purpose

The aim of this chapter is to provide an overview of the main information security challenges
in the context of Industry 4.0. Specifically, in-depth interviews and a workshop were performed

involving ten information security experts.

2.2. Towards a new information security perspective in the age of Industry
4.0

Until recently the focus of information security was to defend organizational perimeters;
namely to protect unauthorized access to a privately-owned computer network. The dominant
approach was to place safeguards — firewalls, intrusion-detection systems, malware protections
— at the entrance of the perimeter to secure it from hackers. This approach is rapidly becoming
obsolete as Industry 4.0 is blurring the boundaries between the physical and digital worlds
(Tuptuk and Hailes, 2018). By the same token, communication technologies coupled with
social and cultural factors are reshaping working habits towards “anywhere, anytime”. In
particular, the following observations can be made:

- the number of entry points for user access is multiplying through sensors, Wi-Fi
connections, the Internet-of-Things (IoT), point-of-sale (POS) terminals and many other
sources;

- companies are moving workloads to public clouds and many company-specific
controls and practices become ineffective;

- company-owned laptops and mobile phones are also used for private purposes,
privately-owned devices are used to access privileged company information and applications;

- networks are increasingly interconnected within the IT environment and with
infrastructure and operational technologies environments; and

- data and intellectual property are shared across partners and supply chains,
information systems are being integrated between suppliers and customers.

Securing a company one hundred percent is virtually impossible in this distributed and
integrated Industry 4.0 context. Information security technologies are evolving fast, including

encryption and machine-learning techniques (for a review see Lezzi et al., 2019); although the
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issue is broader than that. In front of such permeable, entwined and dynamic networks,
controlling everything is not an option. Financial constraints and the adverse impact of
information security applications and procedures on organizational speed and agility prevent
this goal.

Against this backdrop, information security is first and foremost about strategy definition.
Managers are starting to approach the issue through the lenses of cyber resilience and risk
management with the aim of minimizing the costs related to uncertainty and ensuring business
operations continuity (BCG, 2019; McKinsey, 2019). By definition, this effort requires several
decisions to be taken by cross-functional teams, many at the C-suite level. Another important
aspect is how to position information security vis-a-vis the customer. Due to smart products,
connected machinery and handling of customer data, many traditional manufacturing and
service companies are now seeing information security as an opportunity for customer value
creation. Secure access, reliable technology, and data protection become a core part of what
companies sell; trust is becoming a critical component of commercial interaction (Burt, 2019).
Through enhanced security features companies can upgrade their competitive positioning.
Additional revenue streams might be generated through information security-related services.

The implementation of this strategic approach to information security involves several
functions, not limited to I'T. Technology is just one of the possible areas of information security
implementation. Equally important, even though oft-forgotten, is to intervene on human
resources (e.g. Schackelford, 2016). Since the dawn of information systems, users have always
been their greatest liability. Employee negligence, malicious behavior, and process failure are
still at the roots of the vast majority of successful cyberattacks (BCG, 2017; Greitzer, et al.,
2019; Sanders, et al., 2019). Information security extends also outside the firm boundaries in
the Industry 4.0 context. Direct suppliers and multi-tier supply chain partners may, therefore,
contribute to possible threats (McKinsey, 2019). Similarly, customers are involved for
connected products and advanced digital services. Other external stakeholders appear in
relation to information security externalities and cross effects.

These ramifications of information security within and outside companies’ fading
perimeters require the involvement of multiple functions and strong governance. Leading
international practices show the involvement of executive management in orchestrating,

monitoring and reporting progress and importance to the board of directors (Antonucci, 2017).
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Figure 2 provides a graphical synthesis of the new approach to information security ushered

in by Industry 4.0.
Figure 2: Information security elements for Industry 4.0
Strategy
definition
C-SUITE
Cyber resilience and risk management Customer value creation
Minimize cost Maximize opportunities
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Implementation areas
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2.3. Methodology

To pursue the objectives of this chapter, we completed in-depth interviews and a workshop
involving ten information security experts. In order to explore possible industry- and size-
specific differences, the workshop participants were varied. Each had significant IT experience
and especially in information security. Three members were from manufacturing companies
(industrial goods and rail transport), two from the retail industry (wholesale and e-commerce),
two from applied research institutions, one from the oil & gas sector, one from a certification
body and one from an ICT system integrator.

Different firm-sizes were also represented, with one micro-company, two small and
medium- sized enterprises and seven large companies ranging from 1,000 to more than 100,000
employees.

Our questions aimed at: j) identifying the most relevant challenges of managing
information security in the context of Industry 4.0; ii) understanding the role of frameworks
and standards; and iii) exploring emerging practices. Experts comments on this last point have

been complemented with findings from the literature.
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2.4. Findings: challenges and concerns in Industry 4.0 cybersecurity
management

2.4.1. Managerial challenges

Our discussions confirmed the need for a new definition of information security. Expert
comments corroborated the view outlined in the previous sections of this chapter. Comments
included:

- Information security needs to now be seen as a strategic, technological and
organizational discipline - Senior ICT Manager, Industrial Goods;

- No one can define cybersecurity today: many believe it is still about information
security but is actually much broader than that - Cybersecurity Director, Industrial Goods;

- It is no longer about managing cyber risks, but about managing the trust.
Cybersecurity should enlarge its focus to what is relevant to the customers - Cybersecurity
Director, Retail;

- Cybersecurity needs to be based on a strategic vision. Change management is the way
to translate this vision into reality - Head of Digital Transformation, Energy;

- As urban mobility ecosystems are emerging there is an increasing system-level
attention to cybersecurity issues - Chief Digital Officer, Rail transport.

However, several managerial challenges emerge. We asked the panel about past and
current issues. A summary of results appears in Table 1 along three major categories of strategy

definition, cross-functional governance, and functional applications.

Table 1: Initial observed managerial challenges

1 2 [ 3 [ a4 | s [ s [ 1 | 8 | 10

Reactive approach

Oversimplification (one-size-fits-all approach)

finit
Stteg dfnon Purely technical view

Perception as pure cost

Effectiveness of maturitymodels / assessment tools

Cross-functional

Perception as burocracy vs. business

govemance

Communication tools and common language
Responsibility of perf t

p

Implementation areas

Human
resources

Employee awareness/ competences

Privacy concems

Availability  cost of specialist talent

Suppliers

Visibility / monitoring of suppliers

Industry-level of maturity

Customers

Customer awareness / willingness to pay premium

Limitation to product/ service innovation

Privacy concerns

Note

: number of occurrences in panel interviews
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Several concerns are related to the involvement of C-suite executives in strategy
definition. Respondents reported that:

- the attitude of corporate leaders is still flawed by the perception of information
security as a purely technical issue,

- IT vendors have contributed to an oversimplification of the issue by equating the level
of spending to the degree of protection. This one-size-fits-all approach has resulted in
companies throwing resources at securing not relevant assets while losing agility;

- in traditional manufacturing companies, lack of interest is also related to the
perception of information security as pure cost, not as a potential lever of value creation; and

- the approach is typically reactive rather than planned: information security comes up
executive radar just after a major crisis.

These challenges are especially relevant for smaller companies with low level of product
or service complexity. Big industrial players with high-tech products are already characterized
by a stronger information security culture. However, even when the C-suite is actively involved,
substantial hindrances to productive cross-functional governance might emerge. In particular,
our interviews highlighted:

- the lack of effective maturity models and assessment tools to support decision-making
in complex of Industry 4.0 environments and to ensure dialogue with managers with a non-
technical background;

- unclear responsibility of information security performance assessment. more
structured companies have their information systems tested for penetration and practices
audited by third parties, yet cost-effectiveness and flexibility are seldom questioned;

- the paucity of communication tools and common language facilitating value
judgments among different functions. Even though information security professionals have
long learned to translate cyber risks into metrics relevant for their various counterparts — for
example, money for finance, reputation for marketing, machine downtime for operations — there
is no agreed-upon vocabulary or indicators; and

- perception of information security outside IT as unnecessary bureaucracy in clash
with business objectives, with the results of procedure being ignored or requests of exceptions
to the rule.

With respect to the implementation areas of information security, several challenges have

emerged besides technology, each focusing on sine important organizational functions. Human
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resources need to build competencies and capabilities. Specialist talent is lacking, especially
in terms of analysts and programmers. Overall organizations are characterized by low employee
awareness and basic information security competences, e.g., password storage and phishing
emails. More advanced companies have also lamented raising privacy concerns in terms of
employee controls.

Externally to the company, smaller and less structured firms lament the lack of visibility
and monitoring of their suppliers. Larger companies often implement controls and tests on
suppliers’ information systems, including these controls into supply contracts. Other companies
need to comply with technical specifications on product components, including blacklisting of
certain component producers — for example, Chinese producers for a U.S. final client. Overall,
however, there is limited control over multi-tier suppliers. In industries with a low level of
cybersecurity maturity, this might represent a potential threat to data and other IP-protected
information.

To conclude, a key concern in relation to customers and other external stakeholders is their
awareness of the importance of information security. Companies experience a low willingness
to pay for additional product features or services. Along the same lines, customers’ information
security lack of expertise may limit product and service innovation.

In business-to-business settings, customers might be reluctant to take responsibility for
information security; often viewed as a complex matter outside their core competencies. In
relation to complex smart equipment, excessive client constraints represent limitations to the
type of service being offered. Finally, it has been reported that privacy concerns are also an
important issue in relation to smart products operating in connection with the consumer or in

public places.

2.4.2. Current frameworks and standards

Several standards have been issued over the years suggesting an array of information security
methodologies, techniques, checklists and assessment tools. The most popular among these
standards for IT are the ISO/IEC 27001 on information security management systems issued
by the International Organization for Standardization (ISO) and the NIST cybersecurity
framework promoted by the US National Institute of Standards and Technology (NIST).

For operational technologies, the most relevant standards are the ANSI-ISA-62433 series,

created by the International Society for Automation (ISA) and further developed by the
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International Electrotechnical Commission (IEC), and the series of documents, including the
(C37.240, issued by the Institute of Electrical and Electronic Engineers (IEEE).

Recently the European Telecommunication Standards Institutes (ETSI) has also released
the first globally applicable standard for consumer IoT (ETSI TS 103 645) and the European
Union Agency for Network and Information Security (ENISA) has published a set of good
practices for Industry 4.0 (ENISA, 2018).

In a rapidly evolving scenario like Industry 4.0, these standards have the clear merit of
suggesting a structured approach to information security. In particular, the ISO/IEC 27001 and
the NIST framework promote a clear definition of roles and responsibilities, encourage a
substantial involvement of business leadership and promote risk management practices. They
also include a reference control objective list (ISO/IEC 27001) and a self-assessment tool
(NIST). Certifications are also a signal to the market about the attention cybersecurity requires.

However, our interviews suggest that managers receive just limited support from these
standards. In particular:

- standards are perceived as too complex and bureaucratic, not oriented towards
business goals and practical solutions;

- technologies are evolving at an unprecedented pace: the more specific
recommendations and checklists risk rapid obsolecence;

- implementation is resource-intensive and time-consuming; and

- often their adoption is cosmetic and not substantial, making it difficult to assess the
level of information security of business partners based on the certification.

These findings are confirmed by the analysis of the literature related to the ISO/IEC 27001.
Several authors (e.g., Mesquida et al., 2014) argue that its generality, which supports broader
cross-industry application, make its implementation cumbersome. The intrinsic complexity and

uncertainty of cybersecurity would call for more specific practical-oriented setups.

2.4.3. Emerging practices

This section contains elements about the “how-to” of companies to change their information
security posture. As this change is happening very rapidly, the goal of this initial mapping is
not to be exhaustive, but to provide to managers and researchers an initial list of possible

avenues to explore.
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The first set of practices relate to information security professionals and their relationship
to other functions. In particular, enhanced risk management analyses are increasingly adopted
extending classic approaches to cyber risk prioritization. These analyses include the Failure
Mode and Effects Analysis (FMEA) and the application of risk priority numbers (RPN) to
digital assets. Risks may be also prioritized using more quantitative analytical techniques
including Monte Carlo analysis, statistical sums and expected monetary value.

Given the propensity for complex analyses, communication to non-IT functions can be
simplified with visualization techniques and digital dashboards. This approach allows managers
to read information security-related information at the desired level of detail. Outcome-oriented
scorecards are also being adopted to foster cross-functional alignment and clear responsibilities.
Overall, technical jargon needs to be mostly avoided.

Companies are also looking for benchmarks, adopting indexes such as multiyear
expenditures on information security on overall IT expenditures, cost per risk-adjusted losses
or cost per share of infrastructure protected. For building such benchmarks the involvement of
the finance department is often needed.

The second set of practices concerns information security governance, namely the
definition of roles, responsibilities, reporting lines and mechanisms. There is no agreed-upon
best-way to design information security reporting lines. Companies base their organizational
design: on the principles of collaboration among risk- and crisis-related functions — Chief
Information Officer, Chief Risk Officer, Chief Information Security Officer; centralized
responsibilities — core decisions taken by central team, periodic monitoring on affiliates; and
proximity to the business — local teams reporting to a central authority.

In order to promote cross-functional dialogue, committee structures are being implemented
from the top (the board) - down. A budget is allocated proactively with medium-term visibility.
Core company processes are analysed for cyber risk and redesigned to accommodate effective
involvement of the information security function — without slowing down normal business
operations.

An interesting example of process redesign is how product development addressed
information security requirements at one of the companies in our panel. In the development of
IoT applications, the upfront application of information security architectures might be
excessively time and cost consuming. Therefore, new loT applications are launched as pilot

programs with open, but strictly monitored network connections. Only once the pilot is

22



validated will the roll-out be structured respecting the information security standard. This
approach allows for learning where sensitive issues exist.

Third, forward thinking companies have worked extensively on leadership involvement. In
particular, in these companies, top management is actively engaged in internal communication
initiatives, such as information security updates or roadshows, and in external communication
initiatives serving as information security advocate. Corporate leadership is also often involved
in institutional relations with industry associations, universities and regulators with the goal to
create a common vision and a collaborative environment.

The fourth set of practices refers to function-specific solutions; in particular emerging in
human resource management (HRM) and procurement function. In HRM, more advanced
companies are piloting the usage of technology in information security training — such as
gamification — and advanced forms of personnel monitoring. These advanced forms may
include segmentation of personas rather than individual controls.

In procurement, suppliers are increasingly monitored on a regular basis — for example,
using vendor risk rating, second- or third-party penetration tests, service-level agreements.
Critical relationships are covered by insurance, even though cyber incidents may have very
narrow coverage in actuarial tables. People registries are kept of who has access to company
networks including employees, suppliers, and customers.

Finally, companies embracing a new approach to information security are aware of the
profound and often difficult adjustments that are required at all levels of the organization. In
moving from the as-is to the desired state, change management practices are in place with a
multi-year transformation plan (e.g., 3-year plan for one of the companies in the panel), a

dedicated budget and stakeholder engagement initiatives.
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CHAPTER 3. ISO/IEC 27001 LITERATURE REVIEW AND
RESEARCH DIRECTIONS

3.1. Purpose

The aim of this chapter is to develop the first systematic literature review on ISO/IEC 27001.
In particular, (1) we collect extant research on ISO/IEC 27001; (2) we systematize and
summarize research themes and sub-themes; (3) we identify the gaps of the research; and (4)

we provide a research agenda to orient future studies on the topic.

3.2. Review approach

Management system standards are inherently multi-dimensional phenomena that can be
analysed according to several research perspectives (Uzumeri, 1997; Heras-Saizarbitoria and
Boiral, 2013); we opted thus for a systematic approach to the literature review in order to
minimize the implicit biases of the researchers involved in the identification, selection and
coding of papers. The approach — following the guidelines of Tranfield et al. (2003), Rousseau
et al. (2008) and Seuring and Gold (2012) — is in line with previous studies on other voluntary
standards (e.g., Sartor ef al., 2016; Boiral et al., 2018).

The review protocol was structured to meet the following research objectives: (i) provide
a comprehensive overview of the literature on ISO/IEC 27001; (ii) classify themes, sub-themes
and type of evidence; (iii) underscore recurring patterns, conflicting results and unexplored
research areas.

The first step was the identification of the literature. We performed a formal search on
multiple online scientific databases: Elsevier’s Scopus and Science Direct, Clarivate’s Web of
Science, EBSCO Business Source Complete and EconLit, ProQuest’s Social Sciences, JSTOR,
Wiley Online Library and Emerald Insight. The keywords were selected to include different
spellings of the standard — i.e., “ISO270**”, “ISO 270**”, “IEC 270**”, “IEC270%**”,
“ISO/IEC 270**”, “ISO / IEC 270**”, “ISO / IEC270**” and “ISO/IEC270**” — using the
operator OR between the terms. The research on title, abstract and keywords covered the period
until November 2020. We included only peer-reviewed journal articles, books and book

chapters written in English for a total of 537 unique records.
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As a second step, abstracts and full texts were screened for their fit with the objectives of
the study. Two researchers were involved independently. We excluded contributions that: (i)
referred to other standards and (ii) merely mentioned the ISO/IEC 27001 without a structured
analysis or discussion. We included both theoretical and empirical contributions that: (i)
focused specifically on ISO/IEC 27001; (ii) analysed ISO/IEC 27001 together with other
standards; (iii) discussed ISS/cybersecurity issues at large with explicit reference to ISO/IEC
27001. This way, 116 contributions were pre-selected, their content was further analysed and
their references enabled the identification of other works through a forward/backward citation
analysis (Webster and Watson, 2012). This process led to a final list of 96 contributions.

The third step in the process was to analyse the material to capture thematic trends,
meanings, arguments, and interpretations (Mayring, 2000; Duriau et al., 2007). Books and book
chapters were classified based on year and authors’ affiliation/geography. Journal articles were
classified based on year, publication outlet, disciplinary area, authors’ affiliation/geography,
methodology and underpinning theory (if any).

Thereafter, we performed a content analysis on journal articles following Seuring and
Gold’s (2012) methodological recommendations. The coding categories and main themes
included in Figure 3 were defined deductively, drawing from previous literature reviews on
other standards and frameworks (e.g., Stevenson and Barnes, 2002; Heras-Saizarbitoria and
Boiral, 2013; Manders et al., 2016; Boiral et al., 2018) and refined inductively through iterative
cycles during the coding process. The specific sub-themes were identified inductively,
aggregating the arguments emerging from the content analysis by similarity.

The coding activity was conducted independently by two researchers (Duriau et al., 2007).
Each researcher mapped on an Excel spreadsheet the recurrence of the sub-themes in the papers,
coding whether the evidence was of a conceptual (C) or rather empirical (E) nature. In addition,
the researchers noted some relevant passages for each paper/sub-theme in order to facilitate the
interpretation of the results. The few instances of disagreement were resolved through formal
discussion.

Finally, the results of the coding activity were examined. We calculated the descriptive
characteristics of the papers included in the review and the proportion of studies addressing
each sub-theme. A synthesis of the relevant passages reported in the literature for each sub-
theme was also prepared and discussed within the research team. The following sections

illustrate the outcomes of our analysis.
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As books and book chapters are practitioner-oriented and rarely peer-reviewed, we did not
include them in the scientific coding and present them in a stand-alone subsection. The coding

process followed the same methodological approach as journal articles.

Figure 3: Coding framework

Other standards/frameworks

ISS Management systems

Motivations Implementation Outcomes

Functionalist Tools and methods ISS

Institutionalist Project governance Other performance dimensions
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3.3. Characteristics of the literature

The classification of the 96 contributions brings to light how the debate on ISO/IEC 27001
developed within the scientific and practitioners community. The main findings are

summarized in Figure 4; and clarified in the following paragraphs.

26



Figure 4: Main characteristics of the contributions included in the review
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The first contribution on the topic was published in 2005, the same year of the release of
ISO/IEC 27001. Since then, the average number of contributions is 6 per year, with an uptake
in the interest in recent years. This trend is correlated to the growing popularity of the standard
(ISO, 2019) and probably to ISS becoming a hot topic in the aftermath of publicly reported
scandals (e.g., Starwood Hotels, Cambridge Analytica/Facebook, Apple, Evernote, Heartland).

The analysis of the publication outlets shows that most of the papers belong to the
Information Systems literature, either in journals specifically related to information system
security or on outlets more broadly related to IS and technology, including computer sciences.
The strong technical connotation is confirmed by the analysis of the authors’ affiliation.

In terms of geography, the authors belong mainly to institutions located in European
countries. The distribution partially reflects the geographical focus of the empirical studies
included in the review and is consistent with the international diffusion of ISO/IEC 27001
certifications (ISO, 2019)

From a methodological standpoint, the vast majority of the papers has a conceptual nature.
It should be noted that research on ISO/IEC 27001 is characterized by a relatively low
theoretical underpinning: six papers built on established theories, i.e., the circuit of power
framework in Smith et al. (2010), the Resource-Based View (RBV) and the Crisis Management
Theory in Bakar et al. (2015), the Technology Acceptance Model (TAM) in Ku et al. (2009),
van Wessel et al. (2011) and Dos Santos Ferreira et al. (2018), the Theory of Cultural
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Differences in Asai and Hakizabera (2010), and the Technology-Organization-Environment

(TOE) framework in Mirtsch et al. (2020).

3.4. Thematic findings

3.4.1. ISO/IEC 27001 and other standards/frameworks

Only 33% of the journal articles included in the review focus exclusively on ISO/IEC 27001.
The vast majority of contributions examines it together with other ISS standards and

management certifications. Themes and issues are essentially related to standard comparison

and integration, as illustrated in the following paragraphs and in Table 2.

Table 2: ISO/IEC 27001 and other standards/frameworks

Main themes / Research results

Relevant papers
(Evidence: C=conceptual; E=empirical)

Comparison/integration with
other standards with similar scope

ISO/IEC 27001 complemented by standards with stronger

technological scope

Akowuabh et al., 2013 (C); Almeida and Respicio,
2018 (C); Broderick, 2006 (C); Fuentes ef al.,
2011 (C); Leszczyna, 2019 (C); Rezakhani ef al.,
2011 (C); Stewart, 2018 (C)

ISO/IEC 27001 complemented by standards for
information/document management

Lomas, 2010 (C); Stewart, 2018 (C); Topa and
Karyda, 2019 (C)

Presence of issues related to the integration of ISO/IEC
27001 and other ISS standards

Beckers ef al., 2016 (C); Bettaieb et al., 2019 (C);
Bounagui ef al., 2019 (C); Faruq et al., 2020 (C);
Leszczyna, 2019 (C); Mesquida et al., 2014 (C);
Montesino ef al., 2012 (C); Mukhtar and Ahmad,
2014 (C); Pardo et al., 2012 (C); Pardo et al., 2013
(C); Pardo et al., 2016 (C); Tsohou et al., 2010
(C); Tarn et al., 2009 (C); Simi¢-Draws et al.,
2013 (C); Sheikhpour and Modiri, 2012a (C);
Sheikhpour and Modiri, 2012b (C)

Comparison/integration with
other management standards

Better outcomes through the implementation of ISO/IEC
27001 in combination with other management standards

Bakar et al., 2015 (C); Barafort et al., 2017 (C);
Barafort ef al., 2018 (C); Barafort et al., 2019 (C);
Hannigan ef al., 2019 (E)

Time and cost synergies through the implementation of
multiple management system standards (as opposed to a
single one)

Crowder, 2013 (E); Hoy and Foley, 2015 (E);
Majernik et al., 2017 (C)
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Presence of issues related to the integration of ISO/IEC Barafort ef al., 2017 (C); Barafort ef al., 2018 (C);

27001 and other management systems standards Barafort ef al., 2019 (C); Heston and Phifer, 2011
(C); Hoy and Foley, 2015 (E); Majernik ef al.,
2017 (C)

Higher organizational complexity because of multiple Heston and Phifer, 2011 (C)

standards

ISO/IEC 27001 often implemented after ISO 9001 Cots and Casadesus, 2015 (E); Gillies, 2011 (E);

Mirtsch et al., 2020 (E)

International diffusion of ISO/IEC 27001 and ISO/IEC Cots and Casadesus, 2015 (E)
20000 correlated

ISO/IEC 27001 more/less strongly correlated to country- ~ Armeanu et al., 2017 (E); Basaran, 2016 (E)
level indicators than other ISO management system
standards

Regarding the relation of ISO/IEC 27001 and other standards with similar scope, it should
be noted that the list of options available to organizations approaching ISS and cybersecurity is
long and articulated. In general terms: standards may cover information security at large
including non-IT assets —as ISO/IEC 27001 — or rather have a technological connotation. This
technological connotation might, in turn, be generalist — such as the Control Objectives for
Information and Related Technologies (COBIT) and the Information Technology Infrastructure
Library (ITIL) — or rather target specific IS layers and related safeguards. Moreover, ISS
initiatives are characterized by different purposes, including the definition of requirements
(e.g., the HI TRUST Common Security Framework-CSF and ISO 15408-Common Criteria),
the provision of risk assessment instruments (e.g., the National Institute of Standards and
Technology-NIST Special Publication-SP 800-30, ISO 27005, and COBIT) and the
dissemination of best practices (e.g., ISO 27002, Committee of Sponsoring Organizations of
the Treadway Commission-COSO, Information Security Forum-ISF, and NIST 800-53).

In light of these differences, several studies indicate complementarities and synergies
between ISO/IEC 27001 and other standards/frameworks for a more comprehensive approach
to ISS and cybersecurity (e.g., Lomas, 2010; Rezakhani et al., 2011; Fuentes et al., 2011).
Substantial issues, however, are reported in the literature with respect to their integration,
including a different scope, the number of requirements and the only partial overlap among
them, and the different terminology used (Broderick, 2006; Pardo et al., 2012; Beckers et al.,
2013; Bettaieb et al., 2019). Against these challenges, several papers (17 contributions, 23%)
suggest harmonization methods, also supported by empirical testing (e.g., Pardo et al., 2012,

2013; Mesquida et al., 2014; Bettaieb et al., 2019). The issues addressed in these studies are
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diverse. Tarn et al. (2009), Rezakhani et al. (2011), Tsohou et al. (2010), Pardo et al. (2012),
Leszczyna (2019) and Al-Karaki et al. (2022) present a framework for the categorization of
various ISS standards; along the same lines Mesquida et al. (2014) and Pardo ez al. (2013;2016)
approach ISO standards related to software quality, IT service management and ISS. Seven
papers (Susanto et al., 2011; Montesino et al., 2012; Sheikhpour and Modiri, 2012a; 2012b;
Mukhtar and Ahmad, 2014; Bettaieb et al., 2019; Faruq et al., 2020) focus specifically on the
alignment between the security controls recommended by ISO/IEC 27001 with other standards.
Beckers et al. (2016), Bounagui et al. (2019), Leszczyna (2019) and Ganji et al. (2019) explore
integration issues. An interesting perspective is provided by Simi¢-Draws et al. (2013) which
defines a method for law-compatible technology design.

Similar integration issues are analysed in the literature with respect to other management
standards, especially other ISO management systems. Overall, the potential benefits of
management system integration have been described in terms of implementation synergies
(e.g., Crowder, 2013) and better outcomes (e.g., Bakar et al., 2015; Hannigan et al., 2019),
despite possibly an increasing level of complexity (Heston and Phifer, 2011). However,
researchers also highlight partial misalignments in the terminology, the structure, and the scope
of management system standards (Barafort et al., 2019). Methods and harmonization strategies
are described in six papers in our review (8%). Heston and Phifer (2011) illustrate a framework
for the selection of standards depending on organizational archetypes. Majernik et al. (2017)
describe a conceptual model for the integration of ISO/IEC 27001, ISO 9001 for quality
management, [SO 14001 for environmental management and, OHSAS 18001 for occupational
health and safety (now replaced by the ISO 45001). The work of Barafort e al. (2017; 2018;
2019) focuses on risk management activities foreseen by ISO/IEC 27001, ISO 9001, ISO 21500
(guidance on project management), and ISO/IEC 20000 (IT service management). Hoy and
Foley (2015) delve into the integration of ISO 9001 and ISO/IEC 27001 audits.

Along the same lines a further area of inquiry concerning ISO/IEC 27001 and other ISO
management standards examines diffusion patterns, the order of implementation and possible
effects on country-level economic indicators (Gillies, 2011; Cots and Casadesus, 2015;
Basaran, 2016; Armeanu et al., 2017). Results show that ISO/IEC 27001 is often implemented
after ISO 9001 (Mirtsch et al., 2020), and its diffusion is correlated with ISO/IEC 20000,
following the logic that more specific standards are subsequently adopted after more general

ones (Cots and Casadesus, 2015).

30



3.4.2. Motivations

In the literature on voluntary standards significant attention has been paid to the motivations

driving organizations in the pursuit of certifications (e.g., Heras-Saizarbitoria and Boiral, 2013;

Sartor et al., 2016). This is also a common topic in the ISO/IEC 27001 literature, observed in

48% of the studies, although mostly through conceptual arguments.

Following Nair and Prajogo (2009), we classified the motivations as functionalist — i.e.,

organizations expect the standard to improve processes and documentation — and institutional

— i.e., organizations view the certification as a means to better qualify against external

stakeholders, including competitors, customers and regulatory agencies. Results are shown in

Table 3.
Table 3: Motivations for adopting ISO/IEC 27001
Main themes / Research results Relevant papers
" (Evidence: C=conceptual; E=empirical)
Functionalist

ISO/IEC 27001 is pursued for functionalist motivations,
including:

- Support in achieving higher levels of ISS

Broderick, 2006 (C); Gillies, 2011 (E); Hlaca et
al., 2008 (E); Itradat ef al., 2014 (C); Kossyva et
al., 2014 (C); Ku et al., 2009 (E); Liao and Chueh,
2012b (C); Mesquida et al., 2014 (C); Mukhtar
and Ahmad, 2014 (C); Pardo et al., 2012 (C);
Pardo et al., 2016 (C); Rezaei et al., 2014 (E);
Susanto et al., 2012 (C); van Wessel et al., 2011

(E)

- Increased efficiency in processes related to
information management

Annarelli et al., 2020 (E); Bakar ef al., 2015 (C);
Crowder, 2013 (E); Dionysiou, 2011 (C); Hlaca et
al., 2008 (E); Kossyva et al., 2014 (C); Liao and
Chueh, 2012b (C); Mukhtar and Ahmad, 2014 (C);
Susanto et al., 2012 (C); van Wessel et al., 2011
(E)

Institutional

ISO/IEC 27001 is pursued for institutional motivations,
including:
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- Expected image improvements Bakar et al., 2015 (C); Crowder, 2013 (E); Culot
et al., 2019 (E); Deane et al., 2019 (C); Dionysiou,
2011 (C); Freeman, 2007 (C); Gillies, 2011 (E);
Hlaca et al., 2008 (E); Ku et al., 2009 (E); Liao
and Chueh, 2012a (C); Liao and Chueh, 2012b
(C); Lomas, 2010 (C); Majemik ef al., 2017 (C);
Mesquida et al., 2014 (C); Pardo et al., 2016 (C);
Rezaei et al., 2014 (E); Stewart, 2018 (C);
Tiganoaia, 2015 (C); van Wessel ef al., 2011 (E)

- Governmental regulatory and promotion Annarelli et al., 2020 (E); Crowder, 2013 (E);
activities Dionysiou, 2011 (C); Everett, 2011 (C); Gillies,
2011 (E); Hlaca et al., 2008 (E); Ku ef al., 2009
(E); Lomas, 2010 (C); Smith ez al., 2010 (E);
Tsohou et al., 2010 (C); van Wessel et al., 2011
(E)

- Market demands Barafort ef al., 2019 (C); Beckers et al., 2013 (C);
Cowan, 2011 (E); Dionysiou, 2011 (C); Everett,
2011 (C); Freeman, 2007 (C); Gillies, 2011 (E);
Hoy and Foley, 2015 (C); Mirtsch et al., 2020 (E);
Tiganoaia, 2015 (C); van Wessel ef al., 2011 (E)

- Isomorphism Deane et al., 2019 (C); Everett, 2011 (C); Hlaca et
al., 2008 (E); Liao and Chueh, 2012b (C);
Majernik et al., 2017 (C); Raabi et al., 2020 (C);
Stewart, 2018 (C); Susanto et al., 2012 (C);
Tsohou et al., 2010 (C)

- Strength of the "ISO brand" Deane et al., 2019 (C); Majernik et al., 2017 (C)

Most of the studies reporting functionalist motivations refer to expectations around higher
levels of ISS. This is obviously related to the scope of the standard as well as to the continuous
improvement logic underpinning the ISMS (Lomas, 2010; Smith et a/., 2010; Pardo et al., 2016)
and the acquisition of new skills and competences (Ku et al., 2009; Bakar et al., 2015). Several
papers also indicate expectations around more efficiency in the processes related to information
management (e.g., Kossyva et al., 2014; Hlaca et al., 2008; Annarelli ef al., 2020). This seems
particularly relevant for organizations with previous experience in the implementation of other
management systems, as they are aware of the benefits of a structured approach on processes
and accountabilities (Crowder, 2013).

Several institutional motivations also emerge from our analysis. Many authors report
expectations for a better corporate image: through the attainment of the certification it is
possible to demonstrate that the organization can be considered a trustworthy partner by its
stakeholders, including employees, suppliers, financial institutions and customers (Freeman,

2007; Liao and Chueh, 2012a). This, in turn, appears to be an indirect goal to attract more
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customers and consolidate client relationships (Beckers et al., 2013). In this respect, Lomas
(2010) underlines that in the UK information security scandals have raised public awareness;
Ku et al. (2009) stress that organizations embrace the ISO/IEC 27001 certification to show that
they are willing to take a more proactive stance.

Along the same lines, it has been suggested that ISO/IEC 27001 may be adopted following
market demands; i.e., large private-sector corporations demand their suppliers to be certified
(Tiganoaia 2015; Barafort et al., 2019). The reason for this might be independent of large
corporations being certified themselves, but rather — as reported by Everett (2011) — be related
to a standardization in the bidding and procurement process. In this respect, however, it should
be noted that several companies pursue an informal implementation — i.e., they shape ISMS in
compliance with the standard but do not seek the certification — as ISMS requirements can be
self-certified through suppliers’ questionnaires (Cowan, 2011; Dionysiou, 2011).

A further motivation mentioned in the studies refers to the presence of governmental
regulatory and promotion activities fostering ISO/IEC 27001 diffusion. The last decade has
seen a progressive intensification of national (e.g., in the US the “National Strategy to
Cyberspace Security”’) and international initiatives (e.g., the Organization for Economic
Cooperation and Development-OECD guidelines, European-level initiatives such as the recent
EU Cybersecurity act). Overall, these initiatives have been contributing to the dissemination of
ISS awareness (Ku et al. 2009); some of them have fostered explicitly the ISO/IEC 27001
certification, as in the case of Japan (Everett, 2011; Gillies, 2011). Smith et al. (2010) note that
the Australian Government preferred ISO/IEC 27001 over other ISS standards because of its
flexibility in accommodating local legal requirements. The reach of European-level policies is
well described in Dionysiou (2011) together with the peculiar example of Cyprus adopting
certification as a «ticket to the European market» (p.198).

Finally, some studies point to the presence of isomorphic dynamics. In the case illustrated
by Hlaca et al. (2008), the ISO/IEC 27001 was adopted in light of the growing number of
certified companies worldwide. The rationale behind this is illustrated in Stewart (2018)
through the concept of network effects. This dynamic seems further reinforced by the global
reputation of the ISO umbrella of standards (Deane ef al., 2019).
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3.4.3. Implementation

A considerable number of studies (68%) report issues and opportunities related to the
implementation of the standard. We classified them according to three main questions: (i) how
effectively ISO/IEC 27001 tools and methods provide support to the implementing
organization?; (ii) how do organizations structure the project governance?; (iii) what
differences in the actual adoption of practices have been documented?

The themes and sub-themes identified in the studies are illustrated in Table 4.

Table 4: Implementation of ISO/IEC 27001

Main themes / Research results

Relevant papers
(Evidence: C=conceptual; E=empirical)

Tools and methods

High flexibility of the guidelines

Bamakan and Dehghanimohammadaba, 2015 (C);
Barafort ef al., 2017 (C); Barafort et al., 2019 (C);
Beckers ef al., 2013 (C); Beckers et al., 2016 (C);
Bounagui ef al., 2019 (C); Culot et al., 2019 (E);
Dionysiou, 2011 (C); Fuentes et al., 2011 (C);
Ganji et al., 2019 (C); Gillies, 2011 (E); Heston
and Phifer, 2011 (C); Itradat et al., 2014 (E); Ku et
al., 2009 (E); Liao and Chueh, 2012a (E); Liao
and Chueh, 2012b (C); Lomas, 2010 (C); Mirtsch
et al., 2020 (E); Ozkan and Karabacak, 2010 (E);
Raabi et al., 2020 (C); Rezaei et al., 2014 (C);
Simié-Draws et al., 2013 (C); Stewart, 2018 (C);
van Wessel et al., 2011 (E)

Security controls difficult to assess/implement

Almeida and Respicio, 2018 (C); Bettaieb ef al.,
2019 (C); Crowder, 2013 (E); Ho et al., 2015 (E);
Liao and Chueh, 2012a (E); Liao and Chueh,
2012b (C); Montesino ef al., 2012 (E) Simi¢-
Draws et al., 2013 (C); Susanto ef al., 2011 (C);
Susanto et al., 2012 (C); Stewart, 2018 (C); Topa
and Karyda, 2019 (C); van Wessel et al., 2011 (E)

Difficult assessment of external interdependencies

Beckers ef al., 2013 (E); Culot et al., 2019 (E);
Lomas, 2010 (C); Smith et al., 2010 (E); Stewart,
2018 (C)

Further effort needed to integrate legal requirements

Beckers ef al., 2013 (C); Broderick, 2006 (C);
Diamantopoulou ef al., 2020 (C); Lomas, 2010
(C); Simi¢-Draws et al., 2013 (C)

Possible integration with GDPR requirements

Annarelli ef al., 2020 (E); Diamantopoulou ef al.,
2020 (C); Gagpar and Popescu, 2018 (C); Lopes et
al., 2019 (E); Serrado et al., 2020 (E)

Relevant cultural and psychological elements not
adequately addressed

Asai and Hakizabera, 2010 (E); Topa and Karyda,
2019 (C); van Wessel et al., 201 1(E)
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Project governance

Senior management commitment Beckers et al., 2013 (C); Beckers et al., 2016 (C);
Crowder, 2013 (E); Everett, 2011 (C); Gillies
2011 (E); Kossyva et al., 2014 (C); Ku et al., 2009
(E); Liao and Chueh, 2012a (E); Ozkan and
Karabacak, 2010 (E); Smith ez al., 2010 (E);
Stewart, 2018 (C); van Wessel et al., 2011 (E)

Cross-functional coordination Crowder, 2013 (E); Itradat et al., 2014 (E);
Kossyva et al., 2014 (C); Ku et al., 2009 (E);
Simi¢-Draws et al., 2013 (C); Smith et al., 2010
(E); van Wessel et al., 2011 (E)

Support of external consultants Annarelli et al., 2020 (E); Dionysiou, 2011 (E);
Gillies, 2011 (E); Hlaca et al., 2008 (E); Mirtsch et
al., 2020 (E); Rezaei et al., 2014 (C); van Wessel
etal., 2011 (E)

Organizational learning through self-implementation Crowder, 2013 (E); Gillies, 2011 (E); Ku et al.,
2009 (E); van Wessel et al., 2011 (E)

Significant time/cost to implement Annarelli ef al., 2020 (E); Broderick, 2006 (C);
Culot et al., 2019 (E); Deane et al., 2019 (C);
Dionysiou, 2011 (C); Everett, 2011 (C); Gillies,
2011 (E); Hlaca et al., 2008 (E); Kossyva et al.,
2014 (C); Majemik et al., 2017 (C); Mirtsch et al.,
2020 (E); Montesino ef al., 2012 (C); Ozkan and
Karabacak, 2010 (E); Pardo et al., 2016 (C); Smith
etal., 2010 (E); Stewart, 2018 (C); van Wessel et
al., 2011 (E)

Actual adoption of practices

Symbolic/informal implementation of the standard Culot et al., 2019 (E); Everett, 2011 (E); Lomas,
2010 (C); Mirtsch et al., 2020 (E)

Low employees’ compliance Asai and Hakizabera, 2010 (E); Heston and Phifer,
2011 (C); Smith et al., 2010 (E); Topa and
Karyda, 2019 (C); van Wessel et al., 2011 (E)

As for the efficacy of the (i) tools and methods indicated by ISO/IEC 27001, the literature
is ambivalent. Whereas several authors (e.g., Smith et al., 2010) praise ISO/IEC 27001
flexibility, a number of studies see this as a potential drawback in the implementation process
(e.g., Lomas, 2010; Rezaei et al., 2014). The requirements are often perceived as too formal
and wide-ranging, they provide guidance for what should be done, but organizations are
responsible for choosing “how” to achieve those goals (Bounagui et al., 2019). The lack of
precise methodological indications may translate into low accuracy in the risk analysis and asset

assessment. Much is left to the expertise of the individuals in charge (e.g., Ku et al., 2009; Liao
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and Chueh, 2012a) with often too much emphasis placed on the technical side (Ozkan and
Karabacak, 2010; Itradat et al., 2014).

Some specific issues in this respect emerge from the literature. The most relevant one is
related to the security controls, in particular considering the set of 133 controls described in the
Annex A of the 2005 version of the standard. Although no longer mandatory in the current
version (ISO/IEC 27001:2013), it is still worth mentioning the main problems highlighted by
previous research. Controls seemed not to be applicable in organizations with low technological
profiles (Liao and Chueh, 2012b), entailed too rigid procedures (Crowder, 2013), and were
costly to implement due to the possibility of an only partial automation through hardware and
software tools (Montesino et al., 2012). As for the new version of the ISO/IEC 27001, Ho et
al. (2015) note that the standard still does not provide guidance on the mutual interdependence
among the different control items; similarly, Stewart (2018) and Topa and Karyda (2019) refer
to the lack of indications regarding a cost/benefit assessment in the selection of controls. On
this, Bettaieb et al. (2019) propose an approach based on machine learning for the identification
of the most relevant controls given the characteristics and the context of the implementing
organization.

The literature has also highlighted a lack of guidance regarding possible interdependencies
between the organization and the external environment. As reported by Smith ez al. (2010), and
Stewart (2018) many implementations fail because of an unstructured approach towards shared
assets — e.g., services and information technology infrastructure shared among local units of the
same corporation — and poor identification of the organizations’ dependencies from third parties
and outsourced services.

The support provided by ISO/IEC 27001 in aligning the organization ISMS to local
legislation has also been discussed. The standard states that the implementing organization
should identify autonomously the applicable local regulation and contractual obligations
(Diamantopoulou et al., 2020; Simié¢-Draws et al., 2013); however, in the absence of precise
instructions, organizations face complex reconciliations and the challenge of complying with
multiple local legislations in the case of multinational enterprises (Broderick, 2006). In
connection to this, recent studies have investigated how the norm supports organizations in
complying with the General Data Protection Regulation (GDPR), issued in 2016 to regulate
data protection and privacy in the European Union and the European Economic Area. The

ISO/IEC 27001 was last updated in 2013, i.e., before the GDPR publication, while the new
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regulatory requirements were included in the new ISO/IEC 27552 (Privacy Information
Management). Nevertheless, previous research has highlighted similar requirements between
the GDPR and ISO/IEC 27001 (Annarelli ef al., 2020) as well as the fact that a structured ISMS
is a prerequisite to meet the European directives (Serrado et al., 2020).

Another issue underscored in the studies concerns the fact that ISO/IEC 27001 does not
provide adequate guidance on cultural and psychological dimensions relevant for ensuring
employees’ compliance (van Wessel et al., 2011). As highlighted by Topa and Karyda (2019),
there are only limited indications regarding the appraisal of individual habits and values, e.g.,
privacy concerns and compliance attitude. Similarly, Asai and Hakizabera (2010) underline the
presence of cultural differences in the attitude towards ISS.

With regards to the second overarching theme — (i) project governance — the studies show
that IT, organizational and legal competencies are necessary, and therefore companies need to
formulate well-defined coordination mechanisms (e.g., Crowder, 2013). In terms of the
structure of the project team and implementation phases, the literature reports various
approaches, normally starting with local pilots and then moving on to large-scale rollouts (Ku
et al., 2009; van Wessel et al., 2011). Along the same lines — although it is a well-documented
fact that a successful management system requires leadership endorsement (e.g., Crowder,
2013) — several articles indicate that ISO/IEC 27001 is mostly developed by IT departments
alone (van Wessel et al., 2011; Akowuah et al., 2013). Stewart (2018) notes that information
security leaders are unlikely to be included in the management committee. Everett (2011)
reports that limited directors’ awareness often results in low budget allocation. An unsolved
implementation issue seems to be the potential involvement of consultants. Whereas specialistic
ISS competencies lead many organizations to seek external support (e.g., Dionysiou, 2011; Hoy
and Foley, 2015; Annarelli et al., 2020), several studies underline how this may hamper
organizational learning and lead to unsuccessful implementation (Ku et al., 2009; Gillies,
2011). In any case, there is agreement on the fact that the process to obtain the ISO/IEC 27001
certification usually absorbs significant company resources in terms of working hours and
financial resources (e.g., Gillies, 2011; van Wessel et al., 2011).

Finally, the last theme emerging from our review concerns the possibility of differences in
the (iii) actual adoption of practices, namely to what extent the written documentation is
internalized by the organization (Nair and Prajogo, 2009). This has emerged as a key research

area in relation to other standards and voluntary initiatives (e.g., Heras-Saizarbitoria and Boiral,

37



2013; Orzes et al., 2018), but few studies addressed specifically the question with regards to
ISO/IEC 27001. Some papers stress that a «cosmetic and not substantial» application of the
standard might take place (Culot ef al., 2019, p. 83) and that some companies «put in as little
effort as possible» (Everett, 2011, p. 7). Moreover, the reasons why several companies conform
to ISO/IEC 27001 requirements but not seek formal certification are overall underinvestigated
(Mirtsch et al., 2020).

Comparatively more attention has been paid to employee compliance. The studies refer to
organizational inertia — i.e., employees are skeptical about the required reconfiguration of
processes and reluctant to change (e.g., Heston and Phifer, 2011; Topa and Karyda, 2019) —
and opposition whenever the implementation of the standard is externally mandated (Smith et

al., 2010).

3.4.4. Outcomes

As illustrated in Table 5, few studies (26%) have cited the outcomes of the ISO/IEC 27001
certification with just half of them providing empirical evidence in support. Only three studies
focus explicitly on the impact of the standard. Tejay and Shoraka (2011) and Deane et al. (2019)
analyse through an event study the impact of the certification on stock market performance;
Kossyva et al. (2014) discuss conceptually its benefits in a co-opetitive setting. The other papers
either report impacts in the description of case studies and through expert opinions (van Wessel
et al., 2011; Crowder, 2013; Rezaei ef al., 2014; Hannigan et al., 2019; Annarelli et al., 2020)
or derive outcomes from conceptual reasoning (Freeman, 2007; Dionysiou, 2011; Fuentes et

al., 2011; Gillies, 2011; Bakar et al., 2015).

Table 5: Outcomes of ISO/IEC 27001

Relevant papers

Main themes / Research results (Evidence: C=conceptual; E=empirical)

Outcomes specific to the scope of the standard

More efficient risk prevention Al-Karaki ef al., 2022 (C); Annarelli ef al., 2020
(E); Everett, 2011 (E); Freeman, 2007 (C);
Fuentes et al., 2011 (C); Rezaei et al., 2014 (E);
van Wessel et al., 2011 (E)

Higher business continuity Bakar ef al., 2015 (C); Rezaei et al., 2014 (E);
Susanto et al., 2012 (C); van Wessel et al., 2011

(E)
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Other performance dimensions

Streamlined processes Annarelli ef al., 2020 (E); Crowder, 2013 (E);
Everett, 2011 (E); Freeman, 2007 (C); Fuentes et
al., 2011 (C); van Wessel et al., 2011 (E)

Better stakeholder relationship Cowan, 2011; Hannigan et al., 2019 (E); Mirtsch
et al., 2020 (C); Rezaei et al., 2014 (E); van
Wessel et al., 2011 (E)

Reduced partner opportunism Kossyva et al., 2014 (C)
Lower flexibility van Wessel et al., 2011 (E)
Adequate return on investment van Wessel et al., 2011 (E)

Lower risk of profit loss
Bakar et al., 2015 (C); van Wessel et al., 2011 (E)

Higher market value Deane et al., 2019 (E); Tejay and Shoraka, 2011
(E)
Lower insurance costs Gillies, 2011 (C); Susanto et al., 2012 (C)

Country-level indicators

Correlation with intellectual property indicators Basaran, 2016 (E)

Correlation with confidence sentiment indicators Armeanu et al., 2017 (E)

The performance dimensions emerging from our analysis are diverse, some more in line
with the scope of the standard — i.e., lower risk levels (Freeman, 2007; Rezaei et al., 2014) and
improved business continuity (van Wessel et al., 2011; Bakar et al., 2015) — others related to
organizational and financial improvements. The studies refer to streamlined and efficient
processes because of ISMS redesign (Fuentes et al., 2011; Crowder, 2013). Process
improvements may translate into increasing employees’ and customers’ satisfaction, even
though van Wessel et al. (2011) report that, for one of the companies they analysed, the
certification also meant losing some operational flexibility. Kossyva et al. (2014) suggest a
reduction in miscommunication and opportunism in information exchange.

Some authors looked at the impact of the certification from a financial perspective. The
cases analysed in van Wessel et al. (2011) report a payback period in line with the expectations.
Bakar et al. (2015) claim that ISO/IEC 27001 may prevent the leaking of private information
to unauthorized parties, and subsequent legal actions, bad publicity and profit losses. Moreover,
the insurance premium of certified companies is lower (Gillies, 2011; Susanto et al., 2012).

Besides organizational-level benefits, it should be noted that two papers correlate ISO/IEC

27001 diffusion with country-level indicators. The study of Armeanu et al. (2017) shows that
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the presence of ISO standards has a positive influence on the economic sentiment indicator, a
cross-industry composite confidence indicator published monthly by the European
Commission. Bagaran (2016) illustrates the strength of the association between the number of

ISO certificates and industrial property rights granted in Turkey.

3.4.5. Context

Several studies (50%) indicate that the adoption of ISS standards as well as ISO/IEC 27001
motivations, implementation, and outcomes should be read against the context in which the

organization operates, as shown in Table 6.

Table 6: Context of ISO/IEC 27001

Main themes / Research results

Relevant papers
(Evidence: C=conceptual; E=empirical)

Country

Adoption driven by regulatory/promotion activities

Cots and Casadesus, 2015 (E); Dionysiou, 2011
(C); Everett, 2011 (C); Gillies, 2011 (E); Khajouei
etal., 2017 (E); Kuet al., 2009 (E); Lomas, 2010
(C); Ozkan and Karabacak, 2010 (C); Serrado et
al, 2020 (E); Smith et al., 2010 (E); Tigénoaia,
2015 (C); van Wessel et al., 2011 (E)

Higher adoption in export-driven countries

Dionysiou, 2011 (C); Gillies, 2011 (E); Ku et al.,
2009 (E); van Wessel et al., 2011 (E)

Implementation/compliance affected by cultural factors

Asai and Hakizabera, 2010 (E); Ku ef al., 2009
(E); Topa and Karyda, 2019 (C); van Wessel et al.,
2011 (E)

MNEs pursue formal implementation only in selected
countries

Heston and Phifer, 2011 (E)

Size

SMEs have lower ISS awareness

Dionysiou, 2011 (E); Gillies, 2011 (E); Mirtsch et
al., 2020 (E)

Different implementation issues related to organizations’
size

Al-Karaki et al., 2022 (C); Deane et al., 2019 (E);

Dionysiou, 2011 (E); Gillies, 2011 (E); Mirtsch et

al., 2020 (E); Smith et al., 2010 (E); Stewart, 2018
©

Greater increase in market value in small public
companies upon certification announcement

Deane et al., 2019 (E)

Industry
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Higher adoption rates in regulated/information-intensive ~ Akowuah et al., 2013 (C); Deane et al., 2019 (E);

industries Dionysiou, 2011 (C); Everett, 2011 (C); Heston
and Phifer, 2011 (C); Itradat et al., 2014 (C);
Mirtsch et al., 2020 (E); Mukhtar and Ahmad,
2014 (C); Serrado et al, 2020 (E)

Standard seen applicable only to highly digitalized Crowder, 2013 (E); Liao and Chueh, 2012a (C);
organizations Liao and Chueh, 2012b (C); Lomas, 2010 (E)
Certification perceived as a source of competitive Crowder, 2013 (E); Ku et al., 2009 (E)

differentiation in some industries

Other

Emerging technological trajectories need more specific Beckers ef al., 2013 (C); Beckers et al., 2016 (C);

approaches Bounagui ef al., 2019 (C); Culot et al., 2019 (E);
Leszczyna, 2019 (C); Lomas, 2010 (C); Park and
Lee, 2014 (C); Raabi et al., 2020 (C)

Characteristics of the organizational culture Al-Karaki ef al., 2022 (C); Asai and Hakizabera,
2010 (E); Broderick, 2006 (C); Dionysiou, 2011
(E); Dos Santos Ferreira ef al., 2018 (E); Everett,
2011 (C); Gillies, 2011 (E); Itradat et al., 2014
(E); Kossyva et al., 2014 (C); Ku et al., 2009 (E);
Liao and Chueh, 2012a (E); Mirtsch et al., 2020
(E); Simi¢-Draws et al., 2013 (C); Smith et al.,
2010 (E); Stewart, 2018 (C); Tigénoaia, 2015 (C);
van Wessel et al., 201 1(E)

Most of the papers stressing differences among countries refer to international (e.g.,
Europe, OECD) and governmental (e.g., Japan, Australia) initiatives fostering the diffusion of
ISO/IEC 27001 (e.g., Lomas, 2010; Dionysiou, 2011; Serrado et al., 2020). Other studies
highlight higher adoption in offshored countries — e.g., Taiwan, Singapore, and India — because
of the need to ensure a secure environment for intellectual property in order to maintain
attractiveness (Ku et al., 2009). Less export-oriented countries might — on the contrary — be less
likely to see high adoption rates (Dyonysiou, 2011). Interestingly, Heston and Phifer (2011)
point out that multinational enterprises (MNEs) — although structuring their process
homogeneously at global level — might formally pursue the certification only in some countries
depending on local opportunities and constraints.

Country-specific elements are underscored also in relation to cultural differences in terms
of employees’ attitudes towards ISMS compliance (Asai and Hakizabera, 2010; Topa and
Karyda, 2019). Moreover, the approach to ISO/IEC 27001 implementation seems different
between European and Chinese companies (van Wessel et al., 2011).

Differences based on organizations’ size are mentioned in the literature to a lesser extent.

Even though smaller public companies might expect greater returns from certification than
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larger firms (Deane et al., 2019), only large companies seem to assign sufficient priority to ISS
due to resource availability (Dionysiou, 2011; Gillies, 2011). With regards to the
implementation process — as stressed by Stewart (2018) — ISO/IEC 27001 is designed for an
“average organization” and it might not be suitable for companies deviating the most from this
average profile, e.g., owing to their dimension or level of centralization (Smith et al., 2010;
Stewart, 2018).

In terms of industry-specific dynamics, the literature points to differences in the diffusion
patterns. Although the standard is generic by design, it is adopted more in regulated industries
—such as financial services and healthcare (Dionysiou, 2011; Heston and Phifer, 2011; Mukhtar
and Ahmad, 2014) — and where information security attacks have been historically more
frequent (Deane et al., 2019). In other industries there seems to be less interest (Everett, 2011;
Liao and Chueh, 2012a; 2012b), although it might represent a differentiation factor (Ku et al.,
2009; Crowder, 2013). Finally, although the standard does not require the implementing
organization to have any form of information technology in place, it is often perceived as
applicable only to highly digitalized contexts (Crowder, 2013).

On the contrary, the most recent literature shines the spotlight on the limited effectiveness
of ISO/IEC 27001 against emerging fechnologies. Overall, the studies underline the fact that
the emergence of cloud computing, the Internet of Things and platform-based business models
makes it increasingly difficult to define the scope and boundaries of the ISMS (Culot et al.,
2019). Being ISO/IEC 27001 process-driven seems better suited to meet these challenges than
more document-oriented standards (Beckers et al., 2013). However, ISO/IEC 27001 alone
seems not sufficient to guarantee both IS security and safety (Park and Lee, 2014), but it may
represent the backbone on which more specific standards are integrated (Leszczyna, 2019).

Lastly, the literature highlights the presence of contingencies related to the organizational
culture. Depending on this, ISS can be understood as a purely technical issue rather than a far-
reaching business goal (e.g., Everett, 2011). In a survey, cultural change is identified as the
main challenge to overcome (Gillies, 2011), organizations more prone to innovation and change
are expected to be more successful in the standard implementation (e.g., Ku et al., 2009; Liao

and Chueh, 2012a).
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3.4.6. Themes and topics related to books and book chapters

In addition to what has been illustrated in the previous sections, the results of the analysis of
the books and chapters on ISO/IEC 27001 are consistent with the themes emerging from the
coding of academic articles. As shown in Table 7, besides some contributions providing a
general overview of the norm (e.g., Accerboni and Sartor, 2019; Arnason and Willet, 2007),
most of the books focus either on the relationship of ISO/IEC 27001 with other standards for
ISS (e.g., Calder 2008; 2018; Calder and Geraint, 2008) or on complementing the norm
guidelines with implementation methods, technical tools (e.g., Calder, 2006a; Calder and
Watkins, 2008; Beckers, 2015) and risk management approaches (e.g., Calder and Watkins,
2010). Legal issues and the auditing process have received comparatively little attention so far
(Pompon, 2016). Managerial topics related to the standard implementation refer to limited
leadership awareness (Calder, 2010) as well as to motivations and guidelines’ effectiveness

(Erkonen, 2008; Dionysiou et al., 2015).

Table 7: Books and Book chapters on ISO/IEC 27001

Relevant contributions

(B=book; BC=book chapter)

Aim of the contribution

General overview of the norm/requisites Accerboni and Sartor, 2019 (BC); Arnason and
Willet, 2007 (B); Calder, 2006b (B)

Comparison/integration issues of ISS standards Barlette and Fomin, 2010 (BC); Calder, 2008
(BC); Calder and Moir, 2009a (BC); Calder, 2018
(BC); Calder and Geraint, 2008 (BC)

[lustrate implementation guidelines/methods Calder, 2005 (B); Calder, 2006a (B); Calder and
Watkins, 2008 (B); Humphreys, 2007 (B); Stoll,
2018 (BC)

Present technical tools useful for implementation Beckers, 2015 (B); Vasudevan et al., 2008 (B);
Honan, 2009 (B)

Define methods for risk assessment and management Calder and Watkins, 2010 (B)

[lustrate the legal implications (also connected to the Calder and Moir, 2009b (BC); IT Governance

GDPR) privacy team, 2016 (B)

Describe the auditing process Pompon, 2016 (B)

Managerial issues related to ISO/IEC 27001 Calder, 2010 (BC); Dionysiou et al., 2015 (BC);

Erkonen, 2008 (BC)
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3.5. Summary and research challenges

The systematic review on ISO/IEC 27001 helps to clarify the main themes and results
elaborated in almost 15 years of academic research on the standard. Emerging clearly from the
literature is that: (i) a structured approach to information and cybersecurity requires the
integration of multiple standards; (ii) the motivations to pursue the ISO/IEC 27001 certification
are also related to governmental incentives and market demands; (iii) implementation entails
several challenges due to guidelines that are generic by design, different
approaches/internalization levels are possible; (iv) there is limited evidence demonstrating the
outcomes of the certification; (v) integration of ISS standards, motivations, implementation and
outcomes are dependent on a series of contextual factors, including the technological
environment in which the organization operates. Overall, the paucity of empirical studies on
ISO/TIEC 27001 is striking, especially in light of significant public efforts to sustain the diffusion
of the certification. The fact that the academic debate has seen a limited cross-fertilization
between subject areas further exacerbates the knowledge gaps on this subject.

Today value creation is all about exchanging information within and beyond organizational
boundaries (Culot et al., 2020; Hagiu and Wright, 2020). New forms of inter-organizational
collaborations allow intellectual property and data to flow between organizations (Bititci et al.,
2012; Pagani and Pardo, 2017). The scale and scope of such interactions are posing new
challenges to ISS (Hinz et al., 2015; Jeong et al., 2019; Feng et al., 2019). Supply chains are
becoming increasingly digitalized augmenting the risk of losing intellectual property (Kache
and Seuring, 2015; Ardito et al., 2019; Biiyiikozkan and Goger, 2019). Online platforms and
tech giants are connecting vast numbers of suppliers and customers (Jacobides et al., 2018;
Benitez et al., 2020); the participants of these ecosystems place their trust in the platform
orchestrators’ ability to ensure ISS at large, including those of relevant third parties (Burns et
al., 2017). The spread of cloud-based solutions implies massive outsourcing of data storage and
computing capabilities (Beckers ef al., 2013; Markus, 2015).

Overall, this scenario demands ISS to be seen no longer as an issue affecting single
organizations in isolation but more as a question of flows and relations involving multiple
partners; an inherently “wicked problem” calling for a broad rethinking of assumptions (Lowry
et al., 2017). This rings all the more relevant with regard to the challenges that the COVID-19
pandemic is generating. Social distancing resulted for many organizations in a surge of work-

from-home arrangements, higher activity on customer-facing networks and greater use of
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online services and platforms; all of which are causing immense stress on ISS controls and
operations (Boehm et al., 2020; Deloitte, 2020). In parallel, several concerns have been raised
about contact-tracing applications deployed in the attempt to contain the contagion; the
potential damages from the misuse of personal and biometric data are unprecedented (Harari,
2020). As we write, the storm continues to rage in many areas of the world, yet many observers
believe that a structural shift is taking place, making digitalization a key feature of the “new
normal” (Smith, 2020; The Economist, 2020).

These considerations should also inform research on ISO/IEC 27001 going forward. Faced
with a world where organizational boundaries are increasingly meaningless, the same concept
of IS perimeter obsolete (Dhillon et al., 2017; Cavusoglu et al., 2015). Overall, there is an
apparent contradiction between the low technological specificity and organizational-level focus
of the standard, on the one hand, and ISS requirements that are increasingly advanced and
systemic, on the other.

Two aspects emerging from the review seem particularly relevant in this respect. First,
other standards, frameworks and not-standardized practices may be integrated on the structure
of ISO/IEC 27001 for more comprehensive approaches. Second, the ISO/IEC 27001
certification is often pursued in accordance with inter-organizational requirements — e.g., large
companies demanding their suppliers be certified, governmental actions sustaining the
certification, expectations of image improvements and better relations with key stakeholders.
Both these aspects, however, have been only superficially addressed so far. The integration of
multiple standards and practices has been mostly tackled by technical studies defining methods;
whereas the inter-organizational implications of ISO/IEC 27001 have emerged in the literature
only with regards to institutional motivations driving adoption.

Against this backdrop, we believe that a shift in the attention is needed from “the part” to
“the whole” in the study of ISO/IEC 27001. In light of the growing number of certifications
coupled with the endorsement of major digital players, it is important to intensify scientific
efforts; the next section is thus devoted to the formulation of a set of research directions

addressing these issues.

3.5.1. Theory-based research agenda

In line with renewed calls for more theory-grounded research (e.g., Breslin et al., 2020; Post et

al., 2020), we conclude our study by outlining a series of research opportunities that read the
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emerging challenges and the current knowledge gaps through theoretical lenses. Several

theories have been used over the years in the study of voluntary standards and can be

successfully applied in future research on ISO/IEC 27001. The most prominent ones —

following the review of Tuczek et al. (2018) — include:

Transaction Cost Theory (Coase, 1937; Williamson, 1985): as the focus is placed on
the costs arising from an economic exchange between a buyer and a seller, the theory
has been used to analyse voluntary standards adoption patters and performance
implications related to lower information asymmetries (e.g., Prajogo et al., 2012);
Resource-Based View (Penrose, 1959; Barney, 1991): under the assumption that firms
should identify and make use of resources that are valuable, rare and difficult to imitate
in order to gain competitive advantage, researchers have investigated the motivations
to adopt voluntary standards, the implementation process and the impact on
performance (e.g., Darnall, 2006; Schoenherr and Talluri, 2013; Jabbour, 2015);
Institutional Theory (Meyer and Rowan, 1977; DiMaggio and Powell, 1983): the
perspective has been leveraged on mainly for investigating voluntary standards
diffusion since societal influence might explain why organizations converge and
become similar (e.g., Nair and Prajogo, 2009; Boiral and Henri, 2012);

Signaling Theory (Spence, 1973): studies have addressed the role of voluntary
standards in supplier selection under conditions of imperfect information, mostly
focusing on performance implications, absorption levels and time-dependent dynamics
(e.g., Terlaak and King, 2006; Narasimhan et al., 2015);

Stakeholder Theory (Freeman, 1984): due to the integration of business and social
issues under this view, prior research has explored how the pressure from (non-
business) stakeholders might influence the motivations driving standard
implementation and absorption as well the impact on operational and reputational

performance (e.g., Castka and Prajogo, 2013).

Although these theories can be applied effectively also for the study of ISO/IEC 27001, we

believe that future research should not be limited to the standard implementation within single

organizations, but (i) address its role within the suite of ISS practices and standards and (ii) take

into consideration that the scope of ISS reaches beyond organizational boundaries. Figure 5

clarifies how these two perspectives can be investigated, including a possible theoretical

underpinning and a summary of the main research opportunities which are outlined in the
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following paragraphs. In the figure, the perspectives form a matrix that identifies four

overarching research areas with different scopes.

Figure 5: Research agenda
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With respect to these four quadrants, the rationale behind the research agenda is based on
the tenets of Social Systems thinking (e.g., Checkland, 1997; Weinberg, 2001). We drew from
various approaches within this school of thought to provide a comprehensive, yet parsimonious
analytical framework targeted at academics from different backgrounds. Reframing and
reorganizing research topics through a system-based approach has proved to offer a good basis
to provide new stimulus to scientific research and novel outlooks to the business community
(e.g., Bititci et al., 2012; Schleicher et al., 2018).

In simple terms, a system is a set of interrelated elements, such that a change in one element
affects others in the system (von Bertalanffy, 1956); the system is characterized by a common
purpose, functions as a whole, and adapts to changes in the environmental conditions
(Boulding, 1956; Katz and Kahn, 1978). Different theories co-exist under this umbrella, this
plurality yielding a rich research stream with a strong interdisciplinary connotation (Mele et al.,

2010; Post et al., 2020).
Based on the findings of our review and the challenges outlined in the previous section, it

is possible to consider as Social Systems both:
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(1) the suite of standards, formal, and informal practices — including ISO/IEC 27001
— that are implemented by organizations to manage ISS and cybersecurity; and

(i)  the network of relations in which organizations are embedded, be it supply
chains, platform-based ecosystems or industries.

Different frameworks can be applied to these two systems. The first finds analytical support
particularly in the Congruence Systems Model as originally formulated by Nadler and Tushman
(1980; 1984) and recently re-elaborated by Schleicher et al. (2018). The model sees
organizational practices as systems, identifies their inputs and outputs as well as their
underlying components, i.e., tasks, individuals, formal and informal processes. These
components are assumed to exist in a state of relative balance, their congruence determining
the overall effectiveness of the system. Another important characteristic of such systems is the
principle of equifinality (Katz and Kahn, 1978; Schleicher et al., 2018), suggesting that
different configurations of various system components can lead to the same output or outcome.

Several research opportunities stem from this view to investigate both the implementation
of ISO/IEC 27001 — e.g., the congruence between requirements and actual practices, the
opportunity to pursue a certification as opposed to informal implementation and not-
standardized practices — and the managerial implications of multiple standard integration
including the analysis of congruence as a predictor of ISS performance. Overall, future research
can develop typologies and taxonomies on the basis of the elements identified by the model to
clarify the role of ISO/IEC 27001 within the suite of ISS standards and practices.

The second system-level view — i.e., network of relations in which organizations are
embedded — is useful for analysing how ISO/IEC 27001 supports ISS in a context characterized
by inter-organizational information flows. The issue can be approached through the
complexity-based perspectives germane to Social System thinking: these enable the analysis of
emerging structures in the interaction among autonomous agents — e.g., firms — and consider
the adaptation of the whole system to the external environment. Among these perspectives, two
theoretical lenses seem particularly suited to the issue at hand:

- Collaborative Systems — as outlined by Schneider et al. (2017) drawing from Luhmann
(1995; 2013) — in order to elucidate how individual organizations shape their approach
to ISS depending on the network of relations they are embedded in; and

- Complex Adaptive Systems (CAS) — according to the conceptualization of Choi et al.
(2001) and Carter et al. (2015) — which shift the unit of analysis from the single
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organization to the whole network of relations, thus enabling the analysis of ISS
practices at the level of the supply chain and the business ecosystem.

On the one hand, Collaborative Systems are based on the general principle that
organizational structures and processes need to adapt against changes in the economic,
technological and regulatory environment (Luhmann, 1995). Individual organizations can opt
for internal solutions, but can also pursue joint initiatives, such as embracing standards or
orchestrating industry-wide responses. These joint initiatives are more likely to happen if there
is a history of cross-organizational collaboration connecting the agents and when concerns
about the relevance of the issue to be addressed are shared between them (Schneider et al.,
2017). These considerations are relevant to future research investigating organizations
implementing internal ISS methodologies as opposed to standards, especially in light of new
technologies and business models. Similarly, they can be tested with respect to standard
diffusion patterns as well as taking the correlation between standards and implementation
methodologies into account.

On the other hand, CAS are conceptualized as dynamic networks of autonomous agents (or
firms) which interact with one another and in their environment to produce evolving systems
(Choit et al., 2001; Carter et al., 2015). The study of CAS is characterized by three analytical
dimensions: the internal mechanisms governing the relations among the agents, the adaptability
of the network to changes in the external environment and the presence of co-evolutionary
dynamics spreading through specific portions of the network. ISO/IEC 27001 — like other
norms and standards — are internal mechanisms of control that limit the freedom of individual
agents within the network with the goal of achieving higher system efficiency. The key
questions for future research which can be answered through a CAS perspective are related to
the role of ISO/IEC 27001 in guaranteeing ISS at the level of the supply chain/business
ecosystem and the presence of possible performance trade-offs, for instance related to lower
flexibility in suppliers’ selection. Moreover, future studies can investigate the role of ISO/IEC
27001 and other ISS standards in supporting/impeding network reconfiguration against changes
in the external environment, e.g., the rapid changes triggered by the current pandemic outlined
in the previous section. Moreover, it is possible to identify how ISS approaches spread through
specific portions of the network, e.g., platform operators vs. ecosystem participants,

downstream vs. upstream firms along manufacturing supply chains.
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In sum, we believe that our reasoning may provide a fresh perspective on the knowledge
gaps on ISO/IEC 27001. ISS requires broad interdisciplinary approaches due to the technical
and societal nature of the issue coupled with the broad range of stakeholders’ interests involved
(Siedlok and Hibbert, 2014). For managerial and organizational disciplines, however, the study
of ISS is still in many respects uncharted territory. Social System thinking may provide a great
entry point for researchers of different backgrounds to engage in issues that are increasingly

relevant for managers in the emerging technological and business landscape.

CHAPTER 4. ISO/IEC 27001 DIFFUSION

4.1. Purpose

This chapter analyses the diffusion of ISO/IEC 27001. More in detail, we applied Grey Models
(GM) — Even GM (1,1), Even GM (1,1,0,0), Discrete GM (1,1), Discrete GM (1,1, o) —
complemented by the relative growth rate and the doubling time indexes on the six most

important countries in terms of issued certificates.

4.2. Literature background

Our study builds on three main research streams: literature on ISO/IEC 27001, studies
investigating the diffusion of international management standards, and methodological papers

on Grey models.

4.2.1. ISO/IEC 27001

Given the pivotal role played by data in both today’s economy and society, ISO/IEC 27001 has
attracted the interest of several scholars. Chapter 3 provides a systematic literature review on
ISO/IEC 27001 highlighting that research on the topic has moved around three main areas:
motivations, implementation process, and outcomes.

As for the motivations, scholars have highlighted both institutionalist (i.e., firms embrace
ISO/IEC 27001 to achieve a formal certification to qualify in the eyes of external stakeholders)
and functionalist (i.e., firms resort to the standard to improve their activities/processes) drivers.
In terms of institutionalist motivations, extant research (e.g., Stewart, 2018) reports that
ISO/IEC 27001 is adopted to improve the corporate image and attract more customers. Other

studies argue that ISO/IEC 27001 is also implemented due to isomorphic phenomena or as a
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response to specific client requests (e.g., Raabi et al., 2020). In this latter case, however,
scholars (e.g., Cowan, 2011) have also warned that firms may decide to adhere only to some
requirements of the standard (i.e., those explicitly requested by their customers) without
achieving formal certification. Moving to the functionalist aspects, the main drivers are related
to expectations around improved information security capabilities and skills, and increased
efficiency of information security-related processes (e.g., Annarelli et al., 2020).

For what concerns the implementation process, several studies stress that ISO/IEC 27001
adoption requires a significant amount of resources. In particular, companies need to invest
considerable time of their staff in activities and meetings related to the set-up/configuration of
the information management system (e.g., Pardo et al., 2016), as well as relevant costs are
reported in case organizations decide to resort to the help of external consultants (e.g., Rezaei
et al., 2014). When it comes to the specific controls that firms should implement, extant
research has also highlighted that the norm provides only limited advice on their mutual
interdependence and a lack of guidance on cost/benefit assessments in their selection (e.g., Ho
et al., 2015). Similarly, relevant difficulties have been highlighted as regards potential
relationships between the organization and the external environment; many implementations
fail because of an unstructured approach to shared assets and difficult identification of the
organizations’ dependencies on outsourced services (e.g., Stewart, 2018).

Moving to the outcomes of ISO/IEC 27001 adoption, the literature highlights lower IS risk
levels (e.g., Al-Karaki et al., 2022) and improved business continuity (e.g., Rezaei et al., 2014)
with consequent reduction of expenditures stemming from legal costs and bad news (e.g., due
data leaks - Bakar et al., 2015). Scholars have also argued that the structured approach to
information-related activities/processes demanded by ISO/IEC 27001 could result in clearer
roles and accountabilities and fewer redundancies (e.g., Annarelli et al., 2020). Moreover,
ISO/IEC 27001 can be considered a ‘ticket to the market’ for exporting firms — in particular,
when they conduct their activities in contexts characterized by high diffusion degrees (e.g.,
Dionysiou, 2011) — and vendors located in offshored countries — e.g., India, Taiwan, Singapore
— as it allows companies to show their international customers the care paid in ensuring data
protection (e.g., Hlaca et al., 2008). Despite these positive implications, the formalization
required by some of the ISO/IEC 27001 dictates has also been connected to flexibility losses
with negative implications for both labour productivity and the ability to fulfil customers’

requests (Crowder, 2013; van Wessel ef al., 2011). As a result, concerns related to potential
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side effects on firms’ profitability have been raised too (Tejay and Shoraka, 2011).
Furthermore, some studies (e.g., Culot ez al., 2019) have questioned the potential differentiating
role of the standard, arguing that it only provides limited reputational benefits.

To conclude, it is worth acknowledging the specific context in which the empirical studies
on ISO/IEC 27001 have been conducted*. Most of the authors (4 contributions) investigate
issues related to US companies (Tarn et al., 2009; Tejay and Shoraka, 2011; Deane et al., 2019;
Podrecca et al., 2022b). German organizations have been considered in three papers (Beckers
et al., 2013; Mirtsch et al., 2020, 2021). Spain (Pardo et al., 2013; Mesquida et al., 2014), Iran
(Rezaei et al., 2014; Khajouei et al., 2017), Taiwan (Ku et al., 2009; Liao and Chueh, 2012a),
and Turkey (Basaran, 2016; Ozkan and Karabacak, 2010) follow with two contributions each.
Surprisingly, except for the German case, the focus of the studies is not consistent with the
diffusion of the standard; many of the countries with the highest number of issued ISO/IEC
27001 certificates (ISO, 2021) have never been considered (e.g., Japan, India) or have been
included only in studies resorting to a multi-country perspective (e.g., UK, China, Netherlands
—van Wessel et al., 2011; UK, Italy — Annarelli ef al., 2020).

Against this background characterized by the emergence of some controversial aspects that
may hinder ISO/IEC 27001 adoption (e.g., avoidance of formal certification by firms,
implementation failures due to lack of guidance on control selection and shared assets, lack of
clarity around the outcomes of the adoption) and of discrepancies between the countries
investigated in empirical studies and those recording the highest number of issued ISO/IEC
27001 certificates, a prominent need exists to investigate ISO/IEC 27001 future trajectories and
to compare them with those of more mature and widespread management standards (i.e., ISO
9001, ISO 14001). As we will see in the next section, the diffusion patterns of these standards

have been widely investigated, while a specific study on ISO/IEC 27001 is still missing.
4.2.2. Diffusion studies

First studies analysing the (long-term) dissemination patterns of international standards
appeared in the early 2000s when Franceschini et al. (2004) noticed that their adoption follows
an S-shaped (or sigmoid curve) divided into three different phases: an initial exponential growth

(expansion) due to the firms’ desire to give formal evidence of their commitment towards a

4 Data are based on the literature review of Culot ef a/. (2021) complemented with the most recent papers on the
topic (see Table Al in the Appendix 1 for the full list of contributions).
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specific topic (e.g. quality assurance, sustainability, social responsibility), a subsequent phase
(maturation) characterised by a linear growth, and a last phase (retrocession) in which the
interest reaches the peak and becomes stable gradually moving towards saturation.

The abovementioned patterns are close to those of population growth in environments with
scarce resources (Pearl, 1978) and innovation adoption (Gurbaxani, 1990), i.e., two topics
extensively studied by applying diffusion models like Verhulst (logistic) and Gompertz curves.

Franceschini et al. (2004) used these models to study diffusive patterns of some
international management standards. Firstly, they resorted to Verhulst’s equation to shed light
on ISO 9001 dissemination across Europe. Subsequently, other scholars showed that the
estimates of diffusive models can describe adoption trends of other standards (e.g., ISO 14001,
SA8000, Global Reporting Initiative - GRI, United Nations Global Compact) both considering
them at country and industry level (i.e., shedding light on the dissemination of international
standards in specific countries and industries) (see Table 8).

A slightly different technique has, instead, been adopted by most recent contributions
(Ikram et al., 2019; 2021). In particular, scholars have started to investigate the future
dissemination of international standards using more sophisticated approaches, namely Grey
models. When compared with Verhulst and Gompertz curves, the Grey method can provide
several benefits such as high accuracy of the forecasts (e.g., several contributions based on
logistic approaches underestimated the number of issued certificates) against a reduced
computational effort (Liu et al., 2017; Javed and Liu, 2018). The next section provides a review
of extant research on Grey models highlighting both their origin as well as further developments

of this forecasting approach.

Table 8: Diffusion studies

Standard Authors Adopted approach Level of analysis

1SO 9001 Franceschini et al., 2004 Logistic Country

ISO 9001 Franceschini et al., 2006 Logistic Country and economic sector
1SO 9001 Llach et al., 2011 Logistic Economic sector

ISO 9001 Ikram et al., 2020 Grey Country

ISO 9001 and ISO 14001 Marimon et al., 2006 Logistic Country and economic sector
ISO 9001 and ISO 14001 Casadests et al., 2008 Logistic Country

ISO 9001 and ISO 14001 Marimon et al., 2009 Logistic Country

ISO 9001 and ISO 14001 Marimon et al., 2010 Logistic Country

ISO 9001 and industry-specific ‘Q” | del Mar Alonso-Almeida et | Logistic Economic sector

standard al., 2013

ISO 14001 Marimon et al., 2011 Logistic Economic sector

ISO 14001 Ikram et al., 2019 Grey Country

1SO 20000 Cots and Casadesus, 2015 Logistic Country

ISO 22000 Granja et al., 2021 Gompertz Country

ISO/TS 16949 Franceschini e? al., 2011 Logistic Country

GRI Marimon et al., 2012 Logistic Country and economic sector
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GRI del Mar Alonso-Almeida ez | Logistic Country and economic sector
al., 2014
GRI del Mar Alonso-Almeida ez | Logistic Universities
al., 2015
SA8000 Llach et al., 2015 Logistic Country and economic sector
United Nations Global Compact Podrecca et al., 2022a Logistic Country and economic sector
Integrated management systems | Cabecinhas et al., 2018 Logistic + Gompertz Country
(ISO 9001, ISO 14001, and OHSAS
18001)
Integrated management systems | Cabecinhas et al., 2020 Logistic + Gompertz Country
(ISO 9001, ISO 14001, and OHSAS
18001)

4.2.3. Grey models

First introduced in the *80s by the Chinese scholar Julong Deng, Grey models are a data-driven
intelligent time-series forecasting technique that is particularly useful in the study of samples
characterized by reduced size, poor information, and uncertainty (Liu ef al., 2016) (i.e., three
limitations that usually affect studies dealing with the dissemination of management system
standards - Ikram et al., 2019, 2021). The main characteristic of this forecasting approach is the
capability of «extracting useful information from what is available» (Liu et al., 2015, p. 141);
this way the law describing the system can be effectively explained and quantitative predictions
can be done.

Starting from the original first order and one variable Grey Model (1,1) — GM (1,1), over
the last 40 years the research on the grey forecasting technique has been particularly active due
to both practical needs and its applicability to a wide range of situations. This has led to the
development of four basic forms of GM (1,1), namely Even Grey Model (1,1) — EGM (1,1),
Original Difference Grey Model (1,1) — ODGM (1,1), Even Difference Grey Model (1,1) —
EDGM (1,1) and Discrete Grey Model (1,1) — DGM (1,1). Without entering into the specific
peculiarities of each of them, we can refer to the classification of Liu ef al. (2015) which argues
that ODGM, EDGM, and DGM are more useful in the case of homogeneous exponential
sequences of data, while EGM describes well non-exponential increasing and vibration (i.e.,
data moving around a reference value) sequences of data. Building on these basic forms, many
contributions have focused on the characteristics of the models (e.g., Ji et al., 2001); on
optimizing the parameters of the models (e.g., Jie and Bo, 2012); on strategies aimed at
improving the initial values included in the models (e.g., Dang et al., 2005); and on identifying
the application boundaries of the different models (e.g., Xie and Liu, 2006). As a result, the

different (1,1) models have been used in a wide range of fields including agriculture (e.g., Li et
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al., 2022), tourism (Dang et al., 2022), energy (Javed and Cudjoe, 2022), and management
(Ikram et al., 2021).

Additional improvements in the discipline have led to the development of Grey (1,N)
models. In (1,N) models the forecasted values depend not only on the sequence of original data
of the dimension being estimated (e.g., the number of issued certificates), but scholars can also
include some (independent) variables to investigate the sensitivity of the results to some
contextual factors of interest (e.g., they can introduce the GDP growth to take into account the
effect of the general economic situation) (Liu ef al., 2017). Despite the accuracy improvements
achievable thanks to (1,N) models, two main drawbacks hinder their large-scale applicability
for prediction purposes (Ofosu-Adarkwa et al., 2020). First, these models can be used for
predicting future values only when the original data vary slightly. Second, their estimates are
based on the original data sequence of relevant factors (i.e., suppose we want to estimate
ISO/IEC 27001 diffusion up to 2030, we would need the values of independent variables up to
2030, which is not feasible). For such reasons, scholars resorting to Grey models to estimate
the future trends of international management standards have always adopted (1,1) models

(Ikram et al., 2019, 2021).

4.3. Methodology

4.3.1. Dataset and modelling approach

The dataset used to investigate ISO/IEC 27001 diffusion comes from the list of ISO/IEC 27001
issued certifications available on the ISO website (ISO, 2021). Analysed data refer to the period
from 2010 to 2020 and, consistently with extant research (e.g., Ikram et al., 2019, 2021),
consider the six countries with the highest number of certified organizations (i.e., Japan, China,
UK, India, Germany, Italy).

As previously argued, when compared with traditional Verhulst and Gompertz equations,
Grey models provide several benefits including the higher reliability of the forecasts and the
possibility to present the results in a simple mathematical form (Liu et al., 2017). Hence, we
resorted to (1,1) Grey models to investigate the diffusion patterns of ISO/IEC 27001. Based on
the classification of Liu et al. (2015) described in the previous section and considering the
characteristics of the data, we decided to use both a model suitable for exponential sequences
and a model useful for non-exponential increasing sequences. While EGM (1,1) was the only

available model for non-exponential increasing sequences (Liu et al., 2015), in terms of
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exponential sequences we preferred DGM (1,1) rather than OGM (1,1) or EDGM (1,1). This is
because over the last years many scholars have proposed variations to the DGM (1,1) estimation
algorithm aimed at improving its forecasting performance. As such, in line with the most recent
contributions (e.g., Javed et al., 2020; Javed and Cudjoe, 2022), the Even Grey model - EGM
(1,1), the discrete Grey model - DGM (1,1), and their generalized versions — EGM (1,1,0,0),
DGM (1,1,0) — were selected.

4.3.2. Grey models
4.3.2.1. DGM (1,1) and EGM (1,1)

Let’s consider a sequence of raw data

XO = (xO(1),xO(2), .., x @), x (k) = 0 (1

its direct use is not appropriate in grey models as raw data are usually characterized by
significant noise, and this decreases the forecast accuracy (Liu et al., 2017). To solve such issue,
Deng (2004) introduced the concept of “accumulation of raw data”. In the classical DGM (1,1)
and EGM (1,1) the data accumulation is usually performed with the “once accumulating
generation operator” usually called 1-AGO (i.e., a cumulative sum operator) (Liu et al., 2017).
Therefore, the 1-AGO of the sequence of raw data (1) would result in
X® = (xW(1),x®(2), ..., xP(n)) )

in which xW (k) = ¥k, x©@(i),k = 1,2, ...,n.

The 1-AGO sequence of data is then introduced in the DGM (1,1) and EGM (1,1) to

forecast the desired values.

4.3.2.2. DGM (1,1)

The DGM (1,1) — the discrete form of a first-order single variable Grey model — time-response

function of X(® (i.e., the formula that provides the forecasts) is (Zhao et al., 2018)

2030 = (B = D (xO) = 22 ) 2k = 23, m (3)

in which 2 (1) = x® (1) = x© (1)
To estimate the parameters B1 and 2, an OLS approach can be adopted (Zhao et al., 2018),

namely

[B1, B.]" = [B"B]*BTY (4)

56



with
xP) 1 x@®(2)
B = x(2) Handy = x0(3)
xPm-1) 1 xM(n)

The Appendix 2 provides a step-by step application of DGM (1,1) to a real case (i.e., the
number of ISO/IEC 27001 issued certificates in Japan). For a more detailed discussion on DGM

(1,1) the interested reader might refer, among others, to Zhao et al. (2018).

4.3.2.3. EGM (1,1)

The EGM (1,1) — the even form of a first-order single variable Grey model — time-response

function of X(® (i.e., the formula that provides the forecasts) is (Liu et al., 2017)
2O%) = (1-e®) (xOW) - 2) e a* D k=12,..,n (5
in which 2(9(1) = x™W (1) = x©(1)
To estimate the parameters a and b, an Ordinary Least Square (OLS) approach can be

adopted (Liu et al., 2017), namely

[a,b]” = [BTB]1BTY ©)
with
—7z® 2 1 x(o)(Z)
B=|"27®) anay =¥ G| where 70(0) = £ (x® (k) + xV (ke - 1)),
—z(l.)(n) 1 x(o)'(n)

The Appendix 2 provides a step-by step application of EGM (1,1) to a real case (i.e., the
number of ISO/IEC 27001 issued certificates in Japan). For a more detailed discussion on EGM

(1,1) the interested reader might refer, among others, to Liu et al. (2017).
4.3.24. EGM (1,1,0,0) and DGM (1,1,0)

Despite the concept of 1-AGO is widely adopted, it presents some limitations that might worsen
the prediction performance of GM (1,1) models. In particular, the models resulting from Deng
(2004) definition of 1-AGO are linear models and thus they are oversimplified for many real
applications in which diffusion patterns may accelerate or reduce over time. This issue
prompted researchers to propose alternative operators for data accumulation. One of the most

successful attempts was made by Ma et al. (2020) that proposed the conformable fractional
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accumulation of raw data and the inverse conformable accumulation of simulated data. The
fractional-order accumulation allows considering nonlinearity in data (i.e., it accounts for any
potential increase or decrease in the diffusion rate of the phenomenon being investigated) and
thus improves the reliability of the model and its adherence to reality (Javed and Cudjoe, 2022).
Let’s consider the same sequence of raw data as in (1)
XO© = (x©(1),x@(2),..,xOMm)),x (k) = 0 (7)
its conformable fractional accumulated series of data (Javed et al., 2020; Javed and Cudjoe,
2022) is defined as
X@ = (x@(1),x®(2),...,x¥n)) ®)

% (i)

jl-a

in which x@ (k) = ¥k, (

),k =12, ..,n.a€(0,1]

The conformable fraction accumulated sequence of data is then introduced in the DGM

(1,1,a) and EGM (1,1,0,0) to forecast the desired values.

4.3.2.5. DGM (1,1,a)

The DGM (1,1,a) — the discrete form of a grey forecasting model with a first-order differential
equation containing one variable and conformable fractional accumulation — time-response

function of X(© (i.e., the formula that provides the forecasts) is (Javed and Cudjoe, 2022)
£O0) = (k= DB - D (xO) - £-) g2, k = 23, ©)

in which £(9(1) = x® (1) = x(©(1)
To estimate the parameters B1 and 32, an OLS approach can be adopted (Javed and Cudjoe,
2022), namely
[B1, 81" = [BTB]"*BTY (10)
with
x@1) 1 x(@(2)
B = x(a)_(z) 1 andY = x(a)_(?’)
x (@) (T-l -1 1 x(“j(n)

while a can be identified by minimizing the forecasting error. In particular, according to Javed
and Cudjoe (2022), this can be done by solving the following optimization problem

n x(U)(k)_jg(O)(k)

. 1
min (- Xy [ mog | X 100) (11)
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where x(®) (k) is defined as in (1) and (7), while £(% (k) as in (9), and o € (0,1] (Javed and
Cudjoe, 2022). For a more detailed discussion on DGM (1,1,a) the interested reader might refer,
among others, to Javed and Cudjoe (2022).

4.3.2.6. EGM (1,1,0,0)

The EGM (1,1,0,0) — the even form of a grey model with a first-order differential equation
containing one variable, and weighted background value containing conformable fractional
accumulation — time-response function of X(® (i.e., the formula that provides the forecasts) is

(Javed et al., 2022)
2Ok) = k(1 — e®) (x(")(l) — Z) em¢®k-D k=12 .. .n (12)
in which 2(9(1) = x@(1) = x©(1)
To estimate the parameters a and b, an Ordinary Least Square (OLS) approach can be

adopted (Javed et al., 2020), namely

[a,b]” = [BB]'BTY (13)
with
—z(l)(Z) 1 x(o)(Z)
B=["2V3) 1lanay =¥ G| where 20() = 0x@ (k) + (1 — O)x@ (k — 1),
—z(l-)(n) 1 x(o)'(n)
6 € (0,1].

a and 0 can be identified by minimizing the forecasting error. In particular, according to Javed

et al. (2020), this can be done by solving the following optimization problem

. lan  |x@O)-2@ k)
mm(n k=1 RO

x 100) (14)

where x(® (k) is defined as in (1) and (7), while £(° (k) as in (12), a € (0,1], and 6 € (0,1]
(Javed et al., 2020). For a more detailed discussion on EGM (1,1,0,0) the interested reader

might refer, among others, to Javed et al. (2020).
4.3.3. Forecasting performance evaluation

To evaluate the forecasting performance of the four models we resorted to the Mean Absolute

Percentage Error (MAPE) defined as follows:

MAPE(%) = ~Y¢_,

x(k)—-%(k)
T | x 100 (15)
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where x(k) and X(k) represent, respectively, the actual observation and the predicted
(forecasted) value.

MAPE is one of the most widely adopted measures of goodness-of-fit and has been already
used in different contexts (see for example lkram et al., 2021, 2019; Javed et al., 2020).
According to the Lewis scale (Lewis, 1982), MAPE values can be considered as follows (Table
9).

Table 9: Lewis scale for MAPE evaluation

MAPE (%) Forecast accuracy
Lower than 10% Highly accurate forecast
Between 10% and 20% Good forecast

Between 20% and 50% Reasonable forecast
Higher than 50% Inaccurate forecast

4.3.4. Growth analysis and doubling time

To complement our analyses, two additional indicators were used: the Relative Growth Rate
(RGR) and the Doubling time (Dt). The first was employed to shed light on the country-wise
relative growth of ISO/IEC 27001 certificates; the second to understand the time needed to
double the number of ISO/IEC 27001 certificates. Previous adoption of these indexes can be
found, among others, in Javed and Liu (2018).

RGR is defined as (Javed and Liu, 2018):

(ln NZ -In Nl)
(t2—t1)

where N, and N, are the cumulative numbers of ISO/IEC 27001 certifications in years t; and

RGR = (16)

ti. By considering (t2-t1) equal to 1 year, the above equation can be written as (Javed and Liu,
2018):
RGR = (In N, - In N,) (17)
Moving to the Doubling time (Dt), the underlying equation is given as (Javed and Liu,
2018):

Dt = (t2 — t1)In (2—) (18)

In NZ -ln N1
Similarly to the RGR, (t2-t1) is equal to one year. Therefore, Dt equation becomes (Javed
and Liu, 2018):

Dt =In(—2—) (19)

In Np-In N4
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4.4. Results and discussion

This chapter is structured into two sections. The first evaluates the effectiveness of the models
in describing current and future trends of ISO/IEC 27001 adoption. The second presents and

discusses the findings.
4.4.1. Performance evaluation of the models

Table 10 — 15 report the findings for the six countries under investigation: Japan, China, UK,
India, Germany, Italy. For each of them, we first simulated data from 2010 to 2020 and then
we predicted the number of issued certificates from 2021 to 2030.

As stated in section 4.3.3., the goodness of fit of the Grey models is evaluated in terms of
their MAPE. Results show that EGM (1,1,0,0) always outperforms (i.e., its MAPE shows lower
values) DGM (1,1,a), EGM (1,1), and DGM (1,1) exhibiting highly accurate (UK, India) or
good (Japan, China, Germany, Italy) estimates. Accordingly, in the following section, findings
presentation and discussion will build on EGM (1,1,a,0) predictions.

As a side note, it is particularly interesting to highlight that the accuracy improvement in
moving from EGM (1,1), DGM (1,1,a), and DGM (1,1) to EGM (1,1,0,0) is far more relevant
in countries with higher growth rates. For instance, in China the accuracy improves by almost

40% with a MAPE that goes from 27.02% (DGM (1,1)) to 15.30% (EGM (1,1,0,9)).

Table 10: ISO/IEC 27001 growth for Japan

Year Actual EGM EGM DGM DGM Cumulative | o | RGR Dt Dt
data 1,1,a,0) a,n 1,1,a) a,n data mean mean

2010 6237 6237 6237 6237 6237 6237

2011 6914 4859 5000 5060 5060 13151 0.746 | 0.285 | 0.986 2.072

2012 7199 5545 5721 5784 5784 20350 0.437 1.522

2013 7140 6328 6546 6611 6611 27490 0.301 1.895

2014 7171 7221 7490 7557 7557 34661 0.232 2.155

2015 8240 8240 8571 8638 8638 42901 0.213 2.238

2016 8945 9403 9807 9873 9873 51846 0.189 2.357

2017 9161 10730 11222 11285 11285 61007 0.163 2.509

2018 12145 12245 12841 12899 12899 73152 0.182 2.399

2019 16848 13973 14693 14744 14744 90000 0.207 2.267

2020 18103 15945 16813 16853 16853 108103 0.183 2.390

2021 18195 19238 19263 19263 18195

2022 20763 22014 22018 22018 38958 0.761 | 0330 | 0.966 1.912

2023 23694 25189 25167 25167 62652 0.475 1.437

2024 27038 28823 28766 28766 89690 0.359 1.718

2025 30854 32980 32880 32880 120544 0.296 1.912

2026 35208 37738 37583 37583 155752 0.256 2.055

2027 40178 43182 42958 42958 195930 0.229 2.165
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2028 45848 49411 49101 49101 241778 0.210 2253
2029 52319 56539 | 56123 56123 294097 0.196 2323

2030 59704 64695 64150 64150 353801 0.185 2381

a; Bl -0.13203 | -0.13475 | 1.14302 | 1.14302

b; B2 3722.141 | 3829.922 | 4168.496 | 4168.496

[} 1 1

0 0.67579
MAPE 11.68% | 1228% | 1232% | 1232%

(%)

Table 11: ISO/IEC 27001 growth for China
Actual EGM EGM DGM DGM mulativ RGR Dt

Year dcata (1,1(,;(;,9) (1C,;1) (1,1,0) (1C,;1) “ d:ta ‘| RGR m(e;an Dt mean
2010 509 509 509 509 509 509

2011 664 459 604 371 635 1173 0835 | 0441 | 0874 | 1556
2012 790 668 857 624 902 1963 0.515 1.357

2013 965 965 1216 965 1282 2928 0.400 1.610

2014 1210 1389 1725 1441 1821 4138 0.346 1.755

2015 1469 1994 2447 2111 2588 5607 0.304 1.885

2016 2618 2858 3471 3056 3676 8225 0.383 1.652

2017 5069 4091 4923 4387 5224 13294 0.480 1.427

2018 7612 5849 6983 6261 7422 20906 0.453 1.486

2019 8357 8357 9905 8892 10545 29263 0.336 1.783

2020 12489 | 11933 14050 12583 14983 41752 0.355 1.728

2021 17029 19930 17754 21289 17029

2022 24292 28270 | 24989 30247 41321 0.886 | 0485 | 0814 | 1.459
2023 34640 40100 | 35100 42977 75961 0.609 1.189

2024 49380 56880 | 49216 61063 125341 0.501 1.385

2025 70372 80682 | 68904 86760 195713 0.446 1.501

2026 100263 | 114444 | 96342 | 123272 295976 0.414 1.576

2027 142819 | 162335 | 134551 | 175149 438795 0.394 1.625

2028 203399 | 230266 | 187720 | 248857 642194 0.381 1.658

2029 289624 | 326624 | 261663 | 353585 931818 0.372 1.681

2030 412338 | 463303 | 364432 | 502386 1344156 0.366 1.697

a; pl 035019 | -0.34957 | 1.37186 | 1.42083

b; B2 188.415 | 326972 | 181.652 | 420.702

0 0.93717 0.70528

0 0.92309
MAPE 1530% | 22.74% | 1830% | 27.02%

(%)

Table 12: ISO/IEC 27001 growth for UK
Actual EGM EGM DGM DGM mulativ RGR Dt

Year dcata (1,1(,;(;,9) (1C,;1) (1,1,0) (1C,;1) “ d:ta ° | RGR m(e;an Dt mean
2010 1157 1157 1157 1157 1157 1157

2011 1464 1443 1552 1380 1560 2621 0818 | 0341 | 0894 | 1.874
2012 1701 1708 1811 1701 1820 4322 0.500 1.386

2013 1923 2013 2114 2038 2124 6245 0.368 1.693

2014 2253 2368 2467 2414 2479 8498 0.308 1.871

2015 2790 2781 2879 2841 2893 11288 0.284 1.952

2016 3367 3263 3361 3330 3377 14655 0.261 2.036
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2017 4503 3826 3922 3892 3941 19158 0.268 2.010
2018 4723 4483 4578 4539 4599 23881 0.220 2.206
2019 5251 5251 5343 5286 5368 29132 0.199 2.309
2020 5897 6148 6236 6148 6265 35029 0.184 2.384
2021 7197 7278 7144 7312 7197
2022 8423 8494 8295 8533 15620 0.775 | 0.345 | 0948 | 1.855
2023 9855 9914 9623 9959 25475 0.489 1.408
2024 11528 11571 11159 11623 37003 0.373 1.679
2025 13484 13505 12932 13565 50487 0311 1.862
2026 15769 15762 14981 15832 66256 0.272 1.996
2027 18439 18396 17347 18477 84695 0.246 2.097
2028 21559 21471 20081 21564 106254 0.227 2.177
2029 25205 25059 23238 25167 131459 0213 2.240
2030 29465 29247 26884 29372 160924 0.202 2291
a; Bl -0.15443 | -0.15455 | 1.15102 | 1.16709
b; B2 1123.561 | 1256.080 | 1204.810 | 1366.185

a 0.96497 0.90072

0 1
MAPE 3.94% 5.87% 4.43% 6.16%

(%)

Table 13: ISO/IEC 27001 growth for India
Actual EGM EGM DGM DGM mulativ RGR Dt

Year data (1,1(,;(;,9) (1C,;1) (1,1,0) (1C,;1) “ data | RGR m(e;an Dt 1 mean
2010 1281 1281 1281 1281 1281 1281
2011 1427 1356 1372 1380 1380 2708 0.749 | 0323 | 0983 | 1.920
2012 1611 1585 1607 1616 1616 4319 0.467 1.455
2013 1931 1854 1882 1892 1892 6250 0.370 1.689
2014 2168 2168 2205 2216 2216 8418 0.298 1.905
2015 2490 2535 2582 2596 2596 10908 0.259 2.044
2016 2902 2965 3024 3040 3040 13810 0.236 2.138
2017 3272 3467 3542 3561 3561 17082 0.213 2241
2018 4723 4054 4149 4171 4171 21805 0.244 2.103
2019 5052 4741 4860 4885 4885 26857 0.208 2262
2020 5449 5544 5692 5721 5721 32306 0.185 2.382
2021 6483 6667 6701 6701 6483
2022 7581 7809 7848 7848 14064 0.774 | 0345 | 0949 | 1.856
2023 8865 9147 9192 9192 22929 0.489 1.409
2024 10367 10713 10766 10766 33296 0.373 1.679
2025 12123 12548 12609 12609 45419 0.310 1.863
2026 14176 14698 14768 14768 59595 0.272 1.996

2027 16577 17215 17297 17297 76172 0.245 2.098

2028 19385 20164 20258 20258 95557 0.227 2.177

2029 22669 23618 23727 23727 118226 0.213 2.240

2030 26509 27663 27790 27790 144735 0.202 2.291

a; Bl -0.15648 | -0.15810 | 1.17122 | 1.17122
b; B2 1052.006 | 1063.804 | 1160.167 | 1160.167

o 1 1

0 0.56732
M(‘(;“AT;E 4.26% 4.49% 4.57% 4.57%
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Table 14: ISO/IEC 27001 growth for Germany

Year Actual EGM EGM DGM DGM Cumulative | o | RGR Dt Dt
data 1,1,a,0) a,n 1,1,a) a,n data mean mean
2010 357 357 357 357 357 357
2011 424 345 330 338 338 781 0.783 | 0364 | 0.938 1.771
2012 488 444 91 430 430 1269 0.485 1.416
2013 581 571 536 548 548 1850 0.377 1.669
2014 634 734 683 699 699 2484 0.295 1.915
2015 994 943 871 890 890 3478 0.337 1.782
2016 1338 1212 1110 1135 1135 4816 0.325 1.816
2017 1339 1558 1415 1446 1446 6155 0.245 2.098
2018 2003 2003 1803 1843 1843 8158 0.282 1.960
2019 2095 2575 2298 2349 2349 10253 0.229 2.169
2020 3367 3309 2928 2993 2993 13620 0.284 1.952
2021 4254 3732 3815 3815 4254
2022 5468 4756 4861 4861 9722 0.827 | 0.409 | 0.884 1.653
2023 7029 6061 6196 6196 16751 0.544 1.302
2024 9035 7724 7896 7896 25786 0.431 1.534
2025 11613 9843 10062 10062 37399 0.372 1.683
2026 14928 12544 12824 12824 52327 0.336 1.784
2027 19188 15987 16342 16342 71515 0312 1.857
2028 24665 20374 20827 20827 96180 0.296 1.909
2029 31704 25965 26542 26542 127884 0.285 1.949
2030 40752 33090 33826 33826 168636 0.277 1.978
a; Bl -0.25107 | -0.24249 | 1.27441 | 1.27441
b; B2 214279 | 205225 | 239.598 | 239.598
o 1 1
0 0.35361
MAPE 10.05% | 11.91% | 11.29% | 11.29%
(%)
Table 15: ISO/IEC 27001 growth for Italy
Actual EGM EGM DGM DGM mulativ RGR Dt
Year dcata (1,1(,;(;,9) (1C,;1) (1,1,0) (1C,;1) “ d:ta ° | RGR m(e;an Dt mean
2010 374 374 374 374 374 374
2011 425 365 343 357 357 799 0.759 | 0362 | 0.969 1.804
2012 495 465 433 450 450 1294 0.482 1.423
2013 901 592 546 566 566 2195 0.528 1.331
2014 969 753 688 713 713 3164 0.366 1.699
2015 1013 959 867 898 898 4177 0.278 1.974
2016 1220 1220 1094 1130 1130 5397 0.256 2.055
2017 958 1553 1379 1422 1422 6355 0.163 2.505
2018 1818 1976 1738 1791 1791 8173 0.252 2.073
2019 2513 2515 2191 2254 2254 10686 0.268 2.010
2020 3324 3201 2762 2837 2837 14010 0.271 1.999
2021 4074 3482 3572 3572 4074
2022 5186 4390 4496 4496 9260 0.821 | 0.402 | 0.890 1.673
2023 6600 5534 5660 5660 15860 0.538 1.313
2024 8400 6977 7125 7125 24260 0.425 1.549
2025 10692 8795 8969 8969 34952 0.365 1.701
2026 13608 11088 11290 11290 48560 0.329 1.805
2027 17319 13978 14212 14212 65879 0.305 1.881
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2028 22043 | 17622 | 17890 | 17890 87922 0289 1.936
2029 28055 | 22215 | 22520 | 22520 115977 0277 1.977
2030 35708 | 28006 | 28349 | 28349 151685 0.268 2.008
a; Bl 024118 | 023164 | 12588 | 125831
b; B2 232813 | 218.548 | 260.680 | 260.680

1] 1 1

0 031327
M(;;“Af;E 1567% | 2029% | 18.22% | 18.22%

4.4.2. Presentation of the findings

As regards data up to 2020 (Table 10 — 15; see Figure 6 — 11 for a graphical representation of
the results), Japan (18103 certifications) has recorded the highest number of ISO/IEC 27001
issued certificates followed by China (12489), UK (5897), India (5449), Germany (3367), and
Italy (3324). Moving to the EGM (1,1,a,0) predicted values (2021-2030), the estimates exhibit
exponential growth (Figure 6 — 11) in the years to come with China (412338 certificates) that
is likely to become the leading country in terms of ISO/IEC 27001 certifications, followed by
Japan (59704), Germany (40752), Italy (35708), UK (29465), and India (26509). Based on
these results, two interesting findings emerge. On the one hand, with 24292 certificates in 2022
China will overtake Japan (20763) at the top of the chart. On the other, UK is predicted to lose
some positions in favour of Germany and Italy.

After shedding light on the (current and future) diffusion trends, we can notice that the
countries characterized by the highest amount of ISO/IEC 27001 certificates are also leading
as regards the adoption of more mature standards (i.e., ISO 9001, ISO 14001 — ISO, 2021;
Ikram et al., 2021, 2019). These results can be explained considering the findings of Mirtsch et
al. (2020), Cots and Casadesus (2015), and Dahlin and Isaksson (2017): firms usually start to
implement general standards (i.e., ISO 9001) and then resort to more specific ones.
Accordingly, in areas with an established tradition of certifications, many organizations have
already validated the quality of their operational processes and therefore they are starting to
approach other (more specific) standards like ISO/IEC 27001. In such contexts, ISO/IEC 27001
exhibits two main strengths. On the one hand, the learning process followed for ISO 9001 and
ISO 14001 could help firms to adhere more quickly to ISO/IEC 27001 (Podrecca et al., 2022a);
companies can therefore take advantage of the positive externalities of ISO/IEC 27001 (e.g.,
streamlined buyer-supplier relationships - Hannigan et al., 2019; differentiation effect -

Stewart, 2018) without all the burdens faced by firms approaching ISO standards for the first
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time. On the other hand, by implementing ISO/IEC 27001 together with other management
standards (and by integrating them into a single management system) firms can benefit from
the peculiarities of each of them while reducing costs, complexity, and time efforts required to
manage common mandatory requirements like documentation, audits, and procedures (Hoy and
Foley, 2015; Sampaio et al., 2012).
Based on the data up to 2020, the RGR estimates show the following sequence:
Chinao.441) > Germany o.364) > Italy(0.362) > UK(0.341) > India(o.323) > Japan(o.2ss)
while Dt results are as follows:

Japan(.072) > India1.920) > UK(1.874) > Italy(i s04) > Germany(i.771) > China ss6)

The outcomes of these analyses highlight two main findings. First, up to 2020, China has
recorded the highest RGR (0.441). Second, after an initial euphoria, the growth rate of Japan
has slowed down and the country is currently characterized by the highest Dt (2.072). This
evidence is consistent with the dictates of Mastrogiacomo et al. (2021): diffusion patterns are
not ‘synchronous’ across different contexts. Some countries exhibit an immediate adoption
followed by a reduction of interest (or at least a decrease in the diffusion rate), while in other
regions the diffusion processes start more slowly and the sustained growth occurs only at a later
stage. These dynamics are generally linked to some peculiar economic and socio-political
conditions of each country (Ikram et al., 2019). Accordingly — in parallel with their expansion
in worldwide markets — Chinese firms may have been asked to achieve ISO/IEC 27001 as a
mandatory prerequisite to create some business partnerships (Dionysiou, 2011). On the
contrary, the slowdown recorded in Japan might be linked to the issues faced by Japanese firms:
both their market shares and their productivity exhibit stagnating trends (e.g., Akram, 2019).

Based on EGM (1,1,0,0) data (2021-2030) the following sequence is obtained for the RGR:

Chinao.4ss) > Germanyo.409)> Italy(0.402)> UK(0.345)> India.345) > Japan(o.330)
while the Dt is:
Japan(1.912) > Indiaq ss6) > UK1.855) > Italy(1.673) > Germany(i.6s3) > Chinag 4s9)

EGM (1,1,0,0) predicted data (2021-2030) present higher RGR (and therefore lower Dt)
when compared with trends observed up to 2020. For instance, while up to 2020 the RGR of
China was 0.441, in the period 2021-2030 the RGR is equal to 0.485. Similarly, Germany
moved from 0.364 to 0.409, Italy from 0.362 to 0.402, UK from 0.341 to 0.345, India from
0.323 to 0.345, Japan from 0.285 to 0.330. These data show that, differently from other more
mature standards (e.g., ISO 9001, ISO 14001) whose growing trends have recently plateaued
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(ISO, 2021), ISO/IEC 27001 is expected to play a significant role in the years to come. This
pattern seems to reflect the increasing central position of information technologies in all
economic fields (Maganga and Taifa, 2022; Sony et al., 2022): nowadays value creation is all
about data exchange across organizational boundaries (Rendon-Benavides ef al., 2022; Wu et
al., 2022). The relevance of both scope and scale of these interactions poses several new
challenges to information system security (Li, 2021; Wong et al., 2019); supply chains are
increasing their digitalization level, online solutions are connecting a relevant amount of
customers and suppliers, cloud-based platforms are leading to massive outsourcing of
computing capabilities and data storage. In this new landscape, holistic approaches — such as
ISO/IEC 27001 — are a given for worldwide companies and organizations (Rauniyar et al.,
2022; Vance et al., 2020). Moreover, as more and more firms are demanding the external
validation of the IS-related processes of their business partners, ISO/IEC 27001 is becoming a
common ground to overcome transaction barriers (Villarreal, 2019).

Summing up, while some scholars (e.g., Mirtsch et al., 2021) have raised potential concerns
regarding ISO/IEC 27001 long-term dissemination, our study shows that such controversial
issues will not overshadow the adoption of the standard. As long as information security will
remain a hot business topic, ISO/IEC 27001 adoption will continue growing and giving certified
organizations the required capabilities to ensure data availability, integrity, and confidentiality
together with the chance to present formal evidence of their commitment.

At this point, it is worth acknowledging some factors that may alter the estimates in the
years to come. Building on extant research (e.g., Sampaio et al., 2009; Corbett and Kirsch,
2001) two macroeconomic aspects appear particularly relevant: the economic development and
the export propensity of the different countries. First, as for economic development, previous
studies have posited that the greater the development of the country, the higher the number of
companies, and the larger the number of issued certificates (e.g., Corbett and Kirsch, 2001). A
potential economic slowdown in the years to come (e.g., due to the rising energy prices — We
Forum, 2022), could reduce the number of companies interested in adopting ISO/IEC 27001
and thus cause the estimates of this study to be revised downward. Second, as for the export
propensity of the companies’ home country, firms usually implement international management
standards as a response to the coercive pressures of some foreign commercial partners that
require formal evidence of their commitment towards a specific topic (e.g., quality assurance,

sustainability, social responsibility — Guler et al., 2002). Some recent events (e.g., Brexit, US-
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China trade war, Russia-Ukraine war) might, however, decrease the economic openness and
the export propensity of the countries (e.g., Goulard, 2020) potentially leading to a reduction in
the number of issued certificates in the years to come. To conclude, in addition to the
macroeconomic factors emerging from the literature, other relevant aspects such as the
enactment of incentives aimed at fostering the adoption of ISO/IEC 27001 and modifications
in the dictates underpinning this certification scheme might further modify the adoption

patterns.

Figure 6: Graphical representation of Japan data
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Figure 7: Graphical representation of China data
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Figure 8: Graphical representation of UK data
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Simulative & Predictive Data (India)

Simulative & Predictive Data (Germany)
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Figure 9: Graphical representation of India data
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Figure 10: Graphical representation of Germany data
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Simulative & Predictive Data (Italy)
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Figure 11: Graphical representation of Italy data
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CHAPTER 5. PERFORMANCE IMPLICATIONS OF ISO/IEC
27001 CERTIFICATION

5.1. Purpose

This chapter analyses the relationship between the attainment of the ISO/IEC 27001
certification and firms’ financial performance. More specifically, we performed an event study

complemented by an ordinary least squares regression on a dataset of 143 US-listed companies.

5.2. Literature background

In light of a high and growing number of ISO/IEC 27001 certified companies, the debate on
the topic has been gaining traction in the last few years. Initially, the studies were mostly of a
technical nature, i.e., methods for control implementation and harmonization with other
standards (e.g., Simi¢-Draws et al., 2013; Pardo et al., 2012). Only recently the debate has been
intensifying on non-technical outlets (e.g., Mirtsch et al., 2021a; Deane et al., 2019). This
mirrors a new attitude towards IS. There is indeed growing awareness of the fact that IS should
be discussed well beyond the walls of IT departments, as it concerns market positioning,
organizational practices, and complex trade-off decisions (Bower, 2020; Corallo et al., 2020;
Burt, 2019).

The managerial research on the standard has been developing in three major research foci
(see Chapter 3): i) motivations to certify; ii) certification process; iii) performance implications
for certified firms. In addition to that, several studies have been focusing on iv) contextual
factors.

As far as i) motivations are concerned, drawing from the renowned classification of Nair
and Prajogo (2009), researchers reported the presence of functionalist and institutionalist
motivations. Functionalist motivations reflect the expectations that the norm would support
better IS processes and documentation. These are underpinned by the continuous improvement
logic (e.g., Smith et al., 2010) as well as by the ISO/IEC 27001’s pressure toward the
acquisition of new IS skills and capabilities (Ku et al., 2009). Some papers indicate that firms
also foresee better-defined roles and accountabilities (e.g., Kossyva et al., 2014; Crowder,
2013). Institutionalist motivations refer mainly to a better corporate image (Liao and Chueh,

2012a; Freeman, 2007) and the opportunity to attract more business (Pardo ef al., 2012). It has
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been also shown that firms certify following explicit requests from the customers, i.e., large
private-sector corporations and governmental agencies demand their suppliers to be certified
(Barafort et al., 2019; Smith et al., 2010). The presence of isomorphic dynamics and the global
reputation of the ISO standards complete the picture (e.g., Stewart, 2018).

It is relevant to note that — with reference to ISO/IEC 27001 ii) certification process — most
of the studies underline that the journey can be long and demanding. For instance, companies
incur relevant costs in specialized consulting (e.g., Annarelli et al., 2020; Gillies, 2011).
Organizations moreover need to invest considerable time in activities related to the set-up of
the information management system (e.g., analysis, redesign, formalization of processes, and
documentation development) (Dionysiou, 2012; van Wessel et al., 2011). Finally, it can be
expensive to implement and manage the security controls suggested by ISO/IEC 27001
(Montesino et al., 2012). These costs and complexities might offset the benefits of the
certification (Mirtsch et al., 2021b; Stewart, 2018).

Overall, the iii) performance implications related to ISO/IEC 27001 are far from being
clear; previous studies show contradictory results. In terms of stock market performance and
value of certified companies, both Deane et al. (2019) and Park et al. (2010) find positive
effects, whereas Hsu et al. (2016), and Tejay and Shoraka (2011) do not confirm any relation.
Similarly, Mirtsch et al. (2021b) argue that firms perceive ISO/IEC 27001 only as a preventive
innovation without any benefit in terms of value creation. Moreover, these studies mostly focus
on stock market reactions and therefore do not highlight specific effects on the different
performance dimensions (revenues vs. costs). From a methodological standpoint, further
limitations arise considering the size of the analysed samples (less than 35 organizations - Hsu
et al., 2016; Tejay and Shoraka, 2011; Park et al., 2010) as well as potential issues in the use
of perceptual measures in surveys (Mirtsch et al., 2021b; Park et al., 2010).

Sparse and conflicting considerations on the effects of ISO/IEC 27001 also emerge from
case research and expert opinions. In terms of the certification’s impact on firms’ bottom line,
lower IS risk levels (Freeman, 2007) and improved business continuity (Rezaei et al., 2014)
have been linked to companies avoiding profit losses (e.g., legal costs resulting from
information leakage and misuse - Bakar et al., 2015). Lower expenses have been motivated as
well by advantageous insurance premiums to certified organizations (Gillies, 2011). Previous
research has also indicated that ISO/IEC 27001 can lead to a reduction of redundancies and

clearer roles and accountabilities due to a more structured approach to information-related
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processes (Crowder, 2013). However, the formalization required by the standard may lead to a
loss of flexibility with negative effects on labour productivity and on the capacity to meet
clients’ requests (van Wessel et al., 2011).

The benefits are equally not clear looking at the effects of being certified on the top line.
Overall, the literature supposes a positive impact on revenues as customers might prefer firms
able to prove a structured approach to IS (e.g., Crowder, 2013). The ISO/IEC 27001 can also
represent a “ticket to the market” for exporting companies (Dionysiou, 2012) and contractors
operating in offshored countries — e.g., Taiwan, Singapore, and India — because of the need to
ensure intellectual property protection to international customers (Ku et al., 2009).
Notwithstanding these considerations and in contrast with the high credibility of the standard
(Hlaca et al., 2008), it has also been argued that the certification provides a limited reputational
advantage by itself. This is because customers are aware that certified firms can have different
levels of absorption, namely implementing the norm’s requirement only formally without
changing their actual practices (e.g., Culot ef al., 2019).

The literature has also debated iv) contextual factors mostly related to industry and
geographical idiosyncrasies as well as to the technological profile and previous ISO experience
of the certified companies. The studies of Mirtsch et al. (2021a), Gillies (2011), and Cots and
Casadesus (2015), indicated that there are more certifications in technological industries and in
countries where the government has pursued regulatory or promotion activities (as such
companies value the benefits of ISO/IEC 27001 higher than firms outside these contexts —
Mirtsch et al., 2021b). Finally, some studies have questioned the standard effectiveness in
guaranteeing IS against more complex and innovative technological environments (e.g., those
determined by cloud computing and the Internet of Things), suggesting the integration of other
technology-specific standards (Leszczyna, 2019; Ku et al., 2009).

To summarize, previous research indicates that the ISO/IEC 27001 certification is pursued
not only expecting higher levels of IS but also more cost-efficient processes for information-
related activities as well as commercial benefits. Notwithstanding the financial and non-
financial resources that are invested to attain the certification, the evidence on ISO/IEC 27001
effects on performance is contradictory and mostly anecdotical. This echoes the previous debate
on other certifications such as ISO 9001 (Corbett et al., 2005), ISO 14001 (Treacy et al., 2019;
De Jong et al., 2014), OHSAS 18001 (Yang et al., 2021; Lo et al., 2014), and SA 8000 (Orzes
etal.,2017). All these papers — which are based on the analysis of secondary data through event
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study methods — stemmed from the premise that the absence of hard evidence on the financial
effects of certification would ultimately hamper the understanding of their value and
opportunities. In this sense, the most investigated financial performance dimensions were
profitability, labour productivity, and sales-related metrics. In some cases, also the potential
effects of the characteristics of the certified firms or the industry have been investigated in order
to assess whether context-specific factors may influence the outcomes of the standard

application (Yang et al., 2021; Orzes et al., 2020, 2017; Lo et al., 2014, 2013).

5.3. Research framework

In this section, we formulate a set of research hypotheses related to the effects of ISO/IEC
27001 on firms’ financial performance (RQ1) and contextual variables affecting the
relationship (RQ2).

As for RQI, consistently with similar studies on other international standards (e.g., ISO
9001, ISO 14001, SA 8000, UNGC, HACCP, OHSAS 18001 — Corbett ef al., 2005; De Jong
et al., 2014; Orzes et al., 2017, 2020; Liu et al., 2021; Yang et al., 2021), the following
dimensions are taken into account: profitability, labour productivity, and sales performance.
Our reasoning is based on the application of some theoretical frameworks broadly used in the
study of management systems (Culot et al., 2021; Tuczek et al., 2018; Lo et al., 2014) which
seemed in line with the current scientific knowledge on the standard outlined in the previous
section.

Starting with profitability, extant research shows that ISO/IEC 27001 is related to IS
improvements and avoidance of profit losses. This is supported by the High-Reliability Theory
(HRT) (La Porte, 1996; Roberts, 1990). According to the core tenets of the theory,
organizations operating high-hazard technological systems — e.g., nuclear power plants, nuclear
aircraft carriers, and air traffic control — can prevent accidents by applying solutions and
processes that provide guidance against numerous and complex risk factors. As far as
management systems standards are concerned, HRT has mainly been applied to workers’ safety
(Lo et al., 2014; Levine and Toffel, 2010). The initial theorization was limited to organizations
with peculiar operational needs; however, further elaborations extended the same reasoning to
a broader pool of companies, namely “reliability-seeking organizations” that operate in high-

hazard environments (Vogus and Welbourne, 2003). These contexts are characterized by

75



complex, rapidly changing, and tightly coupled organization-environment relations. The
challenges posed by digitalization reflect this picture.

As known (e.g., Lezzi et al., 2018; Xie et al., 2016), in modern organizations IS risk comes
not only from an ever-increasing technological complexity and the proliferation of entry points
(e.g., in relation to the Internet of Things, cloud computing, system integration), but it is also
related to human factors such as malicious behavior and mere inattention (e.g., in password
storage and response to phishing attacks). In such contexts, the formalization required by
ISO/IEC 27001 not only provides targeted instructions at different levels of the organization
but also spreads IS know-how throughout the company, thus preventing information-related
accidents to happen. Accident prevention means in turn that firms are more likely to avoid
financial losses related to business discontinuities, legal fees, compensations, and customer
churn. Moreover, against the prospects of the cost of the certification exceeding its benefits, the
ISO/IEC 27001 guidelines require IS management systems to be designed accordingly to the
profile of the certified organizations. In shaping their ISMS, the flexibility inherent in the
standard’s guidelines allows companies to avoid unnecessary IS investments and operating
expenses by aligning on what is actually needed for their specific situation (e.g., Smith et al.,
2010). This is consistent with HRT discouraging a one-size-fits-all approach in complex
environments. The same line of reasoning is also valid from the perspective of the Resource-
Based View (RBV) (Barney, 1991). Consistently with the arguments of Mirtsch et al. (2021b)
and Culot et al. (2021), it is possible to see IS as a strategic resource encompassing both tangible
(e.g., specific devices) and intangible (e.g., employee capabilities and awareness) aspects. In
this sense — similarly to other management system standards (Orzes et al., 2020; Prajogo, 2011)
—routines/procedures that stem from the introduction of ISO/IEC 27001 may help organizations
to build internal capabilities and select the most appropriate technological investments. At the
same time, the impact of ISO/IEC 27001 is that of a “preventive innovation” (Mirtsch et al.,
2021b; Rogers, 2002; Rogers, 1988), whose purpose is namely to avoid unwanted

consequences. We thus posit that:

H]I. There is a significant positive relationship between ISO/IEC 27001 certification and
profitability.

The same theoretical perspectives can be applied to formulate a relationship between

certification and labour productivity. Previous case-based research and expert studies indicate
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improvements due to higher process efficiency in information-related activities across the
organization (Kossyva et al., 2014; Crowder, 2013). From an HRT perspective (e.g., Cantu et
al., 2020; Sawyerr and Harrison, 2019; Faraj and Xiao, 2006), the presence of formal
coordination practices — such as protocols and knowledge-sharing processes — can create clarity
around what needs to be done and thus reduce redundant efforts. Theory, moreover, suggests
that formalization does not prevent organizations from innovating through individual efforts.
On the other way round, HRT indicates that companies need to work on routinizing constant
minor modifications in their processes and procedures to achieve excellence. This seems related
to the continuous improvement logic that underpins ISO/IEC 27001. Similar arguments can be
formulated based on the RBV, which has been mostly used as a basis to posit the internal
impacts of certifications in terms of more efficient operational practices (e.g., Orzes et al.,

2020). Therefore, it can be assumed that:

H?2. There is a significant positive relationship between ISO/IEC 27001 certification and

labour productivity.

As far as sales performance is concerned, the prospect of higher revenue opportunities for
ISO/IEC 27001 certified firms is mentioned in the literature. This is consistent with the presence
of institutionalist motivations underpinning firms’ decisions to certify (Mirtsch et al., 2021a;
Culot et al., 2021): companies seek the certification to prove their reliability to external
stakeholders — first of all, their customers — who are not in the position to verify firsthand
internal procedures and controls. The Signaling Theory (ST) (Connelly et al., 2011; Spence,
1978) seems appropriate to explain this dynamic as it clarifies that social selection often occurs
under conditions of imperfect information. Such theoretical perspective has been extensively
used in the field of international management standards (e.g., Delmas and Montiel, 2009;
Terlaak and King, 2006; King et al., 2005; Orzes et al., 2020). In particular, drawing from the
central tenets of ST, extant research indicates that certification provides a practical tool to
“signal” to the market that the organization adopts a proven approach. ST has been also adopted
in the context of IS (Lansing et al., 2019) showing, however, that recipients decompose
certifications into a set of more fine-grained signals that are differently weighted to evaluate
certifications. Overall, we assume that customers prefer companies sending such signals, thus

the following hypothesis is formulated:
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H3. There is a significant positive relationship between ISO/IEC 27001 certification and sales

performance.

As far as RQ2 is concerned, previous research on other standards indicates that the
relationship certification-performance can be affected by industry- and/or firm-specific
elements (Yang et al., 2021, Orzes et al., 2017; Lo et al., 2014, 2013). Contextual factors have
been mentioned in the literature on ISO/IEC 27001 as well (Culot ef al., 2021); their relevance
has been tested in relation to the standard diffusion (e.g., Mirtsch et al., 2021a; Gillies, 2011).
We thus posit that also the relationship between the ISO/IEC 27001 certification and financial
performance might be affected by the specific situation of the certified firm. Overall, our
hypotheses on contextual factors are based on the Contingency Theory, which postulates that
there is no best way to manage a company as strategies and actions depend upon the situation
of the firm, both in terms of internal and external factors (Donaldson, 2001). The theory has
been applied also to other standards (e.g., Orzes et al., 2017; Narasimhan et al., 2015) to explain
the different performance effects resulting from the attainment of a certification in different
contexts.

The first factor that may affect the relationship between ISO/IEC 27001 certification and
financial performance is related to the level of internationalization of the certified firm (i.e., the
extent to which the firm sells its products/services abroad rather than in the domestic market —
Chakrabarty and Wang, 2012). This is motivated by two considerations. On the one hand,
ISO/IEC 27001 acts as lingua franca of IS: it enables internationalized firms to implement an
overarching approach incorporating different local requirements and it provides guidance
independently from local specificities (Simi¢-Draws et al., 2013). On the other hand, the
strength of the “ISO brand” seems particularly relevant to qualify firms in international markets,
not to mention the governmental initiatives launched in different countries in its support (e.g.,

Culot et al., 2021). We, therefore, assume that:

H4. The effect of ISO/IEC 27001 certification on financial performance is significantly

affected by the degree of internationalization of the certified firm.

The second factor refers to the technological context in which the norm finds application.
Although ISO/IEC 27001 is by design applicable irrespective of the firm adopting any
information or data processing technology (ISO/IEC 27001:2013), it has been noted that its

relevance is perceived mainly in highly digitalized contexts (Crowder, 2013). In this sense, the
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different levels of adoption depending on the industry might also be related to information being
handled in digital forms and thus potentially subject to attacks (Heston and Phifer, 2011;
Mukhtar and Ahmad, 2014). Moreover, even though the literature (e.g., Park and Lee, 2014)
highlights that more specific standards are needed to face the challenges represented by
emerging technologies — e.g., cloud computing and the Internet of Things — it has also been
argued that ISO/IEC 27001 could serve as the backbone on which these standards can be
integrated (e.g., Leszczyna, 2019). Overall, it can be assumed that firms operating in
environments with higher technological intensity would not only be more inclined to invest in
a substantial internalization of the ISO/IEC 27001 dictates, but also extract the most value out

of the certification. Therefore, we posit that:

H5. The effect of ISO/IEC 27001 certification on financial performance is significantly
affected by the level of technological intensity of the industry.

5.4. Methodology

To test the research hypotheses, we resorted to the longitudinal event-study methodology (RQ1)
complemented by an ordinary least squares (OLS) regression (RQ2). Based on the analysis of
publicly available financial data, this combination enables the detection of the abnormal
performance resulting from the specific event under investigation (in our case the attainment of
the ISO/IEC 27001 certification), as well as the identification of the factors affecting the
relationship. We decided for this approach for three reasons. First, it is the most robust and
widely acknowledged statistical procedure to study the performance implications of
management standards; previous contributions have adopted it to investigate, among the others,
ISO 9001 (e.g., Corbett et al., 2005), OHSAS 18001 (e.g., Yang et al., 2021), ISO 14001 (e.g.,
De Jong et al., 2014), and SA 8000 (e.g., Orzes et al., 2017). Second, by comparing the
performance of certified and similar non-certified organizations before and after the event
(certification), the event study allows to establish a connection between the certification and
the investigated performance dimensions (Treacy et al., 2019: Lo et al., 2014). Third, the
performance benefits can be tracked and measured quantitatively through reliable secondary
data sources (i.e., financial statements) avoiding potential issues related to the perceptual
measures adopted in surveys (e.g., De Jong et al., 2014).

In this study, we focused on US-listed public companies. The choice was motivated by the

need to identify a broad set of certified firms — listed companies give publicity to the attainment
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of internationally recognized certifications — and to retrieve and compare reliable accounting
data.

As there is no publicly available full list of ISO/IEC 27001 companies (ISO does not collect
firm-level information from the certification bodies), the sample was built in three steps
drawing from previous contributions on the topic (e.g., Deane et al., 2019; Podrecca et al.,
2021). First, we searched in Factiva and Business Wire databases for announcements of
ISO/IEC 27001 certified firms between 2005 (ISO/IEC 27001 publication year) and 2018. As
a second step, we screened the announcements, performed an additional news search (for each
firm) with Factiva, Business Wire, and Google search engines, and double-checked firms’
official websites and Twitter pages to verify that: i. the announcing firm had actually certified
and the exact date of certification; ii. there were no other events within the same timeframe
influencing identified firms’ performance, following the suggestions of McWilliams and Siegel
(1997) to look for “confounding events”. Finally, we combined our initial firm list with
financial data from the Thomson Reuters Eikon database.

The final dataset consisted of 143 firms. Table 16 shows the distribution of the sampled
firms by industry and by certification year. If compared with the ISO survey for the period
under examination (i.e., certified firms up to 2018 - ISO, 2018), our dataset displays a good
representation of the population of ISO/IEC 27001 certified organizations with available
industry information (ISO provides this data for approximately one-third of the firms). For
instance, firms operating in ICT/IT related industries represent the 65% of the overall
population, while they account for the 67% of our data (96 out of 143 total companies).
Similarly:

- Service firms (non-ICT/IT related) are the 13% of the population and the 12% of the
dataset (17 companies).
- Non-ICT/IT related manufacturing companies represent the 7% of the whole
certified companies and account for the 10% of the dataset (14 companies).
- Wholesale & retail trade companies are the 3% of the population and constitute the
2% of the dataset (3 companies).
The distribution is also consistent with previous large-scale empirical studies on ISO/IEC

27001 (Mirtsch et al., 2021a; Deane et al., 2019).
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Table 16: Dataset breakdown by industry and by ISO/IEC 27001 certification year

Industry SIC code Number of companies
Manufacturing 20-39 48
(of which ICT/IT related) 34
Transportation and public utilities 40-49 11
(of which ICT/IT related)
Wholesale & retail trade 50-59 3
Finance, Insurance, and Real Estate 60-67 11
Services 70-89 70
(of which ICT/IT related) 53
TOTAL 143
Year Frequency Year Frequency
2005 5 2012 6
2006 11 2013 5
2007 5 2014 8
2008 16 2015 15
2009 10 2016 14
2010 8 2017 23
2011 5 2018 12

In order to test hypotheses H1, H2, and H3 we employed the event-study approach to detect
whether the 143 sampled ISO/IEC 27001 certified companies presented a significant abnormal
performance against a set of similar control firms (ISO/IEC 27001 non-certified). We set the
event period as the year the certification was obtained (year t) and the year preceding the
certification (t-1), as the process to certify according to ISO/IEC 27001 dictates is reported to
last between 6 and 18 months (van Wessel et al., 2011). Year t-2 was considered the base year
(i.e., the year free from the event — Treacy et al., 2019) and used to determine the control firm
sample. Year t-3 was taken into account to control for endogeneity issues; this way verifying
whether the impact of ISO/IEC 27001 on a firm’s performance was actually driven by the
certification (Orzes et al., 2017; Lo et al., 2014).

The three performance measures under investigation — profitability (H1), labour
productivity (H2), and sales performance (H3) — were operationalized following previous event
studies on international management standards (e.g., Podrecca et al., 2021; Orzes et al., 2020,
2017; Lo et al., 2014). Specifically, we resorted to the return on assets (ROA) for profitability
(H1); the ratio of operating income to the number of employees for labour productivity (H?2);

year-over-year sales growth for sales performance (H3).
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The control set of ISO/IEC 27001 non-certified firms was identified consistently with
Orzes et al. (2017) and Hendricks et al. (2007). For each certified firm and for each performance
measure under investigation we created a distinct control portfolio. The portfolio creation
process followed the three criteria defined by Barber and Lyon (1996): industry (certified and
control firms should have the same two-digit SIC code), size (control firms should have total
assets ranging between 50% and 200% of the certified firm in the base year) and performance
comparability (control firms should show data ranging between 90% and 110% of the certified
firm’s considered performance — profitability, labour productivity, sales performance — in the
base year). Should no firm match, the first criterion was changed to one-digit SIC code and then
dropped (Orzes et al., 2020; Barber and Lyon, 1996).

On average each certified company matched with 7.30 control firms; similar ratios have
been found in Orzes ef al. (2017) and Treacy et al. (2019), among others.

Abnormal performance (AP) of the certified organizations was defined as follows:

AP+b) = PS(t+b) — EP(t4b)

EP(t+v) = PS(t+a) + (PC+v) — PCoira))

where EP is the expected performance, PS is the actual performance of the sampled firms, PC
is the median performance of control firms, t is the year of certification, a is the starting year of
comparison (-3, -2, - 1, 0, 1), and b is the ending year of comparison (-2, - 1, 0, 1, 2). Given
that our data were not normal (Shapiro-Wilk Tests), we tested whether AP differed significantly
from zero through non-parametric tests. These were selected for their proven robustness in
evaluating paired data of event studies both for symmetric — Wilcoxon signed-rank test (WSR)
— and skewed distributions — sign test (De Jong et al., 2014; Barber and Lyon, 1996). For the
sake of completeness, in presenting the results, we also reported the outcomes of the parametric
t-tests.

To investigate H4 and H5, we performed an OLS regression on the abnormal ROA between
t-2 to t+2. We decided to focus on ROA as this measure is representative of the overall financial
effectiveness of management system standards (Lo et al., 2014). A similar approach was
already adopted for SA 8000 (Orzes et al., 2017), OHSAS 18001 (Lo et al., 2014; Yang et al.,
2021), and ISO 9001 (Lo et al., 2013). As for the independent variables, H4 assumes the effect
of ISO/IEC 27001 on financial performance to be affected by the degree of internationalization
of the certified firm. Consistently we included the variable internationalization operationalized

as the ratio of firm foreign sales to its total sales in the base year (Yang et al., 2021; Chakrabarty
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and Wang, 2012). HS suggests that the effect of ISO/IEC 27001 on financial performance is
affected by the technology intensity of the industry in which the certified firms operate. Hence,
we followed Kile and Phillips (2009) high-tech industries categorization and included a dummy
variable (high-tech) having value “1” for firms operating in the following industries (defined at
the three-digit SIC code level): 283 — Drugs, 357 — Computer and Office Equipment, 366 —
Communication Equipment, 367 — Electronic Components and Accessories, 382 — Laboratory,
Optic, Measure, Control Instruments, 384 — Surgical, Medical, Dental Instruments, 481 —
Telephone Communications, 482 — Miscellaneous Communications Services, 489 —
Communication Services, NEC, 737 — Computer Programming, Data Processing, 873 —
Research, Development, Testing Services.

To ensure the rigorousness of our model, we also controlled for several industry- and firm-
level variables that could impact the sample firms’ abnormal performance:

- ISO experience (dummy: previous ISO 9001 certification — Orzes et al., 2017) to
account for organizational learning dynamics. Firms already having standardized
managerial practices may get less benefits from the certification (Swink and Jacobs,
2012); however, experienced organizations possess greater abilities to acquire,
evaluate and assimilate the new routines (Culot et al., 2021);

- year (year of certification) as motivations and outcomes may differ between early
and late certified firms (Lo ef al., 2014);

- age (years since the firm foundation at the time of ISO/IEC 27001 certification —
Jacobs et al., 2015) as accumulated experience may help firms in achieving higher
benefits from certifications (Wang and Zhao, 2020);

- pre-certification ROA (ROA in the base year) since firms with higher initial
performance may experience a lower degree of improvement (Orzes et al., 2020);

- firm size (natural logarithm of firm total assets in the base year — Dong et al., 2020).
Larger firms have more resources (De Zoysa et al., 2021) but smaller firms tend to
be more focused and agile, easing the introduction of new management philosophies
(Malik and Abdallah, 2020);

- capital intensity (ratio of assets by revenues in the base year — Su ef al., 2015) as

more capital-intensive firms may get higher benefits from the certification (Culot et

al.,2021);
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- industry size (natural logarithm of industry total assets in the base year, the industry
is defined by two-digit SIC code — Lo ef al., 2013) as companies operating in large
industries may be subject to higher scrutiny (Terlaak and King, 2006);

- industry efficiency (industry median ROA in the base year, the industry is defined
by two-digit SIC code — Lo et al., 2013) as the impact of the certification in terms
of process improvements might be lower for firms operating in contexts
characterized by higher efficiency (Lo et al., 2013);

- industry competitiveness (1-Herfindahl index in the base year, the industry is defined
by two-digit SIC code — Podrecca et al., 2021) as international management
standards may provide less advantages in highly competitive contexts (Podrecca et
al., 2021).

Table 17 provides the correlation matrix.
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Table 17: Correlation matrix

. o . 1SO . . Industry Industry Industry Capital Pre-certification
[nternationalization  High-Tech Experience Age Year Firm Size Competitiveness Size Efficiency  Intensity ROA
Internationalization 1
High-Tech 0.14+ |
1SO Experience 0.07 0.10 1
Age 0.05 -0.02 -0.06 1
Year -0.02 -0.13 -0.11 0.02 1
Firm Size 0.03 -0.19* -0.04 0.28*** -0.04 1
Industry
Competitiveness 0.12 -0.12 0.19* -0.01 0.25%* 0.05 1
Industry Size 0.06 0.05 0.07 0.08 0.12 0.26** 0.65%** 1
Industry Efficiency -0.08 -0.03 0.14+ 0.08 -0.42%%* 0.07 -0.08 -0.16+ 1
Capital Intensity -0.04 -0.14+ -0.20%* -0.06 -0.01 0.18* 0.05 0.19* -0.05 1
Pre-certification
ROA 0.02 -0.17* 0.13 0.12 -0.07 0.40%** -0.06 0.02 0.09 -0.04 1

Note: +p<0.1, *p<0.05, ** p<0.01, *** p<0.001
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5.5. Results

5.5.1. Event study

The performance implications of ISO/IEC 27001 on certified firms were studied investigating
the presence of abnormal performance between certified and similar non-certified companies
on three indicators — profitability, labour productivity, and sales performance. The results are
reported in Table 18. For each indicator and considering different time intervals, the table
includes the characteristics of the distribution (normality and skewness), the number of
observations, the mean (AP mean) and the median (AP median) of the abnormal performance,
and the results of the tests. As stated in the methodology section, in case of symmetric
distribution we referred to the WSR test, while if data were skewed the sign test was taken into
account.

In terms of profitability, we found statistically significant and positive differences between
certified and non-certified firms from years t+1 to t+2, t to t+2, t-2 to t+1, and t-2 to t+2 (H1 is
supported).

For labour productivity, the results showed significant positive abnormal performance from
years t+1 to t+2, t to t+2, and t-2 to t+2 (H2 is supported). This finding is particularly interesting:
firms achieve relevant productivity benefits only when they have completely
assimilated/internalized the new practices related to ISO/IEC 27001 (i.e., in year t+2).

Finally, in terms of sales, significant positive abnormal performance emerged from years
t-2 to t-1, t-2 to t, t-2 to t+1, and t-2 to t+2. These results show that sales performance
improvements are mainly achieved along the certification pathway, rather than in the post-
certification period (H3 is only partially supported).

Consistently with the methodological approach of Orzes et al. (2017) and Lo et al. (2014),
we also verified the absence of abnormal changes before the certification (t-3 to t-2). This test
examined whether the impact of ISO/IEC 27001 was actually driven by the certification or
whether firms were already achieving superior performance. The results included in Table 18
indicate no significant abnormal performance between t-3 and t-2. Performance changes
appeared only after the firms entered the event period (t-1 onwards). This allows us to exclude
the presence of systematic biases between sample and control firms thus confirming the

robustness of our findings and the relationship certification-performance.
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Table 18: Results of the event-study analysis

. . AP AP p-value  p-value p-value
Period Normality Skewness N Mean Median  (t-test) (WSR) (sign test)
Profitability (return on assets)
Single-
year t-3 to t-2 NO 137 0.52% 0.26% 0.245 0.190 0.366
periods
t-2 to t-1 NO S 139 1.34% 0.28% 0.122 0.213 0.249
t-1tot NO S 139 -0.45% 0.04% 0.637 0.464 0.433
tto t+1 NO 138 0.67% 0.46% 0.257 0.193 0.222
t+1 to t+2 NO S 138 2.47% 1.20% 0.005*%* | 0.001%** | 0.000%***
Multi- t-2tot
year (certification NO S 139 0.90% 0.75% 0.222 0.329 0.154
periods window)
t to t+2 (post-
certification NO S 138 3.14% 1.29% 0.010** | 0.004** 0.011%*
window)
t-2 to t+1 (first-
year post- NO 138 1.61% 0.97% 0.049%* 0.024* 0.011%*
certification)
e2to 2 (full g, S 138 | 4.08% | 1.55% | 0.002%* | 0.000%** | 0.000%**
event window)
Labour productivity (operating income/number of employees)
Single-
year t-3 to t-2 NO S 132 2461.25 | 1450.45 0.385 0.338 0.271
periods
t-2tot-1 NO 137 | 2966.60 | 587.90 0.300 0.367 0.197
t-1tot NO S 135 3976.80 | 2583.57 0.315 0.084+ 0.151
tto t+1 NO S 134 6830.55 | 388.49 0.199 0.302 0.466
t+1 to t+2 NO S 134 | 17805.79 | 3964.59 | 0.034* 0.002%* | 0.001***
Multi- t-2tot
year (certification NO 135 6320.63 | 553.17 0.215 0.376 0.365
periods window)
t to t+2 (post-
certification NO S 134 | 24636.34 | 5744.78 | 0.058+ | 0.003** 0.010%*
window)
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t-2 to t+1 (first-
year post- NO S 134 13253.82 | 1673.79 | 0.039* 0.284 0.398
certification)
B2t tr2 (full 1) g S 134 | 31059.61 | 830421 | 0.009%* | 0.002%* | 0.015*
event window)
Sales performance (yearly sales change)
Single-
year t-3to t-2 NO S 132 -7.42% | -3.32% 0.986 0.966 0.966
periods
t-2 to t-1 NO S 136 8.93% 4.52% 0.002** | 0.001*** 0.006**
t-1tot NO 136 -0.32% 0.36% 0.536 0.556 0.334
tto t+1 NO 135 -2.57% | -2.06% 0.794 0.819 0.635
t+1 to t+2 NO S 134 4.24% 0.70% 0.089%* 0.102 0.333
Multi-year t2tot
oy (certification NO S 136 8.61% 3.79% 0.001** 0.002%** 0.016%*
periods .
window)
t to t+2 (post-
certification NO S 134 1.88% 0.07% 0.314 0.387 0.466
window)
t-2 to t+1 (first-
year post- NO S 135 6.23% 3.70% 0.006** 0.015%* 0.029%*
certification)
2o th2 (full g S 134 | 10.54% | 4.89% | 0.000%** | 0.000%** | 0.002%*
event window)

Note: + p<0.1, *p<0.05, ** p<0.01, *** p<0.001
5.5.2. Ordinary least squares regression

Table 19 presents the results of the OLS regression performed to shed light on the possible
factors affecting the financial outcomes of ISO/IEC 27001 certification. The model did not
present multicollinearity issues, as the variance inflation factors (VIF) were beyond the
threshold for all the parameters (VIF<10) (Allison, 1998). See Table 17 for the correlation
matrix.

The findings show a significant and positive effect of the internationalization degree of the
certified firms (H4 is supported). On the other hand, the technological level of the industry has
no effect (HS is not supported). Moving to the control variables, the outcomes are negatively

affected by the certification year and the previous performance of the certified firm.
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As the results of the OLS regression do not support HS5, we repeated the analysis using two
alternative measures. First, we used the same dummy variable (high-tech) as in the main
analysis but with high-tech industries defined at two-digit rather than three-digit SIC code level.
Second, we operationalized technology intensity (at the firm level) as the ratio of R&D
expenses to the firm sales in the base year (Lo et al., 2013). The outcomes are qualitatively the

same as in the main analysis (i.e., negative sign and not significant).

Table 19: Results of the OLS analysis

Dependent variable=ROA OLS (n=138)
Estimated coefficients (Standard errors) S ta.tlstlcal VIF
significance

Explanatory variables

Internationalization 0.111 (0.051) 0.0320* 1.071
High-Tech -0.048 (0.032) 0.1362 1.236
Control variables

ISO Experience 0.041 (0.029) 0.1518 1.182
Age -0.001 (0.001) 0.5491 1.125
Year -0.008 (0.004) 0.0326* 1.374
Pre-certification ROA -0.296 (0.102) 0.0043%** 1.284
Firm Size 0.007 (0.007) 0.3242 1.505
Capital Intensity -0.003 (0.010) 0.8045 1.165
Industry Size -0.009 (0.016) 0.5814 2.202
Industry Efficiency 0.482 (0.932) 0.6057 1.328
Industry Competitiveness 0.105 (0.420) 0.8035 2.195

R"2 15.82%

Note: +p<0.1, *p<0.05, ** p<0.01, *** p<0.001

5.6. Discussion

Starting from a theory-based research framework, this study provides solid empirical evidence
on the impact of ISO/IEC 27001 on the financial performance of certified companies. We
developed a long-term event study on a dataset of 143 certified firms whose profitability, labour
productivity, and sales performance were compared with those of a control set (7.30 firms on
average) of non-certified organizations. Possible affecting factors were identified in the

literature and tested through an OLS approach.
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Regarding RQ1, the common understanding of IS is that of a purely defensive/preventive
investment, whose value is mainly related to the ability to avoid potential future damage
(Mirtsch et al., 2021b; Deane et al., 2019; Radanliev et al., 2018). In this sense, the ISO/IEC
27001 might not bear direct financial benefits, being these effects somehow related to the
probability of an IS issue to occur. Moreover, previous studies also indicated that the
formalization required by the norm might create excessive bureaucracy and a potential loss of
flexibility, ultimately impacting the bottom line of certified firms (e.g., Annarelli ef al., 2020;
van Wessel et al., 2011). Our findings show that the benefits of ISO/IEC 27001 outweigh these
potential drawbacks. Through the analysis of large-scale empirical evidence, we show in fact
that there is a significant positive relationship between the certification, profitability (H1) and
labour productivity (H2). By comparing these outcomes with the results for the most
widespread international management standards (i.e., ISO 9001, ISO 14001, OHSAS 18001),
both similarities and differences emerge. In line with ISO 9001 and OHSAS 18001 (e.g.,
Corbett et al., 2005; Lo et al., 2014), but in contrast with ISO 14001 (Wang and Zhao, 2020),
our analysis indicates that ISO/IEC 27001 is related to improvements in the financial
performance for certified firms (H1 and H2). However, while for ISO 9001 and OHSAS 18001
the positive effects on labour productivity are almost immediate (Corbett ef al., 2005; Lo et al.,
2014), in the case of ISO/IEC 27001 abnormal performance changes appear only after some
years after the certification.

Consistently with the HRT perspective, our results can be explained by the ISO/IEC 27001
enabling a clearer definition of roles and responsibilities as well as raising employees’
awareness and capabilities. By the same token, from the RBV standpoint, this is also related to
the adoption of a process-based approach underpinned by a continuous improvement logic. In
fact, ISO/IEC 27001 requirements support firms in reducing managerial uncertainty related to
complex interactions, like those implied by information-related processes. The impact of this —
in a business environment characterized by an increasing relevance of data — spans well beyond
the boundaries of IT departments for at least three reasons. First, regular audits and meetings
help organizations review and redefine their organizational practices and enhance the use of
budget, resources, and personnel (Crowder, 2013). Second, the standard allows companies in
selecting among the various technological solutions for information management currently

available (Leszczyna, 2019). Third, the presence of the certification makes individual
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customers’ on-site audits unnecessary with a consequent reduction of times for contracting
(Kossyva et al., 2014).

As far as sales performance is concerned (H3), in contrast with ISO 14001 and OHSAS
18001 (De Jong et al., 2014; Lo et al., 2014) for which positive sales effects appeared only after
the formal attainment of the certification, our evidence shows that ISO/IEC 27001 certified
firms outperform the control ones mainly in the pre-certification period. As it takes on average
between 6 and 18 months for companies to get certified (van Wessel et al., 2011), the
motivation might be twofold. On the one hand, ISO/IEC 27001 could be a requirement placed
by customers to initiate business relationships. On the other, potential benefits related to the
streamlining of buyer-supplier relationships (Hannigan et al., 2019) could start before the
formal certification. Drawing from ST (Connelly et al., 2011; Spence, 1978), the result can be
explained in terms of the strength of the signal (King et al., 2005) as well as the relative
importance of the kind of signal (Lansing et al., 2019). In particular, despite the diffusion of
ISO/IEC 27001 is on a growing trajectory, the relevant number of issued certificates may have
modified the role of the standard; from a source of competitive differentiation in the market to
a prerequisite to conduct business.

As far as RQ2 is concerned, we were able to specify that ISO/IEC 27001 performance
implications are affected by the degree of internationalization (H4). This result is consistent
with the role of ISO/IEC 27001 as lingua franca for IS. Contrary to our initial assumptions,
technological intensity plays no role in affecting ISO/IEC 27001 impact on performance (HS5).
This confirms the general applicability of the standard, regardless of the technological profile
of the certified organization (ISO/IEC 27001: 2013). However, it is also important to
acknowledge that more technologically advanced organizations might also resort to ISO/IEC
27001 as a baseline for IS, integrating other more specific standards and controls (e.g., Pardo

etal., 2012).
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CHAPTER 6. CONCLUDING REMARKS

6.1. Synopsis

Information Security is no longer an issue reserved for a technical audience only but has become
de facto one of the major managerial challenges of the current decade (Corallo et al., 2022;
Bower, 2020; Boyes et al., 2018). The challenges posed by the new technological developments
as well as the acceleration of digital-first approaches have increased the need for a better
understanding by corporate decision-makers (Hopkins, 2021; Boehm et al., 2020).

In this doctoral thesis, we aimed at achieving four main objectives: (1) to provide an
overview of the main information security issues in the context of Industry 4.0; (2) to develop
a systematic literature review on ISO/IEC 27001; (3) to shed light on the diffusion patterns of
ISO/IEC 27001; and (4) to investigate the performance implications of ISO/IEC 27001
adoption.

As for the first point (Chapter 2), by discussing with ten senior information security
professionals and executives, we outlined the reasons why information security is not a (purely)
technical topic. Moreover, we also questioned the effectiveness of current frameworks and
standards in facing current challenges and we lay out some emerging approaches to provide a
guideline to specialists and managers with a non-information technology background.

Moving to the second point (Chapter 3), we analysed 96 contributions related to ISO/IEC
27001 composed of peer-reviewed journal articles, books, and book chapters. In terms of
descriptive statistics, we highlighted their time distribution, methodology, focus of the
empirical studies, publication outlet (disciplinary area), and author’s affiliation (department and
home institution). As for the content of the included contributions, five research foci have been
identified (i.e., relationships between ISO/IEC 27001 and other standards/frameworks,
motivations for the adoption, implementation path, outcomes of the adoption, and contextual
factors). We outlined some critical points of extant research on the topic; a paucity of empirical
studies on ISO/IEC 27001 and a limited debate addressing the topic from a managerial point of
view. Against this background, we proposed a research agenda which provides both suggestions
for further research at the single-firm level as well as some directions to move beyond
organizational boundaries by considering a system-based perspective.

In Chapter 4, we resorted to Grey models to investigate the diffusion patterns of ISO/IEC
27001 certifications up to 2030 for the six countries with the highest number of adherents (i.e.,
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Japan, UK, India, China, Germany, Italy). The findings show that a generalized growing trend
is likely to be expected in the years to come and that China will lead as regards the number of
issued certificates.

To conclude (Chapter 5), we developed a set of theory-grounded hypotheses on the impact
of ISO/IEC 27001 on a firm’s performance and tested them through a long-term event study
complemented by an ordinary least squares regression on a dataset of 143 US-listed companies.
The results indicate that ISO/IEC 27001 adoption is associated with improvements in
profitability, labour productivity, and (partially) sales performance. The impact appears

affected by the level of internationalization of the certified firm.

6.2. Contribution

6.2.1. Contribution to theory

This thesis contributes to the Operations Management and Quality Management literature in
some significant ways.

First, Chapter 2 conceptualizes the main information security challenges in the context of
Industry 4.0. In particular, it highlights that many of them should be addressed through
managerial/organizational practices. This outlines the need for a step change in the academic
research on information security; the main wisdom is that of a purely technical argument. The
findings thus promote the development of a managerial debate on the topic.

Second, Chapter 3 provides an overview of the current knowledge on ISO/IEC 27001,
highlighting emerging themes and open issues, thereby providing solid foundations for future
research on the topic. Moreover, it explicitly indicates a set of research opportunities,
considering ISO/IEC 27001 as part of a system of standards and practices and in the context of
networks of business relations. Drawing from Seuring et al. (2021) indications, this chapter
borrowed three theories related to social systems thinking to read the results of the analysis
through new lenses. This enabled to problematize the assumption behind ISO/IEC 27001
research as a firm-level phenomenon; this way providing the springboard for interdisciplinary
research on the matter, including quality, supply chain and operations and human resource
management.

Third, Chapter 4, highlights the relevance that ISO/IEC 27001 is likely to have in the years
to come; it shows that a rising trend in the number of adherents is likely to be expected in the

future. This finding is particularly relevant considering the concerns posed by extant research
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as regards the usefulness of this international management standard and the competition it might
suffer from other general and context-specific standards. Furthermore, it contributes to the
literature on management systems and voluntary standards, also enabling comparisons among
them; the number of ISO/IEC 27001 issued certificates will approach that of more mature
standards such as ISO 9001 and ISO 14001. The use of Grey models also shows an analytical
methodology that, with the exception of Ikram et al. (2021, 2019), has been rarely employed to
shed light on the diffusion of international management standards and which may apply to other
voluntary standards as well.

To conclude, Chapter 5 highlights the relevance of proactive investments in IS and shows
that structured approaches such as ISO/IEC 27001 pay off. This chapter points out that the value
of the standard is not only related to the fulfillment of customer requests and/or to what can be
communicated to external stakeholders, but resides also in significant implications for
profitability and labour productivity. Overall, the findings of this chapter are especially relevant
considering the inherent difficulties in assessing the impact of IS investments (Wang and
Franke, 2020; Chai et al., 2011). Moreover, the findings contribute to the literature on
management systems and voluntary standards shedding light on ISO/IEC 27001 performance
implications, also enabling comparisons among them. Differences with other widespread
international management system standards emerge as regards ISO/IEC 27001 impact on sales
and labour productivity. In particular, the inherent complexity of dealing with information-
related activities results in longer internalization times and therefore in lagged labour
productivity-related effects. On the other hand, sales-related findings show that the attainment
of ISO/IEC 27001 probably streamlines buyer-supplier relationships already during the

certification process.

6.2.2. Contribution to practice

The study delivers some implications for policymakers and corporate managers.

Starting with Chapter 2, it emerges that it is not possible to protect companies from all
possible cyberattacks: the real question is about risk prioritization and mitigation. Information
security should become a cross-functional strategic platform where corporate leader
involvement and cross-functional collaboration are essential. Moreover, the results show that
information security could be a lever for value creation, yet companies find it difficult to

communicate this value to business customers and to the consumer. Internally companies are
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piloting new tools for assessing and communicating cyber risks to non-technical managers.
Similar tools are needed for client engagement.

As for Chapter 3, the literature review provides a comprehensive overview of the body of
knowledge on the standard, allowing for a better understanding of motivations, implementation
process and possible performance implications. Managers interested in implementing the
standard can read these findings to better understand the implications of being certified as well
as to focus potential issues related to the high flexibility of the guidelines, the lack of leadership
support and the involvement of external consultants. Policymakers can leverage these results to
inform promotion and regulatory activities aimed at sustaining the diffusion of the standard.

Moving to Chapter 4, the findings assist companies in improving their awareness of the
potential values of ISO/IEC 27001 and in taking more informed decisions as regards its
potential adoption: findings can help firms to align their strategy with global requirements
(which are increasingly oriented towards internationally recognized management standards —
Granja et al., 2021) and to strengthen their business by planning, developing, and
communicating practices related to information security. Moreover, the outcomes of the
analyses could be also useful for the certification body itself (ISO) by highlighting the current
dissemination status and by providing forecasts that can be used to understand how the ISO/IEC
27001 market will develop in the years to come, anticipate demands, refine medium-term
strategic planning, guide promotional strategies, and understand eventual areas of improvement
where to prioritize efforts. Policymakers may find the results relevant as well; in particular, to
develop promotional and regulatory activities aimed at sustaining the diffusion of the standard.

To conclude (Chapter 5), as new technologies and investments in IS require cross-
functional decision-making (Castelo-Branco et al., 2022; McKinsey, 2019), the results can help
managers to overcome concerns as to the impact of IS management systems on flexibility and
productivity. Moreover, although the standard might be initially introduced upon customers’
requirements, it has far-reaching consequences on financial performance across multiple

dimensions.

6.3. Limitations and future research

The results of this doctoral dissertation should be viewed in light of some main limitations.
First, the qualitative approach adopted in Chapter 2, is based on a reduced sample size (10

companies). Despite qualitative research doesn’t have inferential aims (Stuart et al., 2002), it
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should be acknowledged that the findings cannot be generalized to a wider population of
companies. Further contributions could address such aspects by performing a survey on wider
and more structured samples.

Second, the systematic literature review presented in Chapter 2 summarizes the academic
body of knowledge on ISO/IEC 27001 up to November 2020. Since then, the research has made
some progress widening the understanding of ISO/IEC 27001. In addition, although the
decision to exclude conference papers vouched for the quality and the rigor of the included
contributions, the most recent development of the topic may not have been taken into account.

Third, as for Chapter 4, only a small number of countries exhibiting a high number of
issued certificates have been considered. Future studies could extend our findings to different
settings (e.g., regions, countries, industries); specific diffusion patterns might appear depending
on institutional and legal factors, the relevance of IT/IS for the considered context, and the
existence of alternative standards/approaches. Moreover, despite Grey models (1,1) provide
robust and reliable results both in terms of explaining past trends and predicting the future
diffusion of ISO/IEC 27001, this forecasting technique can only take into account endogenous
factors of growth and does not consider the effects of exogenous factors such as those related
to the global economic situation, enactment of incentives aimed at fostering the adoption of
ISO/IEC 27001, and modifications in the dictates underpinning this certification scheme.
Should these variations occur, it would be advisable to repeat the analyses. This would allow,
on the one hand, to obtain updated forecasts; on the other, to understand the specific effect of
the discontinuity on the diffusion trends of ISO/IEC 27001. Further research could also resort
to Grey models to shed light on the joint adoption of multiple management standards (e.g., ISO
9001 and ISO 14001; ISO 9001 and ISO/IEC 27001; ISO 9001, ISO 14001, and ISO/IEC
27001). Moreover, in light of the managerial challenges posed by information security, further
studies could investigate the diffusion patterns of other management standards aimed at helping
firms to cope with the risks posed by new technologies (e.g., ISO 27700).

Moving to Chapter 5, as the performance implications of the ISO/IEC 27001 adoption have
been evaluated through secondary data, it has been possible to analyse only financial
dimensions and not the direct effects of ISO/IEC 27001 on the IS levels of certified firms. This
issue is, however, difficult to overcome as the bulk of research on IS highlights the lack of
external sources and companies’ reluctance to disclose vulnerabilities and security breaches

(Kotulic and Clark, 2004). Moreover, by including only publicly US-listed companies, it has
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been possible to analyse reliable and comparable information about their financial statements.
This choice, however, restricts the generalizability of the results. The implications for sales
performance can be particularly affected by different geographical settings considering
regulatory initiatives supporting the standard diffusion (Culot et al., 2021; Gillies, 2011). There
are opportunities for future research to overcome these limitations, e.g., with a cross-country
study, with specific deep dives on private companies, extending the timeframe of the analysis.
Surveys can also support a better understanding of the direct impact of ISO/IEC 27001 on IS
and the relationship between the motivations for certification, internalization of the practices,
and performance. In addition, as recent technological developments trigger new ways of sharing
data with business partners (Romero and Vernadat, 2016; Porter and Heppelmann, 2015, 2014)
— researchers might be interested in exploring IS no longer at the firm level but considering the
network structures (e.g., customers, suppliers) in which individual organizations are embedded
in.

To conclude, we hope that by showing the increasing central role that ISO/IEC 27001 is
likely to assume in the years to come as well as the significant implications it might have for
firms’ performance our study will lead more scholars to consider this certification scheme; for
instance, by investigating how the motivations for the adoption, the implementation challenges,
and the effectiveness differ when considering different contexts and by shedding light on the
role of some country-specific factors (e.g., culture, trade relations, development level) in
influencing/explaining national differences in the number of ISO/IEC 27001 issued certificates

(e.g., Abdelzaher et al., 2019).
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Appendix 1

Table Al. Country focus of the empirical studies

Author(s)

Year

Country

Aim

Hlaca et al.

2008

Croatia

Explore the role of ISO/IEC
27001 on the port of Rijeka
security

Ku et al.

2009

Taiwan

Introduce  the  information
security policy of the Taiwanese
government and its current
status

Tarn et al.

2009

USA

Perform a gap  analysis
according to ISO/IEC 27001

Smith et al.

2010

Australia

Investigate power relationships
during ISO/IEC 27001
implementation in an Australian
government organization

Asai and Hakizabera

2010

Rwanda

Investigate the issues arising in
implementing ISO/IEC 27001 in
foreign companies operating in
the East African Community

Ozkan and Karabacak

2010

Turkey

Propose a collaborative risk
method for the implementation
of ISO/IEC 27001

Park et al.

2010

South Korea

Investigate the performance
implications of ISO/IEC 27001
adoption in South Korean
organizations

van Wessel et al.

2011

China, Netherlands, and UK

Explore whether the processes
of selection, implementation and
use of ISO/IEC 27001 differ
between China and Europe

Dionysiou

2011

Cyprus

Investigate ISO/IEC 27001
compliance in Cypriot
organizations

Tejay and Shokara

2011

USA

Investigate the performance
implications of ISO/IEC 27001
adoption in US companies

Liao and Chueh

2012a

Taiwan

Assess the level of attention
provided to information security
management by medical
personnel in Taiwan

Beckers et al.

2013

Germany

Provide a method to ease
ISO/IEC 27001 adoption

Crowder

2013

UK

Examine the integration of ISO
9001, ISO 14001, and ISO/IEC
27001 in a local authority from
UK

Pardo et al.

2013

Spain

Propose a method for the
harmonization of  multiple
reference models

Rezaei et al.

2014

Iran

Propose a
quantitative/qualitative
approach for obtaining the
information asset value

Itradat et al.

2014

Jordan

Analyse the risks faced by a
Jordan university and organize a
risk assessment plan

Mesquida et al.

2014

Spain

Develop a framework to support
the integration of different ISO
standards  related to IT
management

Hoy and Foley

2015

England

Evaluate the  effects of
integrating ISO 9001 and
ISO/IEC 27001 audits

Bakar et al.

2015

Malaysia

Evaluate the role played by
business continuity management
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factors in enhancing
organizational performance

Tiganoaia

2015

Romania and Bulgaria

Develop guidelines for ISO/IEC
27001 implementation

Basaran

2016

Turkey

Evaluate the effects of ISO
standards on the emergence of
industrial property rights in
Turkey

Armeanu et al.

2017

Multiple countries

Examine the impact of ISO
standards on the economic
sentiment indicator

Khajouei et al.

2017

Iran

Prioritize and select effective
managerial domains and control
objectives  in  information
security controls

Dos Santos Ferreira et al.

2018

Brazil

Analyse the factors that
influence the staff of the
Brazilian Air Force information
technology board in relation to
the understanding of the
application of the information
security management practices

Culot et al.

2019

Italy

Identify emerging practices to
deal with cybersecurity threads
posed by Industry 4.0

Deane et al.

2019

USA

Investigate the performance
implications of ISO/IEC 27001
adoption in US companies

Hannigan et al.

2019

Qatar

Implement an integrated
management system to a Qatari
state-owned organization

Annarelli et al.

2020

UK and Italy

Propose a managerial cyber
resilience framework

Mirtsch et al.

2020

Germany

Explore the factors affecting the
adoption of ISO/IEC 27001 in
Germany

Mirtsch et al.

2021

Germany

Investigate the motives,
experienced  impacts, and
obstacles related to
ISO/IEC 27001 implementation
in German companies

Al-Karaki et al.

2022

UAE

Develop a cybersecurity
assessment framework based on
ISO/IEC 27001

Antunes et al.

2022

Portugal

Propose a generic and client-
centered cybersecurity auditing
information system

Legowo and Juhartoyo

2022

Indonesia

Conduct a risk assessment and
provide recommendations to
control the risk level

Ruiza et al.

2022

Implement an audit plan and
information security through
ISO/IEC 27001 for a sales
system

Podrecca et al.

2022b

USA

Investigate the performance
implications of ISO/IEC 27001
adoption in US companies
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Appendix 2

Application of DGM (1,1) and EGM (1,1) to Japan data

According to Table 10, Japan data X@are as follows: 6237, 6914, 7199, 7140, 7171, 8240,
8945, 9161, 12145, 16848, 18103 (ISO, 2021).

Hence, the 1-AGO sequence X Mis: 6237, 13151, 20350, 27490, 34661, 42901, 51846, 61007,
73125, 90000, 108103.

DGM (1,1)
r 6237 17 r 13151 1
13151 1 20350
20350 1 27490
27490 1 34661
. . 134661 1 ) . | 42901
The B matrix is 42901 1,Wh11eY1s 51846
51846 1 61007
61007 1 73125
73125 1 90000
190000 1- 1108103

By resolving [B;, B,]T = [BTB]'B”Y, ,=1.14302 while 3,=4168.496.
Substituting f;and f,in the time response function of DGM (1,1) we have:

4168.496
2@ (k) = (1.14302 — 1) (x(°>(1) -

_*166476 ez g _
—1.14302 ) 1.14302%7%,k = 2,3,... ,n

For k=2, the equation becomes

£©(2) = (1.14302 — 1) (6237 - M) 1.14302%7% = 5060
1—1.14302
For k=3, the equation becomes
£©(3) = (1.14302 — 1) (6237 - M) 1.1430372 = 5784
1—1.14302
For k=4, the equation becomes
£©(4) = (1.14302 — 1) (6237 - M) 1.1430%72 = 6611
1—1.14302

and so on.

128



EGM (1,1)
The sequence of data zWis: 6237, 9694, 16750.5, 23920, 31075.5, 38781, 47373.5, 56426,
67079.5, 81576, 99051.5.

T — 9694 17 r 6914 1
—-16750.5 1 7199
—23920 1 7140
—-310755 1 7171
) .. | —38781 1 ) . 1 8240
and the resulting matrix B is _473735 1| while Y is 8945
—-56426 1 9161
—67079.5 1 12145
—-81576 1 16848
L—99051.5 1- 118103

By resolving [a,b]” = [BTB] !B”Y, a=—0.13475 while b=3829.922.
Substituting a and b in the time response function of EGM (1,1) we have:

3829.922

£O() = (1 - e701375) (6237 - =—oe

)30.13475(k—1)’k =23,..,n

For k=2, the equation becomes

3829.922

20(2) = (1 — e7013475) (6237 - —01327%

)e0.13475(2—1) = 5000

For k=3, the equation becomes

3829.922

2O(3) = (1 — e~013475) (6237 -~ 013175

)80'13475(3_1) = 5721

For k=4, the equation becomes

3829.922

2O(4) = (1 — e7013475) (6237 -~ 013175

)80'13475(3_1) = 6546

and so on.
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