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Abstract

This paper introduces a methodology for the formal modelling and verification of multi-factor authentication (MFA) schemes
utilized in eIDAS digital identity cards. Our approach employs an inferface-based threat model to systematically analyse
potential vulnerabilities and enumerate a range of threat scenarios based on varying attacker capabilities. We demonstrate
the automated generation of ProVerif models for these scenarios using the Italian Carta di Identita Elettronica (CIE), an
eIDAS-compliant digital identity card, as a practical case study. Our analysis reveals several security weaknesses; notably,
an attacker possessing only Level 1 (i.e. single-factor) credentials can, in certain circumstances, achieve Level 2 multi-factor
authentication without needing to compromise any communication interface. To mitigate these vulnerabilities, we propose
minor modifications to the protocols. Furthermore, at Level 3, our analysis shows that the authentication scheme relying on
the CielD smartphone application presents a broader attack surface compared to the method employing a PC with a smart
card reader. The interface-based modelling and analysis methodology presented in this work offers a valuable framework that
can be adapted for the security assessment of other eIDAS digital identity cards.

Keywords Formal modelling, specification, and design - Multi-factor authentication - Security, privacy, and trust - Threat
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1 Introduction

A robust digital identity (eID) infrastructure forms a cor-
nerstone of successful digital transformation in today’s
interconnected world. Recognizing this imperative, the Euro-
pean Commission introduced the eIDAS regulation in June
2014 [12], setting forth unified standards for eIDs, digital cer-
tificates, single sign-on (SSO) and trust services throughout
the European Union. Despite this foundational framework,
the widespread adoption of eIDAS-compliant national digital
identity cards remains limited, primarily due to the inher-
ent complexities of implementing such a nationwide service
[15, 23, 33]. A significant difficulty lies in the design and
implementation of secure multi-factor authentication (MFA)
schemes, which are often susceptible to errors. Furthermore,
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past vulnerabilities discovered in SAML-based SSO systems
underscore the critical need for rigorous security measures
[3, 24, 27, 35]. Consequently, formal modelling and verifi-
cation emerge as powerful and invaluable methodologies for
the design and thorough analysis of these sensitive schemes,
to improve their security and trust.

In this paper, we propose a methodology for the for-
mal modelling and verification of multi-factor authentication
schemes utilized within eIDAS digital identity cards. The
analysis of these schemes is challenging due to the multi-
tude of potential vulnerabilities, ranging from compromised
passwords (the reason for MFA) to disruptions in network
connectivity, human fallibility leading to phishing attacks
and the compromise of user devices by malware.

To navigate this complexity, following the approach intro-
duced in [18], we adopt an abstract perspective of an elD
architecture as a collection of interacting components with
clearly defined input and output interfaces. Subsequently, a
specific threat scenario can be defined based on the level of
access (read or write) a malicious actor can achieve on these
interfaces, also simultaneously.
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This interface-based methodology focuses on the conse-
quences of compromise—that is, what happens if interfaces
have been compromised—while abstracting away the spe-
cific mechanism of the attack (the how the control was
acquired by the attacker). This abstraction allows for broad
threat modelling. For instance, a malware that grants an
attacker root access to an actor (e.g. the identity provider)
can be seen as a scenario where the attacker fully controls all
interfaces of that actor; a side-channel attack which allows to
capture plaintext data flowing from the PC to the smart card
is modelled as the attacker acquiring read-only access to the
PC’s output interface connected to the smart card.

This approach naturally leads to a combinatorial explo-
sion of potential threat scenarios, depending on the attacker’s
capabilities. We demonstrate how to systematically reduce
these scenarios by establishing a “strength ordering” between
access levels. The resulting formal models can be then auto-
matically generated through the use of dedicated scripts
and rigorously analysed using the ProVerif security proto-
col verifier [8]. Overall, this approach enables a thorough
assessment of the authentication schemes’ resilience against
various attack vectors, under different combinations of inter-
face access acquired by the attacker.

As a practical example, we consider the Italian Carta
di Identita Elettronica (CIE), the electronic identity card
issued to all Italian citizens since July 2016. To accommo-
date varying security requirements, the CIE implements a
multi-tiered authentication system. Level 1 relies solely on
user credentials, i.e. username and password. Level 2 MFA
presents three distinct methods: L2SMS, which delivers a
one-time passcode (OTP) via SMS (this methods suits users
without smartphones); L2ZQRC, which involves scanning a
QR code using a dedicated CielD app; and L2PSH, which
prompts direct authorization of the request within the CieID
app. Level 3 MFA introduces the additional requirement of
accessing the physical CIE smart card. This level offers two
methods: L3APP, which requires the use of the CieID app on
an NFC-enabled smartphone to interact with the smart card,
and L3DSK, designed for computers equipped with a smart
card reader, enabling smart card access without a mobile
device.

This paper’s analysis focuses on the security vulnera-
bilities of the CIE’s Level 2 and 3 MFA mechanisms, the
levels most commonly utilized in practice. Our investigation
reveals several weaknesses across various attack scenarios.
For instance, the L2SMS method is susceptible to compro-
mise if an attacker can read the target’s computer screen.
More alarmingly, L2PSH exhibits a critical inherent flaw: an
attacker can bypass Level 2 authentication using only Level 1
credentials by executing a precisely timed attack. Regarding
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Level 3, our findings indicate that L3APP presents a broader
attack surface compared to L3DSK, rendering it vulnerable
under a wider range of threat scenarios.

By analysing attack traces identified by ProVerif, we pro-
pose minor modifications to L2SMS, L2PSH and L3APP that
significantly enhance their security. Further formal analysis
confirms the effectiveness of these adjustments.

Summarizing, this work provides several contributions:

1. We propose a methodology for formal modelling and anal-
ysis of MFA schemes of eIDAS digital identity cards,
adapting previous work [18] and using Italian CIE as a
case study (Sect.?2).

2. We provide a threat model for CIE that covers vulnera-
bilities based on an attacker’s access to interfaces of the
system architecture. From this threat model, we can auto-
matically enumerate a reduced yet comprehensive family
of potential attack scenarios (Sect. 3).

3. We provide a complete formalization of CIE’s Level 2 and
3 authentication schemes using both sequence diagrams
(Sect.2) and ProVerif code (Sect.4).

4. We conduct an extensive analysis of these schemes in
ProVerif, under the attack scenarios identified by the threat
model. This analysis exposes specific security vulner-
abilities within L2SMS, L2PSH and L3APP protocols
(Sect.5).

5. We propose targeted modifications to L2SMS, L3APP and
L2PSH, effectively bringing the latter’s security posture
on par with L2QRC (Sect. 6).

In Sect.7, we recall some related work, and finally, Sect. 8
summarizes our findings and proposes directions for future
research.

The interface model presented here can account also for
novel or yet undiscovered vulnerabilities, provided their
impact results in the compromise of the interfaces defined
within our framework. Also, the model is highly extensible:
should new mechanisms for leaking information or injecting
data be discovered—for instance, through specialized side-
channel attacks—new dedicated interfaces can be seamlessly
integrated into the model. Finally, the interface-based mod-
elling and analysis methodology employed in this study can
be readily applied to other eIDAS digital identity cards, pro-
viding a complement to the cross-country security analysis of
eIDAS authentication schemes previously presented in [14].

To ensure reproducibility and facilitate further research,
all scripts, ProVerif formal models, verification outputs and
related materials are accessible in the accompanying reusable
artefact [31]. A preliminary version of this work, focusing
solely on Level 2 protocols, was previously published in [30].
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2 CIE architecture and protocols
2.1 Architecture

As other eIDAS-compliant cards, the CIE authentication pro-
cess leverages the SAML 2.0 standard to facilitate the secure
exchange of authentication and authorization data across dif-
ferent security domains. This interaction involves both the
CIE identity provider (IdP) and the various federated public
administration service providers (SPs). The IdP, managed by
the Italian Ministry of the Interior, serves as the primary entity
responsible for generating security assertions. All communi-
cation between the IdP server and the devices involved in
the login procedure is protected using TLS (Transport Layer
Security), with specific exceptions documented where nec-
essary.

CIE provides three distinct authentication levels for secure
online access.

— Level 1 employs single-factor authentication, relying
solely on a basic username and password combination.

— Level 2 introduces a second factor through a registered
device, requiring the user to either enter a one-time pass-
code (OTP) received via SMS or authorize the login
via the CielD application. The latter method necessitates
entering a PIN specific to the app after receiving a push
notification or scanning a QR code.

— Finally, Level 3 authentication also utilizes two factors
but mandates access to the physical CIE smart card and
the entry of its associated PIN. The CIE smart card
can be accessed either by using the CieID app on an
NFC-enabled smartphone or through a NFC card reader
connected to a computer.

To ensure a stronger security posture, service providers
generally mandate Level 2 or 3 multi-factor authentication.
Level 1 is typically reserved for low-risk scenarios involving
minimal access to personal information.

Following the approach established in [18], we give a
model where entities like devices, computers and servers are
abstracted as collections of interfaces enabling data ingress
and egress, as shown in Fig. 1. Each interface can be indepen-
dently and simultaneously compromised, thereby generating
a multifaceted threat landscape.

The user’s computer is modelled through the following
interfaces:

PC Keyboard (pc-kbd) Represents user input via the key-
board;

PC Display (pc-displ) Represents the user’s PC screen,
only capable of data output;

PC TLS (pc-tls) Represents encrypted communication
channels with remote entities like the IdP server. This

Mobile CIE 1dP Server
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<—Mobile TLS In/Out———> }
Mobile Human In/Out <«
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< ¥
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User

PC Keyboard In——> @

Computer

Fig.1 CIE system interface model

interface offers simultaneous input and output function-
ality because compromising one direction (e.g. sending
data) also compromises the other (receiving data) due to
the nature of TLS.

PC SM (pc-sm) denotes bidirectional communication
with the CIE smart card, employing the secure message
protocol. This communication benefits from encryption
and authentication mechanisms that operate indepen-
dently of the underlying connection between the card
reader and the PC (e.g. USB, Bluetooth); hence, it is nec-
essary to model SM as a separate interface.

Mobile devices are modelled with the following inter-
faces:

Mobile Human (mob-hum) Represents the mobile
device’s screen, encompassing both user input (e.g.
through the touchscreen) and output. Unlike the sepa-
rate PC keyboard and display interfaces, mob-hum covers
both input and output communication channels simulta-
neously.

Mobile SMS (mob-sms) Represents the cellular network
module used by the device to receive SMS messages from
the IdP.

Mobile Push (mob-psh) Represents communication with
a remote, receive-only push notification service (e.g.
Firebase Cloud Messaging for Android).

Mobile TLS (mob-tls) Represents encrypted communi-
cation channels with remote entities, such as the IdP
server, operating under the same assumptions as the com-
puter’s TLS interface.

Mobile SM (mob-sm) Similar to the computer’s SM
interface, this represents bidirectional communication
with the CIE smart card using the secure message proto-
col via NFC.

The Smart Card is modelled with two interfaces: one for
secure messaging (SM) in/out with the PC and another for SM
in/out via NFC with the mobile device. Finally, the IdP server
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is represented by its TLS interfaces for communication with
both computers and mobile devices, along with supplemen-
tary interfaces Mobile SMS and Mobile Push specifically for
mobile devices.

A key strength of this model lies in its ability to encom-
pass future threats: any vulnerability that results in interface
compromise is captured, regardless of the specific attack
mechanism. This extensibility ensures that the framework
can be easily updated to include specialized hardware inter-
faces, allowing for the rigorous modelling of advanced
side-channel and fault-injection vectors that target sensitive
data at the physical level.

2.2 Protocols

Building upon the architecture outlined above, the CIE
defines three distinct protocols for Level 2 MFA and two
protocols for Level 3 MFA. We now briefly recall their funda-
mental principles, with sequence diagrams and more detailed
descriptions available in Figs.2—-6.

L2SMS This authentication scheme, utilizing an SMS OTP
(Fig.2), requires both the correct login credentials
and control over the SIM card associated with the
user’s account.

L2PSH The push notification-based authentication (Fig.3)
necessitates knowledge of the CIE credentials and
the CielD app’s device 6-digit PIN, as well as pos-
session of the device running the CielD application.

L2QRC Authentication via QR code scanning (Fig. 4) demands

both possession of the registered smartphone with
the CieID app and knowledge of the app’s 6-digit
device PIN.

L3APP This authentication scheme (Fig.5) employs an
NFC-enabled smartphone to interact with the physi-
cal CIE smart card, requiring knowledge of the smart
card’s PIN.

L3DSK This method (Fig. 6) utilizes a PKCS#11 smart card
reader connected to a computer to unlock (via the
card PIN) and communicate with the CIE smart card,
eliminating the need for a mobile device.

3 Threat model

In this section, we elaborate on how an attacker can poten-
tially compromise the interfaces of the CIE architecture,
leading to a multitude of possible threat scenarios, following
[18].

Each interface of the architecture in Fig. 1 may support
two independent information flows: one for input and one
for output. When an interface is compromised, an attacker
can gain access to these flows in several ways: they might be
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able to passively observe and read data, actively inject and
write data (allowing them to produce messages), or possess
both read and write capabilities.

Our interface-based methodology centres on analysing the
consequences of compromise—that is, what happens if inter-
faces are breached—by abstracting away the specific attack
mechanisms used to gain control (the ~ow). This abstraction
allows for broad, consistent threat modelling. For example,
aroot-level malware infection on an actor (such as the PC or
the identity provider) is represented by granting the attacker
full control over all interfaces associated with that actor; the
effect of a side-channel attack capturing plaintext between
the PC and smart card is simply modelled as the attacker
acquiring read-only (RO) access to the relevant PC output
interface; a fault-injection attack which allows to alter the
output of the smart card is modelled as the attacker acquiring
write-only (WO) access to the PC’s input interface.

Thus, the model defines an uncompromised system as one
where the attacker possesses no read or write access to any
interface. Conversely, a fully compromised system grants the
attacker unrestricted read—write access to all interfaces.

More formally, we denote by AZZ . the level of control
exercised by the attacker over an interface if , where:

— d € {in, out, io} denotes the direction which the attacker
gains control over: the input (in), the output (out) or both
(i0);

— a € {RO, WO, RW} represents the access control acquired
by the attacker: read-only (RO), write-only (WO) or read—
write (RW).

Then, a threat scenario S where the attacker acquires
access control levels dy:ay, . . ., dn:a, on interfaces if ¢, . ..,
if , respectively, is represented by the set

L ALy

dy:ay

S = (Al

dy:ay’

For instance, the set {Ag:g&ml, Am%%h”m} depicts a scenario
where the attacker fully controls the computer’s display (read
and write) and can passively monitor the mobile device’s
touchscreen input (read-only). Conversely, the empty sce-
nario {} represents the uncompromised system.

In principle, considering none, read-only (RO), write-only
(WO) or read—write (RW) access on both directions of all
interfaces results in a vast number of potential attack sce-
narios. For the CIE architecture illustrated in Fig. 1, there
are 14 flows (as interfaces like keyboard and display have a
single meaningful direction), leading to 4'* = 268435456
possible combinations.

This figure represents the theoretical upper limit for com-
binatorial test cases. However, for practical evaluation, we
focus our analysis on actively utilized interfaces within
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Fig. 2 Sequence diagram of the L2SMS protocol, Level 2 authenti-
cation via SMS OTP. After the user requests a connection to a specific
service provider server (SP server), the IdP server prompts them to enter
their Level 1 username and password. Upon successful verification, the
IdP server generates a unique OTP code specifically associated with
this login attempt and sends it via SMS to the registered phone number.

each protocol. For instance, in the L2SMS protocol, we
can exclude attacks targeting interfaces such as mobile
TLS, mobile Push,and the secure messaging (SM) interfaces
for both computer and mobile platforms, as these are not
employed in this specific protocol. This approach reduces
the search space to 47 = 16384 scenarios for L2SMS.
Analogous reasoning can be applied to the remaining four
protocols.

Table 1 details the interfaces involved in each Level 2 and 3
protocol, along with the theoretical number of attack scenar-
i0s. (The final column is reserved for later discussion.) This
table offers a comparative overview of the potential attack
surfaces presented by the five protocols. Notably, L3DSK
exhibits the smallest attack surface due to its minimal inter-
face requirements, as it does not necessitate the use of a
mobile device. Conversely, L2PSH and L3APP involve acon-
siderably wider range of interfaces, consequently expanding

The user then reads this OTP from their mobile device and enters it on
their computer. The computer transmits the entered OTP back to the IdP
server for verification. If the received OTP matches the generated one,
the IdP server grants access to the account, completing the two-factor
authentication process

their potential attack surfaces. Generally, the broader is the
attack surface, the more likely an attacker can discover a
successful attack path.

The data in this table reveals a total of nearly 1.4 million
potential attack scenarios to consider. This still substantial
number can be further reduced by leveraging two key obser-
vations.

First, gaining write access to a system interface typically
demands higher privileges or the exploitation of specific
platform vulnerabilities, situations that would also inher-
ently grant the attacker read access. Consequently, write-only
access attacks are not applicable to the CIE model, as acquir-
ing write access invariably provides read access to the same
interface. Therefore, we can effectively limit our analysis to
three access control levels: none, RO and RW.

Secondly, acquiring control over an interface’s input is
generally less challenging than controlling its output. This
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Fig. 3 Sequence diagram of the L2PSH protocol, Level 2 authenti-
cation via app push. Upon initiating the login process, the IdP server
generates a unique access token. The user then authenticates using their
login credentials and selects the push notification option. Subsequently,
the server generates a 4-digit OTP code, encrypts it using the user’s
device’s public key and transmits it along with the access token via a
secure notification service to the registered smartphone. Decryption and
user verification take place on the device, requiring the entry of the 6-

Table 1 Number of theoretical and reduced scenarios for each protocol

digit CielD app PIN for authorization. Following successful PIN entry,
the CielD app signs a hash of the OTP code and transmits it, along with
the access token and the digital signature, back to the IdP server for
verification. Successful validation of the signature and OTP hash by the
server grants access to the requested service. It is important to note that
this entire process is subject to time constraints, necessitating a timely
response to maintain security

Protocol  pc-kbd  pc-displ  pc-tls  pc-sm  mob-hum  mob-sms mob-psh  mob-tls mob-sm  Theoretical Reduced
number of number of
scenarios scenarios

L2SMS v v v v v 16384 405

L2PSH v v v v (4 v 262144 1215

L2QRC ¢ 4 v v 4 65536 405

L3APP v v v v v v 1048576 1215

L3DSK v 4 v v 4096 81

Total 1396736 3321

disparity arises from the differing permission levels typ-
ically associated with each action. For example, reading
data from a USB port usually only necessitates user-level
code execution. In contrast, intercepting or modifying data
transmitted over USB by another program typically requires
administrator privileges or the exploitation of specific system
vulnerabilities. Consequently, an attacker who successfully
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gains read—write control over an interface’s output can also
be assumed to have control over its input.

Based on this observation, we can establish a strength
ordering for control access levels: read—write access to an
interface’s output (out:RW) is considered stronger (and more
challenging for an attacker to achieve) than both read-only
access to the output (out:RO) and read—write access to the
input (in:RW) of that interface. Both out:RO and in:RW are
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Fig.4 Sequence diagram of the L2QRC protocol, Level 2 authentica-
tion via QR code recognition. The authentication process begins when
the user initiates a login on the SP server from their computer. This
action prompts the IdP server to generate a unique challenge specifi-
cally associated with this login attempt. This challenge is then displayed
as a QR code, containing pertinent information such as the operation
ID and the service provider’s details. The user scans this QR code using
the CielD application on their smartphone, enters their device PIN for

stronger than read-only access (in:RO), which, in turn, is
stronger than having no control access at all.

Formally, we can define a partial order = on the set of
access control levels: £ = ¢> means that achieving the
access level £1 implies achieving also the access level £;. Two
access levels £1, £, are equivalent, £ < {5, if £1 = ¢, and
£> = £1. This order is shown in Fig.7, where T represents
no access at all.

This partial order can be extended to scenarios pointwise:

Si=8 é} V.AZ; € 82.3./4?1 € S1.4 = 0.
Consequently:

— if a given protocol is proven secure under an attack sce-
nario S, then it is also secure under any scenario S’ such
that S = &’; in this case, we say the security in S’ is
implied by a stronger scenario;

conversely, if a protocol is found to be vulnerable in sce-
nario S, then it is also vulnerable in any scenario S’ such
that S’ = S; here, we say that the vulnerability in S’ is
implied by a weaker scenario.

Therefore, upon discovering an attack in a specific scenario,
we can forgo the analysis of stronger scenarios. Conversely,

authorization and confirms the login. Subsequently, the app signs a hash
of the challenge using the device’s private key and transmits this signed
hash, along with the user’s CIE card number, to the IdP server. The
server then validates the digital signature using the registered device
certificates. If the validation is successful, the server grants access to
the user’s account. To ensure security, the generated challenge has a
two-minute expiration period, after which the login attempt is invali-
dated if not completed

if a protocol is verified as secure in a particular scenario, there
is no need to examine weaker ones.

By leveraging these implications, we can observe that for
each single direction interface (such as keyboard and display)
there are three possible access control levels: none, RO and
RW. On the other hand, bidirectional interfaces admit five
possible access control levels. Overall, this leads to an upper
boundof3-3-3.3.5.5-5-5-5=253125 scenarios for
a protocol that would use all interfaces.

We can further reduce this search space by recognizing
that for TLS channels, the only relevant access levels are
io:RO and io:RW, since gaining access to one direction of a
TLS channel inherently grants access to the other direction
as well. Here, we utilize a simplified model that captures the
core properties of TLS (confidentiality, authentication and
message order) while acknowledging that attackers might
be able to block or delay messages. A similar consideration
applies to the SM channels between computer (or mobile)
and the smart card. Overall, this allows us to reduce the upper
boundto3-3-3-3-3.3.3-3.5 = 32805 scenarios, since
for both SM and TLS interfaces the only direction is io.

Furthermore, it is important to note that each protocol
utilizes only a specific subset of the system’s available inter-
faces. Consequently, we can further refine our analysis by
considering, for each protocol, only those attack scenarios

@ Springer



M. Paier et al.

Mobile

i | Keyboard ‘ | Screen ‘ | Computer | ‘ (CielD App) CIE Smartcard ‘ CIE IdP Server ‘ SP Server
SP Server . SP Server i
SAMLRequest, sign(hash(SAMLRequest), SPServerKey)
SAMLRequest, sign(hash(SAMLRequest), SPServerKey)
: Cl number input page U SPInfo = <SPName,
request Cl number input s request Cl number input SPLogo>
numCl 3
numCl numcl
: . QRUr U QRUrl = <opld, opType,
request CielD QR scan request CielD QR SCAN | fq-+-nrmrcmrresrns st D e T SPName, IdPName,
QRur i numcl, opText>
request PIN2 for {opText}
PIN2 PIN2
READ CertCIE
CertCIE CertCIESigned = <pquI(CIEKey), name, CF,
numCl, ...>
SIGN hash(QRUTrl) CertCIE = <CertCIESigned,
sign(hash(QRU), CIEKey) sign(hash(CertCIESigned), PKIMinInternoKey)
(initiate mTLS handshake) :
| ‘ [—U—‘ NOTE: we abstractly represent
i :
(mTLS handshake) challenge new challenge the mTLS handshake security
SIGN challenge properties by means of a
9 challenge signature
sign(challenge, CIEKey)
(mTLS handshake) CertCIE, sign‘(chaHenge, CIEKey)
sign(hash(QRUTrl), dIEKey)
new OTP|
otp oTP | Lﬂ_l;
oTP . oTP
orp iy ote
' . . status, session, SPName | ‘
; : o 3 ,
confirm login to SPName? i confirm login to SPName? H
confirm login coriflrm login
9 session, CONFIRM LOGIN H
SAMLResponse = <authData,
____________________________________ T sign{hash(authData),
SAMLResponse CIEServerKey), ...>
L L H (u}

Fig. 5 Sequence diagram of the L3APP protocol, Level 3 authentica-
tion using the CIE smart card and PIN via a NFC-enabled smartphone.
The IdP generates a QR code containing login details and the CIE card
number, which is displayed on the user’s computer screen. The user
scans this QR code using the CielD application on their smartphone.
The app then displays the service provider’s information and prompts
the user to enter the last four digits of their CIE PIN (PIN2; the first four
digits, PIN1, are securely stored within the app). After the user enters
PIN2 and places their smartphone near the CIE smart card for NFC

that involve the interfaces actually used by that protocol. For
example, in the case of L2SMS, the number of relevant sce-
narios reduces to 3 - 3 -3 -3 -5 = 405. Applying this same
logic to the remaining protocols yields the figures presented
in the last column of Table 1, resulting in a total of 3321
scenarios.

Phishing attacks. Even MFA systems are susceptible to
human error and social engineering attacks; thus, it is impor-
tant to evaluate the resilience of CIE’s MFA mechanisms
against these threats.

Phishing attacks pose a significant risk to users. In a phish-
ing scenario, users might be deceived into granting access to
fraudulent versions of legitimate services or unknowingly
disclosing sensitive information such as one-time passcodes.
To model this attack within our scenarios, we adopt the
assumption that the adversary controls the targeted server, i.e.
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reading, the app unlocks the card, reads its digital certificate and signs a
cryptographic hash of the QR code’s URL. Subsequently, the app initi-
ates an HTTPS request to a fixed IdP server URL, requiring TLS client
authentication using the CIE’s digital certificate. The app transmits the
signed QR code URL hash to the IdP server. Upon successful validation
of the signature, the IdP server generates an OTP and sends it back to the
CielD app. Finally, the user enters this OTP on their computer, which
transmits it to the IdP server for final verification, granting access to the
user’s account upon successful OTP validation

the server the user intends to authenticate with. Our phishing
attack model is consistent with the approach taken in [18];
however, given the absence of fingerprint-related data in the
CIE login process, we have excluded fingerprint bypass from
our analysis.

While the CielD app attempts to mitigate phishing risks by
displaying a three-second warning message prompting users
to verify the displayed URL against the official CIE IdP URL,
users may still overlook or disregard this warning. Further-
more, even with this protection in place, more sophisticated
techniques such as IDN homograph attacks can deceive users
into believing a malicious webpage is legitimate [17].

Formally, to represent a phishing attack scenario we use
the symbol PH in the attack scenario notation. This leads to
double the number of scenarios to analyse, for a total amount
of 6642.
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Fig. 6 Sequence diagram of the L3DSK protocol, Level 3 authenti-
cation using standard TLS client certificates via the PKCS#11 CIE
middleware. Upon selecting this authentication method, the I1dP redi-
rects the user’s browser to a secure HTTPS page that mandates a specific
client certificate chain for access. The browser then initiates the CIE
middleware, which prompts the user to enter the last four digits (PIN2)
of their CIE smart card PIN. This middleware combines the entered
PIN2 with the first four digits (PIN 1), which are stored in encrypted form

4 Formal modelling CIE Level 2 and 3 MFA
protocols

In this section, we discuss the formal modelling of the CIE
Level 2 and 3 MFA protocols and various attack scenarios
using ProVerif, a leading security protocol verifier. Our anal-
ysis evaluates the protocols’ resilience against a range of
scenarios involving pre-compromised user passwords, vary-
ing levels of attacker control over user devices and successful
phishing attempts. By simulating these threats within our
formal models, we aim to provide a comprehensive assess-
ment of the effectiveness of CieID multi-factor approach in
safeguarding user accounts. The complete formalization is
publicly available at [31].

4.1 Introduction to ProVerif

We begin with a brief introduction to ProVerif, a robust tool
designed for the symbolic verification of security protocols
in the symbolic Dolev—Yao model; for more details, we refer
to [8] and various tutorials available online.

\i, sign(hash(authData),
H CIEServerKey), ...>

SAMLResponse = <authData, T

on the computer, to unlock the smart card. Subsequently, the browser
completes the TLS handshake, utilizing the CIE smart card’s digital cer-
tificate and a digital signature to verify ownership of the corresponding
private key. Notably, during this TLS handshake the CIE smart card
certificate, which contains the user’s name, fiscal code (including birth
information) and document ID, is transmitted in plaintext. This raises
potential privacy concerns as it could reveal sensitive personal data and
details of the login attempt to network eavesdroppers

In ProVerif, the protocol specification is written in a vari-
ant of the applied m-calculus, a process algebra used to
formally describe how communicating processes exchange
messages over channels. Messages and the operations per-
formed on them are represented by abstract algebraic terms.
We can define term constructors (e.g. for encryption, signing
or other operations) along with equations that capture their
algebraic properties (e.g. decryption undoing encryption).

Internally, ProVerif models the system by translating the
protocol and the security properties into a set of Horn clauses,
with the security properties specified as logical goals. A
specialized resolution algorithm is then executed on this rep-
resentation to search for a derivation of the negation of each
goal. If no derivation is found, the security property is ver-
ified. However, if a derivation is found, ProVerif extracts a
concrete attack trace and present it to the user.

4.1.1 Terms and processes

In ProVerif, the user can specify an algebraic theory of terms
by declaring a signature X, i.e. a finite set of functions sym-
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in:RW
= <\
out:RW in:RO = T
ﬁ X\ =
io:RW out:RO
|}
io:RO

Fig.7 Security implication between access control levels

bols and a set of algebraic laws which define how terms are
reduced.

Given a signature X, along with a countable set of names
and a countable set of variables, the set of terms is defined
by the grammar:

M,N:=a,b,... names
X, y,... variables
|f(My, ..., M,) constructor application, with (f : n) € ¥

Datatypes can be defined by suitable functions and equa-
tional laws; for instance, pairs are definable by means of a
signature X', = {pair : 2,7y : 1,73 : 1} together with the
reduction rules
mi(pair(M,N)) =M and my(pair(M,N)) =N
where M, N are implicitly universally quantified. Since
my, mp allow to eliminate a term constructor previously
applied, they are called destructors.

Constructors and destructors can be used for modelling
many cryptographic functions in the symbolic model; e.g.
an hash function is modelled by a constructor % : 1 with no
destructors nor reduction rules.

In particular, a perfect symmetric encryption scheme can
be specified by X' = {enc : 2, dec : 2} together with the
equation dec(K, enc(K, M)) = M, reflecting the fact that
the only way to decrypt a message is to know the correct key:
if K # K’, aterm dec(K, enc(K', M)) cannot be reduced
to M, nor can it be analysed or modified in any other way.
This encryption function is called “perfect” because ProVerif
has no way to extract any information from enc(K, M),
apart from decoding it with the correct key: it behaves as an
ideal symmetric encryption scheme. Working in the symbolic
model, ProVerif does not deal with computational aspects,
like key or message sizes, probability distributions of mes-
sages, brute-force searches, etc.

The complete description of process specification lan-
guage, including typing declarations, is provided in the
ProVerif reference documentation. For convenience, a sig-
nificant fragment of the process grammar—defined over a
given term signature and its equations—is provided in Fig. 8.

The null process 0 does nothing (i.e. it is terminated).
in(c, x); P receives a message M from channel ¢ and then
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continues as P[M /x]; notice that this operation is block-
ing. out(c, M); P outputs the message M on channel ¢
and then continues with process P. P|Q is the paral-
lel, interleaved execution of P and Q (which can interact
on shared channels). The process !P effectively behaves
as an infinite number of copies of P running in parallel
(unbounded replication) and new n; P creates a local, new
fresh value before proceeding with process P. The con-
structor if M then P else Q is a standard conditional,
and let M = Nin P is a pattern-matching: the term N
is matched on pattern N, and it proceeds with P only if
the match succeeds, possibly instantiating variables in M.
Finally, event(e(M1, ..., M,)); P signals to ProVerif that a
certain event e (with its parameters) has happened, and then
proceeds with P; this is useful in the specification of security
properties such as authentication or data integrity.

4.1.2 Security property analysis

As mentioned earlier, ProVerif’s analysis is based on Horn
clauses, that is, first-order formulas of the form

FIAN .. ANF,=G1V...VGy

where each F;, G; is a literal. ProVerif provides some pre-
defined literals; in particular, attack(M) will be used to
denote that the attacker knows the term M. Other literals can
be defined by the user; in particular, event e(My, ..., M)
holds when a process has signalled a matching event in its
execution.

ProVerif’s verification core translates the entire system,
including cryptographic primitives, attacker capabilities and
the protocol description, into a comprehensive set of Horn
clauses. Security properties are similarly expressed as queries
that the tool attempts to prove. A common case is

query attack(M)

This goal aims to prove that the attacker can infer the mes-
sage M (e.g. a secret key or a nonce). ProVerif attempts to
deduce this fact from the underlying set of Horn clauses and
the algebraic theory of terms. If the deduction succeeds, a
corresponding attack trace is extracted from the clause infer-
ence. If no derivation of the query can be found, the security
property is verified (i.e. M is proven secret from the attacker).
Another crucial type of query is the correspondence asser-
tion, which uses symbolic events to express dependencies and
ordering constraints between execution steps, even across
different protocol participants. These assertions take the form
of a universally quantified implication:
., M,)) = event(¢/(Ny, ..

query event(e(My, .. ., Ni).
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Fig.8 Syntax of ProVerif P,Q:= 0
processes .
| in(c,z); P
| out(c, M); P
| PlQ
| P
| new n; P

| if M then P else Q
| let M =N in P
| event(e(M)); P

This statement is satisfied if the occurrence of event(e(...))
guarantees that event event(¢/(...)), has already occurred.
For example, a basic authenticity property can be modelled
as: “For any message M, if the receiver logs event(MsgRcvd
(M)), then the sender must have logged event(MsgSnt(M))
before”. To verify this, ProVerif attempts to falsify the asser-
tion, i.e. it tries to prove its negation:

My, ..., M,, Ny, ..
A—event(e’(Ny, ..

., Ny.event(e(My, ...
., Ni)).

s M)

If this inference succeeds, ProVerif extracts an attack trace
showing a scenario where the first event happens but the
second one does not, thereby demonstrating a violation of
the security property.

Since the verification of security properties is an undecid-
able problem, ProVerif (like similar protocol verifiers) may
not always yield a definitive result. Furthermore, verifying
highly complex protocols may be constrained by practical
time and memory limits. In practice, the tool produces one
of three outcomes:

— True: The property is formally verified, and no attacks
were found within the symbolic model.

— False: A vulnerability is identified, and a concrete attack
trace is exhibited.

— “Cannot be proven”: This inconclusive state typically
occurs when the tool’s over-approximation leads to a log-
ical derivation of an attack (via Horn clause resolution)
for which a valid execution trace cannot be reconstructed.

In the latter case, ProVerif provides intermediate informa-
tion that assists developers in manually identifying potential
vulnerabilities and refining the specification. By making non-
essential changes to the model (such as reordering process
operations or adding auxiliary checks), we can guide the
tool’s search algorithm while preserving the protocol’s orig-
inal semantics. This procedure ensures that we do not settle
for inconclusive results but instead push the tool towards a

null process

message input

message output

parallel composition

replication

fresh name creation

conditional

local declaration with pattern matching

event

definitive proof of security or the discovery of a valid attack
trace.

In fact, extensive case studies over more than two decades
have consistently demonstrated ProVerif’s precision and effi-
ciency for practical applications; see, for example, [5, 8, 21,
28] and the web page at [7] for hundreds examples.

4.2 Modelling CIE protocols in attack scenarios

Within ProVerif, participants in a protocol are modelled as
parallel-executing processes that communicate by exchang-
ing messages over channels. The primitive out(c, m) denotes
the sending of message m on channel ¢, whilein(c, x); P rep-
resents a process that, upon receiving a message from channel
¢ and binding it to the variable x, proceeds with the execution
of process P. Channels can be declared as either public or
private. Adhering to the Dolev—Yao model, an attacker can
intercept and manipulate any message transmitted over chan-
nels whose names are known to him. Consequently, even a
private channel becomes accessible to the attacker if its name
has been disclosed.

Each interface of the architecture in Fig. 1 is modelled as
a pair of private channels: one for input and one for output.
Moreover, we assume a public channel public, accessible
to the attacker. Given a formalization P of a protocol and
an attack scenario S, we can derive a formalization Pg that
incorporates new primitives representing the attacker’s capa-
bilities as defined by S, as follows:

— To simulate an attacker gaining read-only access to an
interface, we disclose all messages transmitted on the
corresponding private channels. Formally, if iface repre-
sents a secret interface channel, then

— each instance of out(iface, message) in the protocol
is replaced by

out(public, message); out(iface, message);
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— each instance of in(iface, message) is replaced by
in(iface, message); out(public, message).

— Conversely, to grant the attacker read—write (i.e. com-
plete) access to a channel, we disclose its private channel
name to them, with an out(public, iface) at the beginning
of the protocol.

Furthermore, modelling authenticated communication
channels, specifically those secured by TLS, necessitates spe-
cific abstraction techniques.

— We exclude the details of TLS handshake protocols
from this analysis (for which we refer to the ded-
icated study in [5]). Instead, we abstractly model a
secure and authenticated TLS channel using a func-
tion TLS(1d, id) : channel. Only authorized parties
are permitted to invoke this function to obtain unique,
unguessable channel names, thereby ensuring system
integrity. When a TLS connection is established, one host
generates a fresh session identifier, which is implicitly
associated with all subsequent transmitted messages to
prevent session confusion and data mixing.

— Since ProVerif’s native channels are synchronous, a
direct representation would preclude the simulation of
critical network attacks, such as message blocking or
delay by an active attacker. To enable these asynchronous
network behaviours, we model each TLS channel by
decoupling the communication using the r -calculus par-
allel composition operator.

— Finally, to accurately simulate scenarios where the
attacker controls one communicating party and consis-
tently initiates TLS sessions, we introduce an auxiliary
TLS manager process. This manager is responsible for
establishing TLS channel names with the compromised
party and explicitly revealing these names to the attacker,
facilitating targeted session attacks.

Finally, to simulate phishing attacks, the model retrieves
the target server URL from a publicly accessible channel,
mimicking potentially compromised online sources suscep-
tible to manipulation. In a real-world scenario, a vigilant
user would typically compare this obtained URL against the
known and legitimate address of the IdP server. However, in
attack scenarios involving phishing, our model assumes that
the targeted user bypasses this verification step.

4.3 Modelling security properties
The main property we consider is the injective corre-

spondence of login attempts and successful logins: every
successful login authorization given by the IdP to a device
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must correspond to a unique login attempt initiated by the
user on the very same device. In ProVerif, this is rendered by
a query as follows:

query x : id; inj-event(Login(x))
= inj-event(User LoginRequest(x))

where the Login(x) event is raised by the IdP server
when it successfully concludes a login attempt, and
UserLoginRequest(x) is generated by the user when they
initiate a login attempt.

Sometimes, ProVerif may fail to verify the injective cor-
respondence security goal, leading to either a timeout or a
“Cannot be proven” result. In such cases, we can employ a
strategy to guide the verifier towards discovering a concrete
attack trace. Specifically, we modify the security query as
follows:

query x : id; event(Login(x))
= event(UserLoginRequest(x)).

where Login(x) and User LoginRequest(x) are defined as
above.

This modified query compels ProVerif to search for an
attack scenario where a successful login (Login event)
occurs without any preceding login initiation by the legit-
imate user (User LoginRequest event). Requiring a Login
event to happen without a prior User Login Request rep-
resents a more challenging setting for the attacker than
the original injective correspondence goal. Consequently, if
ProVerif discovers an attack trace satisfying this query, it
automatically demonstrates a violation of the original injec-
tive correspondence goal as well, thus indicating a protocol
vulnerability within the analysed scenario. On the other hand,
a positive verification outcome (i.e. no attack found) for this
modified query does not necessarily guarantee the protocol’s
security with respect to the original injective correspondence
goal: the injective correspondence property might still be vio-
lated in ways that are not captured by this more specific query.

4.4 Dynamic generation and exploration of attack
scenarios

As detailed in Sect.3, a comprehensive security evaluation
of the CielD protocols necessitates testing them against all
attack scenarios representing the spectrum of control an
attacker might gain over various interfaces, encompassing
even human-induced threats like phishing. Consequently,
for each protocol’s formalization P, we must generate and
analyse a corresponding variant Pgs for every scenario S iden-
tified within our threat model. As illustrated at the end of
Sect. 3, this can lead to analyse over 6600 distinct ProVerif
models.
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results < new map|Scenario — Result]{}
for all sc € Scenario do
if results[sc] # L then
continue
end if
res < VERIFY(sc)
if res = TIMEQUT V res — CANNOTBEPROVEN then
res’ « VERIFYNOINJ(sc)
if res’ = VULN then
res <— VULN
end if
end if
results[sc] < res
if res = VULN then
for all s¢’ € Scenario s.t. s¢’ = sc do
results[sc'] < res
end for
else if res = SAFE then
for all s¢’ € Scenario s.t. sc = sc’ do
results[sc'] < res
end for
end if
end for

Fig.9 Pseudocode for the dynamic generation and exploration of attack
scenarios

To streamline the generation of these numerous ProVerif
models, we have developed a general model template and uti-
lized the m4 macro processor [19]. Within this template, each
potential attacker control and human-induced threat is associ-
ated with a specific set of pre-processor definitions. We have
created a Python script to systematically iterate through the
entire range of possible scenarios; the corresponding pseu-
docode is presented in Fig. 9.

For each scenario, the script employs m4 to generate
the corresponding ProVerif model instance, which is then
automatically verified by ProVerif. Furthermore, the script
incorporates an optimization to automatically skip the ver-
ification of model instances whose outcome (security or
vulnerability) can be logically inferred from the results of
previously analysed scenarios, i.e.:

— if Pgisfound to be vulnerable, we can skip the generation
and analysis of Pg for all &’ stronger than S (S = S);

— if Pg is found to be secure, we can skip the generation
and analysis of Pg for all S’ weaker than S (S = &').

5 Analysis results

This section presents the findings of our analysis concern-
ing the security properties of the CIE Level 2 and Level 3

authentication protocols. We also discuss the scope and lim-
its of formal proofs in the symbolic model.

5.1 Level 2 protocols: L2SMS, L2PSH, L2QRC

Although CIE level 2 protocols provide a stronger defence
against unauthorized access than passwords alone, they are
not without vulnerabilities. Table 2 reports the findings of
our formal analysis of these authentication schemes.
L2SMS offers a degree of resistance against brute-force
attacks targeting stolen credentials, but it remains vulnerable
to more sophisticated techniques. Notably, malware such as
USB keyloggers can present a significant threat by intercept-
ing the one-time passcodes delivered via SMS. An attacker
who captures these codes can bypass L2SMS authentication,
rendering this security measure ineffective.

Compared to protocols utilizing TLS channels, L2SMS
suffers from inherent transport-level security limitations.
SIM swapping attacks, in which an attacker fraudulently
transfers a victim’s phone number to a SIM card they control,
represent a significant vulnerability. Furthermore, L2SMS
may be susceptible to SS7 attacks exploiting weaknesses
within the signalling system and the weaker encryption pro-
tocols employed in older UMTS and GSM networks [36].

Our analysis revealed a problematic aspect of L2SMS:
although it eliminates the need for on-screen code scanning
by relying solely on SMS delivery of the one-time passcode,
this very passcode is subsequently displayed on the com-
puter screen, rendering it vulnerable to malware capable of
capturing screen output.

Currently, the most problematic aspect of L2SMS lies
in the fact that CIE users do not have the option to dis-
able L2SMS logins even after registering CielD devices for
stronger Level 2 protocols. This oversight introduces a poten-
tial attack vector, undermining the security benefits intended
by the user’s preference for more robust protocols. Further-
more, the process for enrolling new L2QRC devices relies
on an authentication mechanism similar to L2SMS, raising
questions about its efficacy as a genuine security upgrade.
L2QRC offers stronger security compared to L2SMS. It suc-
cessfully avoids attacks passively extracting data from nearly

all interfaces examined in the analysis, as demonstrated by
: pctls  gpckbd  ype-displ - ymob-hum  gmob-tls

the scenario {Aj; pq. Ain.ro ’Aqut:RO » 40RO CASRW )

However, L2QRC struggles against active attackers, except

in the case of the Mobile TLS interface which can be fully
compromised without hindering the protocol security. Many
identified attacks involve substituting (through direct or indi-
rect control of available system interfaces) the login operation
identifiers presented to the CieID app. These attacks exploit
the fact that the CieID app does not show to the user any ele-
ment to identify the login session (such as device fingerprints
[2]) during the L2QRC authentication phase: this prevents
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Table2 Analysis results of Level 2 protocols under different threat scenarios

Threat Scenario L2SMS L2PSH L2QRC
X
AT X
A — X
Ango™ X
Abcere. X
Abcerw X
Ao’ X
AR X
Afao X
Aiso Anro. Aowro Aupo™" A M
Al an X
PH X X
Results:

- v security proved

- v security implied by the security proved in a stronger scenario

- X attack found

- X attack found in a weaker scenario

- — threat scenario not applicable to the protocol

Scenarios:

- PH: Phishing Attack

- AZ: .. Attacker control over a system interface, where

e if is the name of the system interface

e d represents control over interface’s inputs (in), outputs (out) or both (io)

e a is the access control over the interface: read-only (RO) or read—write (RW)

security-conscious users to recognize suspicious operations
(like concurrent login attempts) and abort the authentication.

Our analysis identified an interesting attack applicable in
scenario {Ai?f:;(vk\),d}. By modifying the keyboard input, an
attacker can manipulate the URL a user intends to visit,
essentially redirecting them to a malicious webpage. While
similar to phishing attacks, this method operates on a lower
level: phishing deceives users into visiting malicious web-
sites by exploiting human behaviour, whereas this attack
directly alters user input, bypassing the user’s awareness.
L2PSH exhibits the weakest security properties: an attacker
can achieve a Level 2 login by possessing only Level 1 cre-
dentials, without needing to compromise any communication
interface. Indeed, ProVerif identified a successful attack trace
even within the empty scenario (representing an uncompro-
mised system), the corresponding sequence diagram of which
is shown in Fig. 10.

This attack is quite similar to the timing attack identi-
fied on Google’s G20T, as detailed in [18]. In fact, L2ZPSH
may be even more vulnerable due to its handling of con-
current access attempts: the CielD app overwrites previous
notifications, thereby hindering the user’s ability to detect
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potentially fraudulent duplicate login attempts. Furthermore,
L2PSH fails to provide the user with any information regard-
ing the device fingerprint or the specifics of the attempted
operation within the login request, further increasing the risk.

Therefore, to circumvent L2ZPSH authentication, an attacker
merely needs to monitor network traffic for a legitimate
access attempt initiated by the user. Upon detecting such
an attempt, the attacker swiftly initiates a malicious login
attempt using the user’s Level 1 credentials. The legitimate
access notification displayed to the user is then subtly over-
written by the notification from the attacker’s malicious
attempt. The unsuspecting user proceeds to authorize what
they believe is their own login attempt via the notification,
inadvertently granting the attacker access to their account.

The absence of any obvious anomaly during this process
renders the attack highly deceptive. The sole indication is a
brief moment where the legitimate notification is replaced
by an identical-looking one; however, this subtle change is
unlikely to be noticed by the majority of users, even security-
conscious ones. Notably, this attack has been successfully
implemented as a proof of concept on one of the authors’
CIE accounts, demonstrating its actual feasibility.
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Fig. 10 Overview of the L2PSH attack in the empty scenario

5.2 Level 3 protocols: L3APP, L3DSK

The CIE Level 3 protocols represent a notable security
enhancement over Level 2, primarily due to the integration of
the physical CIE smart card as the additional authentication
factor. To successfully compromise Level 3 authentication,
an attacker must either gain control over the communication
channel with this more secure physical device or manipulate
the user into performing actions with the smart card on their
behalf. This latter strategy falls under the umbrella of social
engineering; however, when it involves a physical smart card,
users might perceive it as a more unusual, potentially risky
and therefore more suspicious activity compared to purely
digital social engineering tactics. The findings of our analy-
sis concerning the CIE Level 3 protocols are summarized in
Table 3.

L3APP employs a significant number of interfaces and
exhibits a notably complex flow. This complexity contributes
to a broader attack surface compared to protocols with sim-
pler architectures. Specifically, the transmission of sensitive
data across this multitude of interfaces and devices creates
numerous opportunities for attackers to exploit different tech-
niques at various levels. This is clearly illustrated in Table
3 by the substantial number of “proven” attacks (i.e. those
not implied by weaker scenarios), each corresponding to a
distinct attack path.

sign(hash(hash(OTP)),
deviceKey)

(se1) statusinfo

(se1) status, session

Attacker
authenticated

Actually, several of these attacks share the aim of recov-
ering the PIN and the OTP through various means. Consider,
for instance, an attacker capable of initiating communication
with the smart card and forcing it to sign the IdP challenge
(effectively having access to the mob-hum interface input
stream). This capability alone is insufficient for successful
authentication, as while the smart card PIN may be acquired
by observing the input provided by the user during a legit-
imate login attempt, the attacker would still need to gain
access to output OTPs. The OTP can be obtained through
multiple ways: an attacker might gain full read—write access
to the user’s smartphone, enabling them to observe the screen
and capture displayed information ({A{Q%}‘\’Nh“m}); alterna-
tively, they could log keystrokes on the computer’s keyboard,
recording the OTP as it is entered ({Aﬁfé(gd, m‘;g,vh”m})
or the OTP could be intercepted by compromising the

TLS interface between the computer and the IdP server
((Afag Angwr ™D

As for L2SMS, the OTP code is displayed on the com-
puter’ screen, and hence, it can be observed by an attacker
that has control over the screen’s output channel, e.g. by some
malware capable of capturing screen output.

Unfortunately, due to the complex handling and trans-
mission of secrets, the identified vulnerabilities in L3APP
cannot be fixed with some minor adjustments. Nevertheless,

L3APP offers at least the same level of security as L2QRC.
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Table 3 Analysis results of

Level 3 protocols under Threat Scenario

L3APP L3DSK

different threat scenarios. See

Amob—sm -
Table 2 for the legend io:RW X
Amob—hum N4 —
in:RW -~
mob-hum mob-tls
'Ain:RW 'Aio:RO )7( -
mob-hum mob-sm
‘Ain:RW ‘Aio:RO X -
mob-hum
AgRw X -
pc-displ mob-hum
Asutro AinRw X -
pc-displ
Agut:Rw X
pc-kbd mob-hum
Ain-ro AnRw X -
pc-kbd
Ainrw X X
pc-tls mob-hum
Aio:ro AnRw X -
pc-tls pc-kbd pc-displ mob-hum mob-sm mob-tls y
‘Aio:RO ‘Ain:RO Aout:RO ‘Aio:RO ‘Aio:RO ’Aio:RW R -
pc-tls
Aio:rw X
pcsm
Aio:rw X
PH X
pc-sm pc-tls pc-kbd pc-displ
PH  Aigro  Arw  Ainro AsutRw - v

The enhanced security stems from the requirement that the
smart card must be in physical contact with the mobile device
during authentication. This necessity of a physical token
introduces a deliberate and somewhat unusual user interac-
tion, potentially increasing the difficulty for attackers due to
the inherent suspicion such an action might evoke in a mali-
cious context.

L3DSK stands out as the most robust protocol within the CIE
suite, notably guaranteeing the absence of successful attacks
even when phishing is possible and the attacker gains access
to multiple interfaces (as indicated in the last row of Table 3).
Still, our analysis reveals two distinct potential failure modes.
The first attack scenario arises when the communication
channel with the smart card is compromised with read—write
access ({A&C:;W D. This finding is expected, as such a level
of control would allow the attacker to fully emulate the oper-
ating system’s smart card communication middleware. The
second vulnerability occurs when an attacker successfully
obtains the card’s PIN and subsequently re-enters it to autho-
rize a new session, by exploiting the computer’s keyboard

channel ({.A!O C;(vk\),(]l}). These limitations appear to be intrinsic

to the protocgi’s design and are not easily resolvable through
minor modifications.

Addressing these security concerns, especially the PIN
retrieval and replay attack, necessitates a fundamental archi-
tectural shift. One potential solution involves replacing the
smart card with a personal, tamper-resistant authenticator
device. This dedicated hardware could feature an embed-
ded screen to display session-specific information, such as a
dynamic code, enhancing user awareness of the transaction.
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Additionally, an integrated, tamper-proof keyboard would
provide a secure method for PIN entry, mitigating the risk of
eavesdropping. While likely impractical for current eIDAS
implementations, such a hardware-based approach could
offer enhanced security guarantees in smaller, controlled,
high-security environments where dedicated hardware solu-
tions are feasible.

5.3 On the scope of symbolic modelling

In our framework, cryptographic primitives are treated
as “perfect black boxes” following the standard Dolev—
Yao algebraic assumptions. This approach intentionally
abstracts away the computational complexity of specific
attack techniques—such as side-channel analysis or differ-
ential cryptanalysis—to enable a rigorous verification of the
protocol’s structural logic.

The alignment between symbolic abstractions and real-
world deployments is a foundational topic in formal methods
[1, 6, 38]. As with any scientific model, a fundamen-
tal trade-off exists: excessive abstraction risks overlook-
ing implementation-specific vulnerabilities, while excessive
granularity often renders systematic reasoning computation-
ally infeasible.

We position the symbolic model as a functional speci-
fication that defines the mandatory security properties any
compliant implementation must satisfy. For instance, if a
protocol is proven secure assuming perfect encryption, the
subsequent use of a compromised primitive constitutes a fail-
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ure of the implementation to meet the specification, rather
than a flaw in the model itself.

However, if a model fails to capture a relevant class of
threats, it must be refined. Our interface-based methodology
is designed specifically for this type of evolution; it is inher-
ently modular and extensible, allowing for the integration of
new components or interfaces to formalize emerging threat
vectors (e.g. side-channel or fault-injection) as they are iden-
tified.

This approach establishes a clear hierarchy of security: a
symbolic proof provides a necessary, though not exhaustive,
precondition for computational and physical security. A pro-
tocol that is logically flawed at the symbolic level cannot be
“rescued” by any cryptographic implementation. Therefore,
according to the “fail-fast” principle, our work serves as a
critical first filter: it identifies which protocol architectures
are fundamentally robust against defined threat models.

This analysis is intended to be complementary to heuristic
and computational methods [10, 38]. The primary strength
of our framework lies in its systematic exhaustiveness: by
abstracting the mechanism of an attack into its logical con-
sequences (interface compromise), we can automatically
evaluate thousands of scenarios in hours—a task that would
require years of manual heuristic effort.

By establishing this baseline, our work provides a robust
architectural blueprint for eIDAS-compliant MFA. Once a
protocol is symbolically verified, heuristic analysis can be
targeted towards the high-value task of bridging the “last
mile” between these verified specifications and their actual
realizations, ensuring that implementation-specific details,
such as cryptographic agility and side-channel resistance,
satisfy the high-assurance requirements of the eIDAS ecosys-
tem.

6 Protocol improvement

The analysis detailed in Sect.5 reveals that all Level 2 and
Level 3 protocols exhibit certain vulnerabilities under spe-
cific attack scenarios. For instance, in L2SMS, if an attacker
gains control of the user’s telephone number, the SMS-
delivered code can be intercepted. Similarly, in L2PSH, if the
user’s smartphone is compromised by malware, the attacker
could potentially forward their own push notification to the
user. In L2QRC, an attacker capable of displaying arbitrary
data on the user’s computer screen could present a malicious
QR code. These examples illustrate the weaknesses under
specific compromise conditions.

It is important to note that most of these vulnerabilities
stem from attacks targeting the communication channels
and the devices themselves, rather than from logical flaws
inherent to the protocols. Consequently, addressing these
vulnerabilities would necessitate a redesign of the under-

lying architecture. Nevertheless, by including these attack
vectors in our threat model, we can analyse the protocols’
resilience even when the communication channels or the
platforms have been compromised. For example, our analy-
sis indicates that L2QRC remains secure even if an attacker
manages to decrypt TLS traffic or intercept keyboard input,
and L3DSK remains secure even when phishing is possible
and the attacker gains access to multiple interfaces.

Still, certain weaknesses are intrinsic to the design of the
protocols, and these can potentially be mitigated by minor
changes. We propose an improvement of L2SMS, L3APP
and L2PSH protocols, in order to address the display channel
vulnerability of the formers and the “notification overwrite”
of the latter.

6.1 L2SMS*: L2SMS improvement

The ProVerif trace from our analysis reveals that the vul-
nerability in L2SMS lies in the display of the OTP code on
the user’s screen, thereby exposing it to attackers employ-
ing read-only screen access methods such as screen sharing
software or “shoulder surfing”.

To rectify this issue, it is sufficient to eliminate the step
of displaying the OTP code on the screen after keyboard
input. Formal verification of this modified protocol, which
we denote as L2SMS#*, confirms the effective mitigation of
this vulnerability (see Table 4). This implies that an attacker
with read-only or read—write access to the display channel
can no longer achieve unauthorized access. The verification
of the revised protocol shows no further security concerns.

To prevent attackers from observing the OTP during user
input, a possibility is to give no feedback at all, by eliminating
any character display on the screen while typing the code.
Alternatively, characters can be masked, by replacing the
actual digits with asterisks or bullets as they are typed. This
keeps the actual code hidden from view, while providing
some basic user confirmation.

6.2 L3APP*: L3APP improvement

Our analysis of L3APP uncovered a vulnerability similar to
the one addressed by L2SMS*: both L2SMS and L3APP
present the OTP on the screen, making it vulnerable to
screen observers. To fix this, mirroring our approach with
L2SMS, we propose masking the characters of the OTP as
the user types them. This measure would prevent attackers
with screen access from observing and potentially exploit-
ing the OTP. Formal verification of L3APP*, the modified
version of L3APP incorporating this masking, demonstrates
the successful mitigation of this vulnerability, confirming the
protocol’s security even in scenarios where an attacker has
full control over the display channel.
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Table 4 Comparison with the improved protocols. See Table 2 for the rest of legend

Threat Scenario L2SMS L2SMS* L2PSH L2PSH* L2QRC L3APP L3APP* L3DSK
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‘Aio:RO L( )1
pc-tls mob-hum
‘Aio:RO ‘Ain:RW X X -
-tls pc-displ
Al A X
io:RO out:RW A
pc-tls pc-kbd pc-displ mob-hum mob-tls
‘Aio:RO 'Ain:RO ‘Aout:RO 'Aio:RO ‘Aio:RW - - v -
mob-psh pc-tls pc-kbd pc-displ mob-hum mob-tls
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mob-sm pc-tls pc-kbd pc-displ mob-hum mob-tls
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io:RW c
NC - - - X - -
PH X X X X X X
pc-sm pc-tls pc-kbd pc-displ .
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Results:

-(X) ProVerif finds attack after a minor manual modification to the scenario’s code

Scenarios:

- NC: no-check scenario (the user skips the verification of the session identifier)

6.3 L2PSH*: L2PSH improvement

The attack trace visualized in Fig. 10 reveals a critical vul-
nerability intrinsic to the protocol’s design, as it remains
susceptible to exploitation even without any interfaces being
compromised by an attacker.

To address this inherent vulnerability and enhance the
protocol’s security, we propose implementing a verification
mechanism for push notifications. This mechanism would
enable users to confirm that the push notification received
on their device corresponds to their initiated login attempt.
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Should the verification fail, the user must cancel the login
attempt to prevent unauthorized access. We call this enhanced
protocol L2PSH*, and it is illustrated in Fig. 11.

The proposed session code mechanism, while theoreti-
cally robust, remains susceptible to human error, as users
may approve requests without verifying the codes. To ensure
active engagement, a selection-based approach is recom-
mended. In this model, instead of passively viewing a code,
the user must identify and select the correct matching code
from a randomized grid displayed on their mobile device.
This forces a cognitive check, ensuring the user confirms the
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Fig. 11 Sequence diagram of the L2PSH* protocol, Level 2 authenti-
cation via app push notification improved with unique session code. In
blue the exchange steps that have been added or modified. During the
login process, the code (e.g. a number or a short passphrase) is gen-
erated by the IdP server and displayed on the user’s computer screen.

link between the PC session and the mobile authorization
before the login proceeds.

As demonstrated in Table 4, the formal analysis in ProVerif
of L2PSH* confirms that the vulnerabilities inherent in
L2PSH have been successfully mitigated; thus, L2PSH*
achieves a security level equivalent to that of L2QRC.

The verification of L2PSH* in the {Amf’Rk\’,;,h“m} scenario
warrants a detailed discussion. Among the hundreds of sce-
narios automatically generated by the algorithm in Sect.4,
this is the sole case where ProVerif remained inconclusive,
terminating with “Cannot be proven”. As noted in Sect.4.1,
this result occurs when the tool identifies a logical deriva-
tion of an attack but is unable to reconstruct a corresponding
execution trace due to the abstractions employed.

As a general principle, an inconclusive “Cannot be
proven” result often signals a potential vulnerability. This can
be confirmed by a manual analysis of the logical derivation
provided by ProVerif. Moreover, targeted model refinements
can be employed to assist the tool in successfully reconstruct-
ing a concrete attack trace, thereby confirming the threat.

In the case of L2PSH* in the {Amf’ﬁ,h”m} scenario, the
analysis of the logical derivation indeed suggested a vulner-
ability. We then applied a minor refinement to the model to
guide ProVerif’s reconstruction algorithm. Specifically, we
introduced parallelism immediately preceding the OTP out-

Simultaneously, the same code is sent along within the push notification
and shown to the user on the mobile device. The user should then check
that the two codes match, before proceeding with authorizing the login
on the CielD mobile app

put on the mobile screen. This modification effectively grants
the attacker temporary Write access to the mobile screen
({Ag‘u‘;?é{,‘\}lm}). While this represents an over-approximation
of the intended threat model (since the attacker should not
possess write access to the screen in this scenario), it served
as the necessary catalyst for ProVerif’s search process: in
this extended model ProVerif is able to reconstruct the attack
trace.

The attack consists in retrieving the app PIN by exploiting
read access to the mobile device’s touchscreen and subse-
quently using it in a separate session to authorize a login
attempt initiated by the attacker. A high-level visualization
of this semi-automatically discovered attack trace is shown
in Fig. 12.

Crucially, this attack trace does not exploit the artificially
introduced capability Ag“uotl:’é\*}\fm: no write operation on the
mobile device’s screen is done by the attacker. This proves
that the attack is feasible even within the more restrictive
original scenario {Am%mh”m}. This confirms that the initial
“Cannotbe proven” result was indeed masking a real protocol
flaw rather than a false positive.
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Fig. 12 Overview of the attack to L2ZPSH* in the {Am%k\’,],h“m} scenario

7 Related work

Our work builds upon and contributes to the extensive body of
research on the formal verification of security protocols, par-
ticularly those employing multi-factor authentication. The
symbolic Dolev—Yao model, as implemented in tools like
ProVerif [8], provides a powerful framework for analysing
the security properties of cryptographic protocols against
passive and active adversaries.

The relationship between symbolic and computational
methodologies remains a cornerstone of cryptographic
research, often framed as the “computational justification
of the symbolic model”. The seminal work of Abadi and
Rogaway [1] established the initial formal conditions under
which symbolic equivalence implies computational indistin-
guishability. Subsequent research has expanded this scope
to address increasingly complex security properties, such as
anonymity by Wang et al. [38] and the development of “com-
putationally sound” automated verification techniques within
tools like ProVerif [6].
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Our work builds upon this established tradition by uti-
lizing the symbolic model as a rigorous logical filter. By
distinguishing between the mechanism of an attack and its
logical consequences, we provide a necessary—though not
exhaustive—precondition for computational and hardware
security. This approach allows us to ensure that a protocol
is structurally sound before addressing implementation-
specific heuristic concerns, effectively bridging the gap
between abstract protocol design and secure real-world
deployment [10].

Several studies have applied formal verification tech-
niques to analyse the security of various (multi-factor)
authentication schemes [4, 13, 16, 22, 32, 34]. Inspiring
for us has been the work by Jacomme and Kremer [18],
which presents a comprehensive formal analysis of Google’s
G20T protocol. Our work shares a similar goal of rigorously
analysing real-world MFA protocols, but focuses on eIDAS
MFA, and specifically the CIE Level 2 and 3 authentication
mechanisms.

Sinigaglia et al. [34] explored the idea of aggregat-
ing fundamental attacker capabilities to simulate various
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attack scenarios for MFA in online banking. Besides for
the applicative context, our approach distinguishes itself also
by employing automated tools to generate formal (ProVerif)
models of these scenarios, thereby streamlining the process
significantly.

Bhargavan et al. [5] have extensively worked on the formal
verification of TLS 1.3, a critical underlying protocol for
many web-based authentication schemes. While our work
abstracts away some of the complexities of TLS by using a
dedicated channel model, we acknowledge the importance of
their work in understanding the security foundations of web
communication.

The formal analysis of mobile authentication protocols has
also been a significant area of research. Laud and Roos [22]
presented a formal verification of the Estonian Mobile-ID
protocol, a system deployed since 2008 that enables Esto-
nian citizens to authenticate and issue digital signatures. Our
analysis of L2PSH and L2SMS contributes to this body of
work by formally modelling and verifying these specific
implementations within the CIE architecture, revealing vul-
nerabilities related to notification handling and OTP display.

The vulnerabilities we identified in L2ZSMS related to SMS
interception and SIM swapping are consistent with known
weaknesses of out-of-band authentication methods relying
on the SS7 network, as discussed by Ullah et al. [36]. Our
formal analysis provides a concrete instantiation of these gen-
eral concerns within the context of the CIE architecture.

The vulnerability of hardware to physical access is a well-
documented challenge. In the context of wireless sensor
networks (WSNs), Wang et al. [37] provide a foundational
perspective on node capture attacks, focusing on the physi-
cal extraction of secrets and the resulting collapse of network
resilience. These traditional studies typically employ proba-
bilistic or computational models to analyse the mechanisms
and difficulty of the breach. Our work shares these con-
cerns but diverges in its level of abstraction. While WSN
literature examines the process of capturing a node, our
symbolic interface-based methodology abstracts away the
specific attack vector (e.g. side-channel or brute-force) to
focus exclusively on the logical consequences of the com-
promise. In our framework, a “node capture” is represented
as a resulting state where the attacker possesses read-only
or read—write access to an actor’s interfaces. This allows
us to formally verify the structural integrity of MFA pro-
tocols within the eIDAS framework, ensuring protocol logic
remains robust even when critical actors are assumed to be
compromised. In this sense, our work complements hardware
security literature by providing a formal framework for the
post-compromise phase.

Research in usable security [39] emphasizes the impor-
tance of designing mechanisms that are both effective and
user-friendly. Our proposed enhancements to L2PSH aim to
strike a balance between security and usability.

8 Conclusions

In this paper, we have proposed a methodology for for-
mal modelling and analysis of multi-factor authentication
schemes of eIDAS digital identity cards, using Italian CIE
as a guiding example. More specifically, we have provided
a threat model for CIE that covers vulnerabilities based
on an attacker’s access to interfaces of the system archi-
tecture. We provided a complete formalization of CIE’s
Level 2 and 3 authentication schemes using both sequence
diagrams and ProVerif code. Then, we have automatically
carried out an extensive analysis of these schemes in Pro Verif,
under thousands of possible attack scenarios identified by the
interface-based threat model. This analysis exposes specific
security vulnerabilities within the protocols L2SMS, L2PSH
and L3APP, for which we have proposed targeted improve-
ments. Moreover, our analysis has highlighted that L3APP
has a broader attack surface than L3DSK.

Our methodology is general, as it focuses on what happens
if interfaces have been compromised, abstracting away the
specifics of how the control was acquired. This abstraction
allows for broad threat modelling, besides traditional sniff-
ing or message forging. For instance, a malware that grants
an attacker root access to an actor can be seen as a scenario
where the attacker fully controls all interfaces of that actor;
a side-channel attack which allows to capture plaintext data
flowing from the PC to the smart card is modelled as the
attacker acquiring read-only access to the PC’s output inter-
face connected to the smart card.

A primary advantage of the proposed methodology is its
future-proof design: it inherently accounts for novel or undis-
covered vulnerabilities, provided their impact manifests as a
compromise of the interfaces defined within the model. Fur-
thermore, the model is highly extensible: if new attackable
interfaces are discovered, the system can be updated without
compromising the validity of previous results, since previ-
ously analysed scenarios can be interpreted within the new
architecture as assuming the security of the new interfaces.

From our analysis, we may observe that certain channels
appear to be non-essential for achieving the security of a
protocol. For example, security of the mobile TLS chan-
nel appears to be not strictly required for the security of the
L2QRC protocol. However, this should not lead us to con-
clude that the data can be transmitted unprotected, since it is
always advisable to minimize the information accessible by
the attacker, regardless of whether the security of a specific
channel appears strictly necessary for the primary security
properties under consideration. This principle of informa-
tion minimization acts as a crucial defence-in-depth strategy,
to avoid to provide the attacker with additional intelligence
allowing them to exploit unforeseen attack scenarios.

The methodology we have followed in this work can be
applied also to MFA schemes of other eIDAS-compliant dig-
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ital identity cards. Scripts are available in the accompanying
artefact [31] and should be easily adaptable.

We have informed the Italian National Cybersecurity

Authority (ACN) and the IPZS about the results of this
research, and we are collaborating for the improvement of
the CielD protocols and mobile applications.
Future work. Itis widely recognized that side-channel attacks
(on timing, power consumption, electromagnetic emissions,
etc.) constitute a significant security challenge for smart cards
[11, 25, 26, 29]. While an analysis in the symbolic model
does not focus on hardware-level vulnerabilities, the inter-
face model used in this work inherently accounts for attacks
that leak information over established communication paths.
Furthermore, the framework is designed for easy extensibil-
ity to accommodate more specialized hardware threats. For
instance, a side-channel attack leading to the leakage of a
private key stored within the smart card can be formalized
by introducing a dedicated, isolated interface connected to
the card, granting the attacker read-only access to its output.
Similarly, a fault-injection attack that alters the smart card’s
output can be modelled as the attacker gaining write-only
control over the receiving host’s input interface. We reserve
the formalization and analysis of these specialized extensions
for future work.

A complete security analysis of an MFA infrastructure
has to consider the full system lifecycle, particularly the
often-vulnerable enrolment and recovery procedures [20,
40]. However, these procedures are inherently separate from
the core authentication protocols, as they often involve dis-
tinct security principals (e.g. dedicated recovery agents or
administrators) who do not participate in the authentication
exchange between the client, servers and identity provider.
Consequently, analysing the security of enrolment and recov-
ery requires a quite different interface-based architecture than
the one for the authentication protocols. Moreover, a formal
analysis is currently unfeasible for certain systems, such as
the CIE, because the underlying enrolment and recovery pro-
cesses lack the public documentation necessary to accurately
model the agents and their interactions. For these reasons,
a rigorous analysis of enrolment and recovery procedures
deserves a separate and dedicated future work.

Investigating the implementation of official CIE authenti-
cation for adherence to security best practices holds promise
as a research topic. By verifying such adherence, we can
minimize potential attack vectors.

The interface-access threat model could be applied in
other domains. A captivating case pertains to containers,
which inherently possess well-defined interfaces for inter-
action. We envision integrating the interface-access threat
model with formal models of container compositions, such
as that from [9].
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