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)HGHULFR &RVWDQWLQL � 0DUFR $OYLVH 'H 6WHIDQL

5HVHDUFKHU� 8QLYHUVLW\ RI 8GLQH� 'HSDUWPHQW RI /DZ
9LD 7UHSSR ��� ������ 8GLQH� ,7
IHGHULFR�FRVWDQWLQL#XQLXG�LW� KWWSV���SHRSOH�XQLXG�LW�SDJH�IHGHULFR�FRVWDQWLQL

&(2� 6\QDSWLF 6UOV
9LD *HPRQD ��� ����� 8GLQH� ,7
GHVWHIDQL#V\QDSWLF�LW� ZZZ�V\QDSWLF�LW

.H\ZRUGV� 'LJLWDO )RUHQVLFV� (QFU\SWLRQ� )LQJHUSULQWV� 'DWD SURWHFWLRQ� 0RELOH GHYLFHV� *'35� +X�
PDQ ULJKWV� 3ULYDF\

$EVWUDFW� 1RZDGD\V FU\SWRJUDSK\ KDV EHHQ XVHG WR LQFUHDVH WUXVW LQ FRQILGHQWLDOLW\ RI PDQ\ VRXUFHV RI
LQIRUPDWLRQ� ,QGHHG� VXFK WHFKQRORJLHV DUH KHOSIXO LQ SURWHFWLQJ GDWD IURP LOOHJDO DFFHVVHV�
\HW GUDZEDFNV DULVH LI WKH\ KDYH WR EH HQIRUFHG E\ LQYHVWLJDWLYH DXWKRULWLHV WR FROOHFW HYLGHQFH�
%DODQFLQJ LQYHVWLJDWLYH SRZHUV DQG IXQGDPHQWDO ULJKWV ± PRVW LPSRUWDQWO\� SULYDF\ ± LV GLIIL�
FXOW� HVSHFLDOO\ ZKHQ GHFU\SWLRQ NH\V DUH SURYLGHG E\ KXPDQ ILQJHUSULQWV RU RWKHU ELRORJLFDO
WUDLWV� ,Q WKLV SDSHU ZH IRFXV RQ 'LJLWDO IRUHQVLFV RI HQFU\SWHG PRELOH GHYLFHV LQ WKH (8 OHJDO
IUDPHZRUN�

�� ,QWURGXFWLRQ
©7KH JHQLH RI JXHUULOOD FU\SWRJUDSK\ LV RXW RI WKH ERWWOH� 1R RQH� QRW HYHQ LWV PDNHU� FDQ VWXII LW EDFN LQ RU
NHHS LW ZLWKLQ ZKDW $PHULFD ODXJKDEO\ FDOOV LWV ERUGHUV� 7KH JHQLH LV DOO RYHU WKH 1HW� ,W¶V LQ \RXU KDQGV DV \RX
KROG WKLV ERRN� 6XPPRQ LW ZLWK D FRQVFLHQFH� %XW EH SUHSDUHG WR VXPPRQ LW LI \RX PXVWª�� 7KLV TXRWH IURP D
FRPPHQW E\ Dϱϑϩ TζЁЁЭ #ΞЁϣϱЧ WR WKH ©&U\SWR�:DUVª ± WKH XQRIILFLDO QDPH RULJLQDOO\ JLYHQ WR WKH GLVSXWH
EHWZHHQ 3KLO =LPPHUPDQQ DQG WKH 8�6� IHGHUDO JRYHUQPHQW FRQFHUQLQJ WKH H[SRUW RI WKH 3*3 �3UHWW\ *RRG
3ULYDF\� HQFU\SWLRQ VRIWZDUH� ± LV PRUH WKDQ WZHQW\ \HDUV ROG� DQG VWLOO DIIHFWV RXU IXWXUH DV D WHFKQRORJLFDO
SURSKHF\�
,Q KLVWRU\ RI KXPDQ FRPPXQLFDWLRQ� DV IDU DV ZH NQRZ� FU\SWRJUDSK\ KDV DOZD\V EHHQ FUXFLDO LQ PDLQWDLQ�
LQJ FRQILGHQWLDOLW\ RQ FHUWDLQ SXEOLF RU SULYDWH PDWWHUV�� 5HFHQWO\� WKH GHYHORSPHQW RI FRPSXWHU VFLHQFH KDV
HQDEOHG PRUH FRPSOH[ PHWKRGV ± FU\SWRJUDSKLF V\VWHPV ± UHTXLULQJ WKH XVH RI LQFUHDVLQJO\ VRSKLVWLFDWHG GH�
YLFHV �PHFKDQLFDO� HOHFWULFDO� HOHFWURQLF� TXDQWXP�WKHRU\ EDVHG� WR FRPPXQLFDWH KLGGHQ PHVVDJHV� &XUUHQWO\
FU\SWRJUDSKLF WHFKQRORJLHV DUH XVHG LQ VHYHUDO ILHOGV DQG ZLWK GLIIHUHQW SXUSRVHV� WR SURWHFW FRQILGHQWLDOLW\

� #ΞЁϣϱЧ ����� �S� [LLL��
� KWWSV���HQ�ZLNLSHGLD�RUJ�ZLNL�&U\SWRB:DUV �DOO ZHEVLWHV ODVW YLVLWHG LQ -DQXDU\ ������ ,Q ���� WKH 8�6� JRYHUQPHQW LVVXHG WKH

$(&$ �$UPV ([SRUW &RQWURO $FW� ± LQ 7LWOH ,, RI 3XE� /� ������� �� 6WDW� ���� HQDFWHG -XQH ��� ����� QRZ LQ 7LWOH �� 86& � ����
DQG � ���� ��� ± ZKLFK SURYLGHV D YHU\ VWULFW UHJLPH IRU DUPV H[SRUWV FRQWDLQHG LQ WKH ,7$5 �,QWHUQDWLRQDO 7UDIILF LQ $UPV 5HJXOD�
WLRQV�� LQ 7LWOH �� &)5� 7LWOH ��� &KDSWHU ,� 6XEFKDSWHU 0� 3DUWV ���±���� :LWKLQ ,7$5 WKH 860/ �8QLWHG 6WDWHV 0XQLWLRQV /LVW�
± 7LWOH �� &)5� 7LWOH ��� &KDSWHU ,� 6XEFKDSWHU 0� 3DUW ����� ± FRQWDLQV D YHU\ GHWDLOHG OLVW RI JRRGV ZKRVH H[SRUW UHTXLUHG SHUPLV�
VLRQ IURP WKH 'HSDUWPHQW RI 6WDWH� 7KH $(&$ LQFOXGHG FU\SWRJUDSKLF V\VWHPV LQ WKH 860/� WKHUHE\ HVWDEOLVKLQJ WKDW WKH H[SRUW RI
FU\SWRJUDSKLF V\VWHPV ZRXOG EH VHYHUHO\ SXQLVKHG DV ©FRQWUDEDQG RI ZDUª� ,QGHHG� 3KLO =LPPHUPDQQ ZDV LQGLFWHG RI VXFK IHGHUDO
FULPH�

� $QFLHQW *UHHNV XVHG WKH VF\WDOH DQG 5RPDQV WKH ©&HVDU &RGHª� FIU� KWWSV���HQ�ZLNLSHGLD�RUJ�ZLNL�6F\WDOH�
KWWSV���HQ�ZLNLSHGLD�RUJ�ZLNL�&DHVDUBFLSKHU�
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)HGHULFR &RVWDQWLQL � 0DUFR $OYLVH 'H 6WHIDQL

RI GDWD VWRUHG LQ KDUG GULYHV �L�H� HQFU\SWHG YROXPHV� RU DYDLODEOH WKURXJK RQOLQH VHUYLFHV �L�H� FORXG FRP�
SXWLQJ�� WR VHFXUH WUDQVPLVVLRQV IURP WDPSHULQJ DQG HDYHVGURSSLQJ �L�H� 66/� WR GHIHQG GDWD VWUHDPV LQ RSHQ
QHWZRUNV �L�H� FRS\ULJKWHG EURDGFDVW� WR DXWKHQWLFDWH WKH RZQHU RI JLYHQ UHVRXUFHV DQG WKXV WR DVVLJQ UHVSRQ�
VLELOLW\ IRU WKHLU FRQWHQW �L�H� GLJLWDO VLJQDWXUHV�� WR DOORZ DQRQ\PLW\ LQ WUXVWHG WUDQVDFWLRQV �L�H� EORFNFKDLQ
FU\SWRFXUUHQFLHV���

7RGD\ FU\SWRJUDSK\ LV FRPPRQO\ FRPELQHG ZLWK ELRPHWULF WHFKQRORJLHV� 6LQFH PRELOH GHYLFHV HTXLSSHG ZLWK
VXFK IXQFWLRQDOLWLHV ± RQFH ODSWRSV� WKHQ WDEOHWV DQG QRZ VPDUWSKRQHV ± KDYH EHHQ VSUHDGLQJ ZRUOGZLGH LQ WKH
ODVW IHZ \HDUV� WKH PDVVLYH VWRUDJH RI ILQJHUSULQWV ± DQG RWKHU ELRPHWULFDO IHDWXUHV ± RI PLOOLRQV XVHUV KDV DULVHQ
JUHDW FRQFHUQV IRU WKH SURWHFWLRQ RI WKHLU SHUVRQDO GDWD�
$V UHFHQWO\ VKRZQ LQ WKH ©)%,�$SSOH FDVHª�� WKH VFHQH LV RYHUFURZGHG E\ VHYHUDO DFWRUV� HDFK SUHWHQGLQJ WR
EH WKH PDLQ FKDUDFWHU� LQYHVWLJDWLYH DXWKRULWLHV UHTXLUH EDFNGRRUV WR DFFHVV GDWD WUDQVPLVVLRQV� FORXGV DQG
SHUVRQDO GHYLFHV RQ WKH JURXQGV RI WKH SXEOLF VHFXULW\� SULYDWH DQG EXVLQHVV XVHUV GHPDQG SURWHFWLRQ LQ WKHLU
SULYDF\ DV D VDIHJXDUG IRU IUHHGRP RI H[SUHVVLRQ� FRPSDQLHV ± KDUGZDUH PDQXIDFWXUHUV DQG LQWHUQHW SURYLGHUV
± UDLVH ©SODXVLEOH GHQLDELOLW\ª� DV D PDUNHWLQJ OHYHUDJH ZKLOH FODLPLQJ RSHQQHVV RI WHFKQLFDO VWDQGDUGV DQG
SURWRFROV DJDLQVW FRPSHWLWRUV�
,Q (XURSHDQ 8QLRQ WKH RQJRLQJ GLVFXVVLRQ LV FXUUHQWO\ HYDOXDWLQJ GLIIHUHQW RSWLRQV DQG WKH GHEDWH LV PRUH
GLIILFXOW VLQFH WKH OHJDO IUDPHZRUN LV UDSLGO\ FKDQJLQJ� 2Q RQH KDQG� WKH ©%XGDSHVW &RQYHQWLRQª RI �����

KDV JDWKHUHG FRQVHQVXV DPRQJ (8 PHPEHU 6WDWHV� QXUWXULQJ WKH JURZWK RI D ©GLJLWDO IRUHQVLFVª FRPPXQLW\
ZKHUH VWDQGDUGV DQG EHVW SUDFWLFHV LQ ©HOHFWURQLF HYLGHQFHª DUH EHLQJ FRQVWDQWO\ GHSOR\HG DQG LPSOHPHQWHG��

)XUWKHUPRUH� WKH ©(XURSHDQ ,QYHVWLJDWLRQ 2UGHUª ± SURYLGHG E\ WKH 'LUHFWLYH ��������(8 HQWHUHG LQWR IRUFH
RQ ��WK RI 0D\ ����� ± FUHDWHG D FRPPRQ LQVWUXPHQW IRU REWDLQLQJ HYLGHQFH DQG WKXV VKDULQJ ©FULPLQDO
LQWHOOLJHQFHª IURP DJHQFLHV RI DOO 0HPEHU 6WDWHV� 2Q WKH RWKHU� HQFU\SWLRQ LV HQFRXUDJHG E\ WKH (8 *HQHUDO
'DWD 3URWHFWLRQ 5HJXODWLRQ �*'35��� ± VSHFLILFDOO\� LQ ZKHUHDV �� ± DQG FRQVLGHUHG DPRQJ WKH DSSURSULDWH
PHDVXUHV RI GDWD VHFXULW\ E\ $UWLFOH � 3DU� � �H� DQG $UWLFOH �� 3DU� � �D����

,Q WKLV SDSHU ZH LQWHQG WR SURYLGH DQ RYHUYLHZ ± IURP DQ LQWHUGLVFLSOLQDU\ SHUVSHFWLYH ± RI WKH WKHRUHWLFDO
DQG SUDFWLFDO LVVXH UDLVLQJ ZLWKLQ (XURSHDQ 8QLRQ OHJDO IUDPHZRUN LQ HQIRUFLQJ DFFHVV LQ D HQFU\SWHG PRELOH
GHYLFHV SURWHFWHG E\ ELRPHWULF FU\SWRJUDSKLF NH\V� 2XU FRQWULEXWLRQ LV GLYLGHG LQWR VHFWLRQV DV IROORZV� ���
ZH GUDZ D EULHI SUHPLVH RQ FU\SWRJUDSK\ LQ RUGHU WR HQOLJKWHQ WKH UHOHYDQFH RI WKH WRSLF� ��� ZH SURYLGH
VRPH REVHUYDWLRQV RQ WKH OHJDO IUDPHZRUN LQ WKH (XURSHDQ 8QLRQ DQG WKH PRVW UHOHYDQW GHFLVLRQV RI WKH

� 3UHFLVHO\� D PHVVDJH FDQ EH HQWUXVWHG E\ HQFU\SWLRQ XQGHU GLIIHUHQW DVSHFWV� FRQILGHQWLDOLW\� DXWKHQWLFDWLRQ� QRQ�UHSXGLDWLRQ� WLPH�
GDWH VWDPSLQJ�

� 2Q � 'HFHPEHU ���� 6\HG 5L]ZDQ )DURRN DQG 7DVKIHHQ 0DOLN NLOOHG �� SHRSOH DQG LQMXUHG �� RWKHUV LQ D VXLFLGDO DWWDFN WR WKH
,QODQG 5HJLRQDO &HQWHU LQ 6DQ %HUQDUGLQR� &DOLIRUQLD� ,QYHVWLJDWRUV� WU\LQJ WR DFFHVV LQ )DURRN¶V L3KRQH �&� VXESRHQDHG $SSOH
WR SURYLGH WKH NH\V WR XQORFN WKH GHYLFH� WR RYHUFRPH WKH UHIXVDO RI WKH PDQXIDFWXUHU� )%, REWDLQHG WKH DFFHVV KLULQJ DQ LVUDHOL
VRIWZDUH FRPSDQ\ ± SD\LQJ DQ HVWLPDWHG DPRXQW RI ��� PLOOLRQ GROODUV ± DQG WKHQ ZLWKGUHZ WKH DFWLRQ DJDLQVW $SSOH�

� ©'HQLDEOH (QFU\SWLRQª LV SURSHUO\ QDPHG WKH DWWHPSW WR KLGH WKH HQFU\SWLRQ LQ LWVHOI LQ RUGHU WR SURWHFW WKH UHVRXUFHV FRQWDLQHG LQ
WKH GHYLFH� 'LIIHUHQW VFKHPHV KDYH EHHQ FODVVLILHG GHSHQGLQJ E\ WKH VXEMHFW SURWHFWHG �VHQGHU�GHQLDEOH RU UHFHLYHU�GHQLDEOH� RU WKH
DVVXPSWLRQ RI D SULRU FRPPXQLFDWLRQ RI WKH NH\V �VKDUHG�NH\ RU SXEOLF�NH\� FIU� +ΞϩζААϔg/ЧϱЁϡgMΞϱЁgQЅАЁϱЦЅϡЭ ����� S� ��±
���� �S� ����

� &RXQFLO RI (XURSH &RQYHQWLRQ RQ &\EHUFULPH �(76 1R����� RI �� 1RYHPEHU �����
� ZZZ�HYLGHQFHSURMHFW�HX��
� 'LUHFWLYH ��������(8 RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI � $SULO ���� UHJDUGLQJ WKH (XURSHDQ ,QYHVWLJDWLRQ 2UGHU LQ

FULPLQDO PDWWHUV� LQ 2- / ����� RI � 0D\ �����
�� 5HJXODWLRQ �(8� �������� RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� $SULO ���� RQ WKH SURWHFWLRQ RI QDWXUDO SHUVRQV

ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW RI VXFK GDWD� DQG UHSHDOLQJ 'LUHFWLYH ������(&� LQ 2- /
����� RI � 0D\ �����

�� $FFRUGLQJ WR $UWLFOH �� 3DU� � �D�� LQ FDVH RI GDWD EUHDFK� GDWD FRQWUROOHUV GRQ¶W QHHG WR QRWLI\ WKH HYHQW WR GDWD VXEMHFWV LI WKH SHU�
VRQDO GDWD DIIHFWHG DUH UHQGHUHG XQLQWHOOLJLEOH E\ WKH DSSOLFDWLRQ RI HQFU\SWLRQ� 7KLV SURYLVLRQ KDV D SUDFWLFDO UHOHYDQFH VLQFH LW
JLYHV FRPSDQLHV WKH RSSRUWXQLW\ WR DYRLG GDPDJHV WR WKHLU EXVLQHVV UHSXWDWLRQ DPRQJ FOLHQWV LQ FDVH RI LQFLGHQWV�

�



'DWD 3URWHFWLRQ� 'LJLWDO )RUHQVLFV DQG (QFU\SWLRQ LQ 0RELOH 'HYLFHV LQ (XURSHDQ 8QLRQ

(XURSHDQ &RXUW RI +XPDQ 5LJKWV� ��� ZH DQDO\VH WKH WHFKQLFDO LVVXHV FRQFHUQLQJ HQFU\SWLRQ LQ PRELOH GHYLFHV
VKRZLQJ VRPH DGYDQWDJHV DQG GLVDGYDQWDJHV RI WKH GLIIHUHQW DYDLODEOH RSWLRQV DQG ZH KLJKOLJKW VRPH SUREOHPV
FRQFHUQLQJ WKH XVH RI WKH ILQJHUSULQW DV HQFU\SWLRQ DXWKHQWLFDWLRQ� $W WKH HQG� ZH RIIHU D V\QWKHVLV RI RXU
ILQGLQJV DQG GUDZ VRPH SDWKV IRU IXWXUH UHVHDUFK�
:H DUJXH WKDW LV HPHUJLQJ D WUHQG LQ WKH (8 DSSURDFK� ,QGHHG� ZH DUH IDFLQJ D VKLIW RI SDUDGLJP IURP WKH
± PD\EH LQJHQXRXV ± LGHDO RI ©WUDQVSDUHQF\ª DLPHG E\ WKH &RQYHQWLRQ RI %XGDSHVW RI ����� WR D NLQG RI
SUDJPDWLF ©VWUDWHJLF FRQWUROª RI FU\SWRJUDSK\ GHSLFWHG LQ WKH PRVW UHFHQW LQLWLDWLYHV� :H EHOLHYH WKDW VXFK
FKDQJH RI DSSURDFK LV SDYLQJ WKH SDWK RI D GHHSHU XQGHUVWDQGLQJ RI WKH FKDOOHQJHV SRVHG E\ HQFU\SWLRQ� \HW D
ORW KDV VWLOO WR EH GRQH�

�� &U\SWRJUDSK\ DQG LWV FRPSOH[LW\
,W LV NQRZQ WKDW KXPDQ LQWHUDFWLRQV FDQ EH PRGHOOHG LQ WHUPV RI WUDQVPLVVLRQ RI LQIRUPDWLRQ� ,Q HDFK FRP�
PXQLFDWLRQ� LQGHHG� DPRQJ RWKHUV FRPSRQHQWV�� ZH FDQ LGHQWLI\ WKH ©FRGHª� ZKLFK FRXOG EH GHILQHG DV WKH
V\VWHP RI UXOHV ± VKDUHG E\ WKH WUDQVPLWWHU DQG WKH UHFHLYHU ± JRYHUQLQJ WKH SURFHVV RI HQFRGLQJ DQG GHFRGLQJ
D PHVVDJH� &U\SWRJUDSK\ LV D WRRO IRU WKH FRPPXQLFDWLRQ RI D KLGGHQ PHVVDJH �FDOOHG ©FLSKHUWH[Wª� LQ DQ RU�
GLQDU\ WUDQVPLVVLRQ �FDOOHG ©SODLQWH[Wª�� ,Q LW� WKH ©FLSKHUª LV WKH NH\ WKDW HQDEOHV WKH SURFHVVHV RI HQFU\SWLRQ
DQG GHFU\SWLRQ��� +HQFH� LQ RUGHU WR JLYH WKH SURSHU PHDQLQJ WR DQ HQFU\SWHG PHVVDJH ± D VRUW RI ©GRXEOH
FRGHGª FRPPXQLFDWLRQ ± WKH UHFHLYHU KDV WR EH HQWLWOHG QRW RQO\ ZLWK WKH ©FRGHª� EXW DOVR ZLWK D GHFU\SWLRQ
NH\�
7KLV SKHQRPHQRQ FDQ EH VHHQ XQGHU WKUHH SHUVSHFWLYHV� ��� WKHRUHWLFDO� ��� SUDFWLFDO� ��� HPSLULFDO�
)URP D WKHRUHWLFDO SHUVSHFWLYH� WKHUH DUH WZR NLQGV RI FU\SWRJUDSK\� LQ WKH ©V\PPHWULFª RQH ± WKH ROGHVW ± WKH
SURFHVVHV RI HQFU\SWLRQ DQG GHFU\SWLRQ GHSHQG E\ WKH VDPH NH\� ZKLOH LQ WKH ©DV\PPHWULFª RQH ± ZKLFK KDV
EHHQ LQYHQWHG LQ ������ ± WKH FUHGHQWLDOV DUH GLIIHUHQW DQG FRPSOHWHO\ LQGHSHQGHQW� 7KH ODWWHU WHFKQRORJLHV
KDYH EHHQ GHSOR\HG IXUWKHU� KDYLQJ EHFRPH WKH WKHRUHWLFDO EDVLV RI WKH GLVWLQFWLRQ EHWZHHQ ©SULYDWHª DQG
©SXEOLFª NH\�� ZKLFK LV WRGD\ WKH PRVW FRPPRQ FU\SWRJUDSKLF WHFKQRORJ\ �L�H� GLJLWDO VLJQDWXUHV����

)URP D SUDFWLFDO SRLQW RI YLHZ� LQ FU\SWRJUDSK\ ZH FDQ LGHQWLI\ WZR PDLQ OHYHOV RI FRPSOH[LW\� ��� WKH RQH
FRQFHUQLQJ WKH UHVRXUFHV WKDW DUH HQFU\SWHG DQG GHFU\SWHG� ��� WKH RQH UHJDUGLQJ WKH NH\V DQG WKHLU KDQGOLQJ
E\ WKHLU RZQHU� :H ZLOO FDOO WKH ILUVW ©UHVRXUFHV�OHYHOª DQG WKH VHFRQG ©NH\�OHYHOª� (DFK RQH LV DIIOLFWHG E\
VSHFLILF LVVXHV ZKLFK DUH EULHIO\ QRWHG LQ WKH IROORZLQJ SDUDJUDSKV�
&RQVLGHULQJ WKH ©UHVRXUFHV�OHYHOª� LW FDQ EH VDLG WKDW HQFU\SWLQJ SODLQWH[W DQG GHFU\SWLQJ FLSKHUWH[W UHVSHF�
WLYHO\ H[WHQGV RU WLJKWHQV WKH GRPDLQ RI DYDLODEOH GDWD� ZKLFK FDQ¶W EH SURFHVVHG ZLWKRXW WKH NH\V HQDEOLQJ
DFFHVV� 6LQFH WKH RZQHUVKLS RI WKH NH\ LV WKH RQO\ FRQGLWLRQ WR DFFHVV WKH LQIRUPDWLRQ VWRUHG LQ HQFU\SWHG
DUFKLYHV� ZH FDQ DUJXH WKDW WKLV OHYHO SHUWDLQV WR WKH FRQWURO RI WKH ©DFFHVVª�
$V UHJDUGV WKH VHFRQG OHYHO� HYHU\ NH\ KROGHU VKRXOG EH DZDUH WKDW� LQ RUGHU WR DYRLG XQDXWKRUL]HG DFFHVVHV�
VHFXULW\ PHDVXUHV KDYH WR SURWHFW WKH NH\V DV VXFK� 5HPDUNDEO\� WKLV KDSSHQV UHJDUGOHVV RI WKH FRQWHQW RI WKH
UHVRXUFHV� VR LW FDQ EH VDLG WKDW WKLV OHYHO UHIHUV WR WKH FRQWURO RI WKH ©XVHª RI WKH NH\V�

�� &RPSRQHQWV DUH� PHVVDJH� LQIRUPDWLRQ VRXUFH� WUDQVPLWWHU� VLJQDO� FKDQQHO� UHFHLYHU� GHVWLQDWLRQ� QRLVH VRXUFH� bϑΞϩϩϱϩ� �����D��
S� ���±���� bϑΞϩϩϱϩ� �����E�� S� ���±����

�� MϱЁϨΞϩ� ����� 0RUH UHFHQWO\� FIU� ?ϱЁϩgQόόζЁ� ����� S� ��±���
�� /ϔυυϔζg?ζϣϣϨΞϩ� ����� S� ���±����
�� 8VXDOO\ WKH ©SULYDWHª NH\ LV XVHG WR VLJQ D PHVVDJH �DV D JXDUDQWHH RI RZQHUVKLS� E\ WKH WUDQVPLWWHU� ZKLOH WKH ©SXEOLFª NH\ LV

UHTXLUHG WR YHULI\ VXFK FUHGHQWLDOV� $OWHUQDWLYHO\� WKH WUDQVPLWWHU FDQ XVH WKH ©SXEOLFª NH\ RI WKH UHFHLYHU WR VHFXUH WKH PHVVDJH
IURP WKLUG SDUWLHV� DQG WKH UHFHLYHU FDQ XVH LWV ©SULYDWHª NH\ WR DFFHVV WR LWV FRQWHQW�

�� 'HSHQGLQJ RQ WKH WHFKQRORJ\ GHSOR\HG LW LV SRVVLEOH WR GLVWLQJXLVK EHWZHHQ ©VWURQJª �L�H� $(6 DOJRULWKP� DQG ©ZHDNª HQFU\SWLRQ
�L�H� '(6 DOJRULWKP�� 7KHVH GHILQLWLRQV GHSHQG� RI FRXUVH� RQ WKH VWDWH�RI�WKH DUW FRPSXWLQJ WHFKQRORJLHV�

�



)HGHULFR &RVWDQWLQL � 0DUFR $OYLVH 'H 6WHIDQL

)URP DQ HPSLULFDO SHUVSHFWLYH� ZH QHHG WR DGG D WKLUG OHYHO RI FRPSOH[LW\ WR WKH WZR SUHYLRXVO\ PHQWLRQHG�
,Q FRPPRQ HYHU\GD\ OLIH� LQGHHG� XVHUV DUHQ¶W GHDOLQJ GLUHFWO\ ZLWK NH\V� EXW ZLWK 3,1V �SHUVRQDO LGHQWLILFD�
WLRQ QXPEHUV� RU SDVVZRUGV� 6XFK WH[W FRPELQDWLRQV ± HDVLHU WR UHPHPEHU E\ FXVWRPHUV ± DUH WUDQVODWHG E\
DOJRULWKPV LQ FLSKHU NH\V� ZKLFK DUH PDQDJHG E\ WKH VRIWZDUH LQWHUIDFH WR HQFU\SW WKH UHVRXUFHV��� $OWKRXJK
SDVVZRUGV VKDUH WKH VDPH LVVXHV RI F\SKHU NH\V ± LI WKH NH\V DUH ORVW� VWROHQ RU IRUJRWWHQ� WKH UHVRXUFHV DUH
XQDYDLODEOH DV WKH\ ZHUH HUDVHG ± ZH FDQ DUJXH WKDW WKH QDWXUH RI WKH LQIRUPDWLRQ SURYLGHG E\ WKHP LV GLIIHUHQW
IURP WKH F\SKHU NH\V� VLQFH WKH\ FRQFHUQ WKH XVHU DV DQ LQGLYLGXDO� QRW WKH UHVRXUFHV� )RU VXFK UHDVRQ ZH FDQ
QDPH WKLV OHYHO DV ©XVHU�OHYHOª�
7R VXP XS� ZH FDQ VD\ WKDW� IRU FRPPRQ XVHUV� FU\SWRJUDSK\ ZRUNV RQ WKUHH OD\HUV ± ©UHVRXUFHV�OHYHOª� ©NH\�
OHYHOª� ©XVHU�OHYHOª ± HDFK SHUWDLQLQJ WR D VSHFLILF REMHFW DQG WR WKH FRQWURO RI D GLIIHUHQW VHW RI GDWD� $FFRUGLQJ
WR WKH WD[RQRP\ UHFHQWO\ DGRSWHG E\ WKH ©3KLORVRSK\ RI ,QIRUPDWLRQª��� ZH FDQ TXDOLI\ WKH ©UHVRXUFHV�OHYHOª
DV ©LQIRUPDWLRQ DV UHDOLW\ª� WKH ©NH\�OHYHOª DV ©LQIRUPDWLRQ IRU UHDOLW\ª DQG WKH ©XVHU�OHYHOª DV ©LQIRUPDWLRQ
DERXW UHDOLW\ª� 7KLV GLVWLQFWLRQ ZLOO EH XVHIXO WR GUDZ WKH ILQDO UHPDUNV�

�� /HJDO IUDPHZRUN RQ FU\SWRJUDSK\� LQWHUQDWLRQDO ODZ DQG SXEOLF RUGHU
/HJDO LVVXHV FRQFHUQLQJ FU\SWRJUDSK\ DUH TXLWH PRUH FRPSOLFDWHG WKDQ XVXDOO\ WKRXJKW HYHQ E\ H[SHUWV� ,W
LV FRQYHQLHQW WR GLVFXVV ILUVW WKH LQWHUQDWLRQDO�GLSORPDWLF DVSHFWV ± DQG WKHQ IRFXV RQ WKH OHJDO DQG SROLWLFDO
SURILOHV�
)URP WKH SHUVSHFWLYH RI WKH LQWHUQDWLRQDO ODZ� LW VHHPV DSSURSULDWH WR REVHUYH WKDW ©&U\SWR�:DUVª DUHQ¶W HQGHG
ZLWK WKH ©3*3 FDVHª��� ,QGHHG� FU\SWRJUDSKLF WHFKQRORJLHV DUH LQFOXGHG LQ WKH ©FRQWURO OLVWª HVWDEOLVKHG E\
WKH :DVVHQDDU $UUDQJHPHQW� ZKLFK LV DQ LQWHUQDWLRQDO WUHDW\ DLPHG DW FRQWUROOLQJ WKH SUROLIHUDWLRQ RI ©GXDO�
XVHª WHFKQRORJLHV��� ,W LV QRWHZRUWK\ WKDW PDQ\ (8 0HPEHU 6WDWHV DUH DOVR SDUWV RI VXFK WUHDW\� \HW QRW WKH
(XURSHDQ 8QLRQ DV VXFK� KHQFH DW (8 OHYHO FU\SWRJUDSK\ LV QRW TXDOLILHG DV D ZHDSRQ��� )XUWKHUPRUH� ZH
KDYH WR PHQWLRQ WKDW 2(&' SURYLGHG D IHZ JXLGHOLQHV RQ FU\SWRJUDSK\ SROLF\� UHFRPPHQGLQJ WR UHFRJQL]H
WKH GLVWLQFWLRQ EHWZHHQ NH\V ZKLFK DUH XVHG WR SURWHFW FRQILGHQWLDOLW\ DQG NH\V ZKLFK DUH XVHG IRU RWKHU SXU�
SRVHV RQO\� VXJJHVWLQJ WKDW ©D FU\SWRJUDSKLF NH\ WKDW SURYLGHV IRU LGHQWLW\ RU LQWHJULW\ RQO\ �DV GLVWLQFW IURP D
FU\SWRJUDSKLF NH\ WKDW YHULILHV LGHQWLW\ RU LQWHJULW\ RQO\� VKRXOG QRW EH PDGH DYDLODEOH ZLWKRXW WKH FRQVHQW RI
WKH LQGLYLGXDO RU HQWLW\ LQ ODZIXO SRVVHVVLRQ RI WKDW NH\ª���

�� $ ©.H\ 'HULYDWLRQ )XQFWLRQª LV D PDWKHPDWLFDO DOJRULWKP XVHG WR FRQYHUW D SDVVZRUG LQWR D FU\SWRJUDSKLF NH\�
�� $FFRUGLQJ WR F\EHUQHWLFV� ©LQIRUPDWLRQª FDQ XQGHUWDNH WKUHH GLIIHUHQW RQWRORJLFDO VWDWXVHV� ��� WHFKQLFDO� ��� VHPDQWLF� ��� LQIOXHQ�

WLDO� rζΞЦζЁ� ����� S� ��±��� 6XFK FODVVLILFDWLRQ KDV HYROYHG LQ D PRUH DEVWUDFW WD[RQRP\� ©LQIRUPDWLRQ DV UHDOLW\ª �WHFKQRORJLFDO
LQIRUPDWLRQ�� IRU H[DPSOH� WKH HOHFWULFDO VLJQDO� ZKLFK LV WUDQVPLWWHG UHJDUGOHVV RI WKH PHVVDJH FRQWDLQHG� ©LQIRUPDWLRQ DERXW UHDO�
LW\ª �QDWXUDO LQIRUPDWLRQ�� VXFK DV WKH LQIRUPDWLRQ DERXW QDWXUDO SKHQRPHQD� ZKLFK FDQ EH WUXH RU IDOVH �DOHWKLF�� ©LQIRUPDWLRQ IRU
UHDOLW\ª �FXOWXUDO LQIRUPDWLRQ�� ZKLFK FRQYH\V LQVWUXFWLRQV RU DOJRULWKPV WR RQH RU PDQ\ UHFLSLHQWV� #ϱЁόϨΞϩϩ� ����� 7KH VDPH
GLVWLQFWLRQ KDV EHHQ DFFHSWHG E\ WKH PRVW FRQWHPSRUDU\ WKHRUHWLFDO SHUVSHFWLYH� QDPHG ©3KLORVRSK\ RI ,QIRUPDWLRQª� 7ϣϱЁϔβϔ�
����� S� ��� 8OWLPDWHO\� VXFK YLVLRQ KDV EHHQ HQGRUVHG E\ WKH (XURSHDQ 8QLRQ� 7ϣϱЁϔβϔ� �����

�� )URP D KLVWRULFDO�SROLWLFDO SHUVSHFWLYH� FIU�� bΫϑЛϣвζ� ����� S� ��±��� )RU DQ RYHUYLHZ IURP D OHJDO�LQWHUQDWLRQDO SHUVSHFWLYH�
bЛϩβА� ����� S� �±��

�� &U\SWRJUDSK\ LV LQFOXGHG LQ �� �� $� 3DUW �� 6\VWHPV� (TXLSPHQW DQG &RPSRQHQWV� &U\SWRJUDSKLF ©,QIRUPDWLRQ 6HFXULW\ª� 7KH
©FRQWURO OLVWª KDV EHHQ DPHQGHG YHU\ UHFHQWO\ LQ WKH WZHQW\�WKLUG :$ 3OHQDU\ PHHWLQJ KHOG LQ 9LHQQD RQ �±� 'HFHPEHU �����

�� $W (8 OHYHO WKHUH DUH WZR VLPLODU EXW GLVWLQFW GHILQLWLRQV RI ZHDSRQV� $FFRUGLQJ WR 'LUHFWLYH ��������(& DQG 5HJXODWLRQ �(8�
1R ��������� D ©ILUHDUPª LV ©DQ\ SRUWDEOH ZHDSRQ WKDW H[SHOV� LV GHVLJQHG WR H[SHO RU PD\ EH FRQYHUWHG WR H[SHO VKRW� EXOOHW RU
SURMHFWLOH E\ WKH DFWLRQ RI D FRPEXVWLEOH SURSHOODQWª� 7KLV GHILQLWLRQ GRHV QRW FRYHU PLOLWDU\ ZHDSRQV� )ROORZLQJ &RXQFLO -RLQW
$FWLRQ RI �� -XO\ ���� RQ WKH (XURSHDQ 8QLRQ¶V FRQWULEXWLRQ WR FRPEDWWLQJ WKH GHVWDELOLVLQJ DFFXPXODWLRQ DQG VSUHDG RI VPDOO
DUPV DQG OLJKW ZHDSRQV DQG UHSHDOLQJ -RLQW $FWLRQ ���������&)63�� PLOLWDU\ ZHDSRQV DUH LQFOXGHG XQGHU WKH QDPH ©VPDOO DUPV DQG
OLJKW ZHDSRQVª �6$/:� ZKLFK LV JHQHUDOO\ XVHG LQ 8QLWHG 1DWLRQV IRUD DQG LQ WKH ILHOG RI WKH (8¶V &RPPRQ )RUHLJQ DQG 6HFXULW\
3ROLF\�

�� &IU� �� �� /DZIXO $FFHVV� 2(&' 5HFRPPHQGDWLRQ &RQFHUQLQJ *XLGHOLQHV IRU &U\SWRJUDSK\ 3ROLF\ DGRSWHG RQ �� 0DUFK ����� ,Q
WKLV 2(&' 5HFRPPHQGDWLRQ� FU\SWRJUDSK\ LV GHILQHG DV ©D GLVFLSOLQH WKDW HPERGLHV SULQFLSOHV� PHDQV� DQG PHWKRGV IRU WKH WUDQV�

�



'DWD 3URWHFWLRQ� 'LJLWDO )RUHQVLFV DQG (QFU\SWLRQ LQ 0RELOH 'HYLFHV LQ (XURSHDQ 8QLRQ

7KH FRQIOLFW EHWZHHQ 6WDWHV DQG FLWL]HQV �LQ SDUWLFXODU� LQYHVWLJDWLYH DXWKRULWLHV DQG SULYDWH LQGLYLGXDOV�� RU
DPRQJ LQGLYLGXDOV �VSHFLILFDOO\� EHWZHHQ FRPSDQLHV DQG FXVWRPHUV� DUH WKH PRVW GLVFXVVHG OHJDO LVVXHV RI
FU\SWRJUDSK\ DQG UDLVHG WKH DWWHQWLRQ RI SXEOLF RSLQLRQ VLQFH WKH EHIRUH�PHQWLRQHG ©$SSOH�)%, FDVHª��� )XU�
WKHUPRUH� WKH\ EHFDPH XUJHQW VLQFH ����� ZKHQ )DFHERRN� *RRJOH DQG $SSOH ± ZRUOG¶V ELJJHVW ,QWHUQHW
SURYLGHUV DQG HOHFWURQLF GHYLFHV PDQXIDFWXUHUV ± LPSOHPHQWHG HQFU\SWLRQ E\ GHIDXOW LQ WKHLU VHUYLFHV DQG
SURGXFWV��� :KHQ WKH RZQHU RI WKH HQFU\SWHG UHVRXUFHV FDQQRW ± L�H� EHLQJ GHDG� DV LQ WKH ©$SSOH�)%, FDVHª�
IRU H[DPSOH ± RU LV QRW ZLOOLQJ ± L�H� EHLQJ DFFXVHG RI FULPLQDO RIIHQVHV ± WR SURYLGH WKH HQFU\SWLRQ NH\ WR
SXEOLF DXWKRULWLHV� DUH DYDLODEOH UHPHGLHV ZLWK ORZ GHJUHHV RI HIILFLHQF\ DQG HIILFDF\��� $ UHFHQW LQWHUHVWLQJ
FRQWULEXWLRQ LGHQWLILHV VL[ GLIIHUHQW ©HQFU\SWLRQ ZRUNDURXQGVª��� ��� ILQG WKH H[LVWLQJ FRS\ RI WKH NH\��� ���
JXHVV WKH NH\��� ��� FRPSHO WKH NH\� ��� H[SORLW D IODZ LQ WKH HQFU\SWLRQ VRIWZDUH��� ��� DFFHVV SODLQWH[W ZKLOH
WKH GHYLFH LV LQ XVH��� ��� ORFDWH DQRWKHU SODLQWH[W FRS\�
,Q RXU RSLQLRQ WKH WKLUG FDVH LV WKH PRVW LQWHUHVWLQJ EHFDXVH� RI FRXUVH� LQ LW ZH FDQ ILQG WKH XOWLPDWH FRQIOLFW
RQ WKH FRQWURO RI WKH NH\V EHWZHHQ SXEOLF SRZHUV DQG IXQGDPHQWDO ULJKWV� :H LQWHQG WR GHHSHQ EULHIO\ VXFK
WRSLF FRPSDULQJ 8�6� DQG (XURSHDQ SHUVSHFWLYHV�
&RQFHUQLQJ WKH 8�6�$�� DV DQ LPPHGLDWH DIWHUPDWK RI $SSOH� )DFHERRN DQG *RRJOH HQFU\SWLRQ LQLWLDWLYHV
RI ����� D YHU\ OLYHO\ GHEDWH DURVH� HQFU\SWHG UHVRXUFHV EHLQJ SURWHFWHG XQGHU WKH SULYLOHJH DJDLQVW VHOI�
LQFULPLQDWLRQ SURYLGHG E\ WKH )LIWK $PHQGPHQW WR WKH 8QLWHG 6WDWHV &RQVWLWXWLRQ��� $FFRUGLQJ WR LWV FXUUHQW
LQWHUSUHWDWLRQ� D VWDWHPHQW LQYROYLQJ DQ LQGLYLGXDO UHTXLUHV WKUHH HOHPHQWV LQ RUGHU WR EH JUDQWHG E\ VXFK SULY�
LOHJH� ��� KDV WR EH FRPSHOOHG E\ WKH JRYHUQPHQW� ��� KDV WR EH LQFULPLQDWLQJ� ��� KDV WR EH WHVWLPRQLDO� RU
LQ RWKHU ZRUGV LW KDV WR EH D FHUWDLQ NLQG RI FRPPXQLFDWLQJ DFW� 2I FRXUVH� VLQFH UHYHDOLQJ D SDVVZRUG FRQ�
VLVWV LQ D ©FRPPXQLFDWLRQª� LQYHVWLJDWLYH DXWKRULWLHV ZHUH FRQFHUQHG RI ©JRLQJ GDUNª� EHFRPLQJ LPSRVVLEOH
WR JUDQW D ODZIXO DFFHVV WR HQFU\SWHG UHVRXUFHV ZLWKRXW WKH FRQVHQW RI WKHLU RZQHU��� $OWKRXJK� MXULVSUX�

IRUPDWLRQ RI GDWD LQ RUGHU WR KLGH LWV LQIRUPDWLRQ FRQWHQW� HVWDEOLVK LWV DXWKHQWLFLW\� SUHYHQW LWV XQGHWHFWHG PRGLILFDWLRQ� SUHYHQW LWV
UHSXGLDWLRQ� DQG�RU SUHYHQW LWV XQDXWKRULVHG XVHª�

�� (QFU\SWLRQ LV LQFOXGHG DPRQJ )XQGDPHQWDO 5LJKWV� EHLQJ FRQVLGHUHG XQGHU WKH )UHHGRP RI RSLQLRQ DQG H[SUHVVLRQ� 5HSRUW
RI WKH 6SHFLDO 5DSSRUWHXU RQ WKH SURPRWLRQ DQG SURWHFWLRQ RI WKH ULJKW WR IUHHGRP RI RSLQLRQ DQG H[SUHVVLRQ� �� $SULO �����
$�+5&������� ©����� ,QGLYLGXDOV VKRXOG EH IUHH WR XVH ZKDWHYHU WHFKQRORJ\ WKH\ FKRRVH WR VHFXUH WKHLU FRPPXQLFDWLRQV� 6WDWHV
VKRXOG QRW LQWHUIHUH ZLWK WKH XVH RI HQFU\SWLRQ WHFKQRORJLHV� QRU FRPSHO WKH SURYLVLRQ RI HQFU\SWLRQ NH\Vª�

�� $SSOH UHOHDVHG D QHZ RSHUDWLQJ V\VWHP� L26�� ZKLFK HQFU\SWHG PRVW GDWD VWRUHG RQ L3KRQHV� OLNHZLVH *RRJOH XSJUDGHG $QGURLG
/ROOLSRS ��� ZLWK VLPLODU IHDWXUHV DQG )DFHERRN EURXJKW HQFU\SWLRQ WR LWV QHZO\ DFTXLUHG PHVVDJLQJ VHUYLFH :KDWVDSS� )RU H[�
DPSOH� $SSOH¶V :KLWHSDSHU VWDWHG DV IROORZV� ©)RU DOO GHYLFHV UXQQLQJ L26 � DQG ODWHU YHUVLRQV� $SSOH ZLOO QRW SHUIRUP L26 GDWD
H[WUDFWLRQV LQ UHVSRQVH WR JRYHUQPHQW VHDUFK ZDUUDQWV EHFDXVH WKH ILOHV WR EH H[WUDFWHG DUH SURWHFWHG E\ DQ HQFU\SWLRQ NH\ WKDW LV
WLHG WR WKH XVHU¶V SDVVFRGH� ZKLFK $SSOH GRHV QRW SRVVHVVª� ,Q L26� WKH HQFU\SWLRQ NH\ LV JHQHUDWHG FRPELQLQJ XVHU¶V SDVVZRUG DQG
WKH 8,' �8QLTXH ,GHQWLILFDWLRQ 1XPEHU� RI WKH GHYLFH� VR WKH NH\ LV QRW VWRUHG LQ WKH GHYLFH�

�� 6RPH HQFU\SWLRQV V\VWHPV DUH SURYLGHG ZLWK SUHFDXWLRQ IXQFWLRQDOLWLHV ± NH\�HVFURZ� WUXVWHG WKLUG�SDUW\ DFFHVV� H[FHSWLRQDO DFFHVV�
GDWD UHFRYHU\ ± WKRXJK WKH\ DUH QRW ZLGHO\ DFFHSWHG EHFDXVH WKH\ DUH FRQVLGHUHG VHFXULW\ IODZV� $PRQJ WKH SURSRVHUV RI D ©WKLUG
SDUW\ª FRQWUROOHG DFFHVV ZH FDQ ILQG WKRVH ZKR IDYRXU D SXEOLF LQVWLWXWLRQ DQG WKRVH ZKR SUHIHU D SULYDWH LQGHSHQGHQW HQWLW\� 6XFK
SUHIHUHQFHV DUH FRQGLWLRQHG E\ VHYHUDO IDFWRUV� TϱАϱόϣϱЛg/ЛϩϡζЁϣζЭgTΞАϔϣg`ϱΪϔϩЅϱϩ� ����� S� ���±����

�� FζЁЁgbΫϑϩζϔζЁ� �����
�� ,QGHHG� SDVVZRUGV FDQ EH DUFKLYHG LQ D GRFXPHQW DYDLODEOH RXWVLGH WKH HQFU\SWHG UHVRXUFHV� LELG��
�� ,W ZDV HVWLPDWHG WKDW ��� RI WKH L3KRQHV DUH SURWHFWHG E\ �� FRPELQDWLRQV RI QXPEHUV RQ RYHU ������ SRVVLEOH� $PRQJ WKHP� ��

LV SURWHFWHG E\ ©����ª� LQ �ϨϔАΞЭ� �����
�� 7KLV ZDV WKH FDVH RI WKH ©$SSOH � )%,ª FRQWURYHUV\�
�� 7KH DUUHVW RI 5RVV 8OEULFKW� WKH IDPRXV 6LON 5RDG IRXQGHU� ZDV VSHFLILFDOO\ SODQQHG LQ D ZD\ WKDW FRXOG DOORZ SURVHFXWRUV WR DFFHVV

WKH ODSWRS ZKLOH LW ZDV ZRUNLQJ�
�� ©1R SHUVRQ VKDOO EH KHOG WR DQVZHU IRU D FDSLWDO� RU RWKHUZLVH LQIDPRXV FULPH� XQOHVV RQ D SUHVHQWPHQW RU LQGLFWPHQW RI D *UDQG

-XU\� H[FHSW LQ FDVHV DULVLQJ LQ WKH ODQG RU QDYDO IRUFHV� RU LQ WKH 0LOLWLD� ZKHQ LQ DFWXDO VHUYLFH LQ WLPH RI :DU RU SXEOLF GDQJHU�
QRU VKDOO DQ\ SHUVRQ EH VXEMHFW IRU WKH VDPH RIIHQFH WR EH WZLFH SXW LQ MHRSDUG\ RI OLIH RU OLPE� QRU VKDOO EH FRPSHOOHG LQ DQ\ FULP�
LQDO FDVH WR EH D ZLWQHVV DJDLQVW KLPVHOI� QRU EH GHSULYHG RI OLIH� OLEHUW\� RU SURSHUW\� ZLWKRXW GXH SURFHVV RI ODZ� QRU VKDOO SULYDWH
SURSHUW\ EH WDNHQ IRU SXEOLF XVH� ZLWKRXW MXVW FRPSHQVDWLRQª�

�� KWWSV���F\EHU�KDUYDUG�HGX�SXEUHOHDVH�GRQW�SDQLF�� #ζЁϡϨΞϩ +ζϩАζЁ υϱЁ BϩАζЁϩζА � bϱΫϔζАЭ ΞА ?ΞЁЦΞЁβ mϩϔЦζЁЅϔАЭ� �����

�



)HGHULFR &RVWDQWLQL � 0DUFR $OYLVH 'H 6WHIDQL

GHQFH IRXQG D FRQFHSWXDO GLIIHUHQFH EHWZHHQ D VWDWHPHQW UHYHDOLQJ WKH SDVVZRUG RI LQFULPLQDWLQJ HQFU\SWHG
UHVRXUFHV �JUDQWHG E\ WKH )LIWK $PHQGPHQW� DQG D VWDWHPHQW UHIHUULQJ WR DQ H[WHUQDO VRXUFH ZLWK LQFULPLQDWLQJ
FRQWHQWV �QRW JUDQWHG E\ WKH SULYLOHJH����

:LWK UHJDUG WR (XURSH� LW LV NQRZQ WKDW LQ PDQ\ (XURSHDQ FRXQWULHV ± EHLQJ SDUW RI WKH &RXQFLO RI (XURSH
± FDQ EH DSSOLHG $UWLFOH �� 3DU� � RI WKH ©%XGDSHVW &RQYHQWLRQª RI ������ EXW DOVR $UWLFOH � 3DU� � RI WKH
&RQYHQWLRQ IRU WKH 3URWHFWLRQ RI +XPDQ 5LJKWV DQG )XQGDPHQWDO )UHHGRPV �(&W+5� RI ������� :H FDQ
VLPSOLI\ WKH GLVFXVVLRQ RI WKLV WRSLF REVHUYLQJ WKDW WKH GHFLVLRQV RI WKH (&W+5 GUDZ D GLVWLQFWLRQ VLPLODU WR WKH
RQH SURYLGHG E\ 8�6� &RXUWV� :H FDQ VWUHVV RXW WKDW LW LV VWLOO GHEDWHG LI WKH VWDWHPHQW UHYHDOLQJ RWKHU VRXUFHV
RI LQFULPLQDWLQJ HYLGHQFHV �L�H� GRFXPHQWV� LV JUDQWHG E\ WKH SULYLOHJH DJDLQVW VHOI�LQFULPLQDWLRQ DQG WKH ULJKW
WR UHPDLQ VLOHQW GHVFHQGLQJ IURP $UWLFOH � SDUDJUDSK � RI WKH (XURSHDQ &RQYHQWLRQ RI +XPDQ 5LJKWV���

,W FDQ EH VDLG WKDW WKH ©&U\SWR�:DUVª GHILQLWHO\ OHIW WKH JOREDO GLSORPDF\ DQG PDGH WKHLU ZD\ LQ 8�6� DQG
(XURSHDQ FRXUWV� ,Q WKH (8� FRQFHUQV ZHUH UDLVHG LQ DQ LQVWLWXWLRQDO UHSRUW RI ����� ZKHUH FU\SWRJUDSK\
ZDV TXDOLILHG DV DQ REVWDFOH QRW RQO\ LQ DFFHVVLQJ SK\VLFDO GHYLFHV� EXW DOVR WR FRPPXQLFDWLRQ LQWHUFHSWLRQV
DQG LQVSHFWLRQ RI FORXG�VWRUHG GDWD� $V D UHFRPPHQGDWLRQ� LW ZDV VXJJHVWHG E\ H[SHUWV WR 0HPEHU 6WDWHV
UHSUHVHQWDWLYHV WR ©DVVLVW LQ GHYHORSLQJ VWDQGDUGLVHG UHTXLUHPHQWV IRU VHUYLFH SURYLGHUV WR PDNH XQHQFU\SWHG
FRPPXQLFDWLRQV GDWD DYDLODEOH WR ODZ HQIRUFHPHQWª���

$V REVHUYHG LQ WKH (XURSHDQ 3DUOLDPHQW 5HVROXWLRQ DJDLQVW &\EHUFULPH RI � 2FWREHU ����� FU\SWRJUDSK\
FDQ EH XVHG ERWK LQ FRQILGHQWLDO FRPPXQLFDWLRQV DQG LQ UDQVRPZDUH DWWDFNV �ZKHUHDV ©&ª���� ,Q WKH VDPH
GRFXPHQW� (XURSHDQ &RPPLVVLRQ VWUHVVHV WKDW VWURQJ FU\SWRJUDSK\ LPSURYHV WKH RYHUDOO VHFXULW\ RI FRPPX�
QLFDWLRQ \HW DOORZLQJ ©PDOLFLRXV XVHUVª WR FRQFHDO WKHLU XQODZIXO DFWLYLWLHV ��� ���� ± VLQFH HQFU\SWLRQ FDQ
KHOS IXOILO WKH QHHG RI SURWHFW FRPPXQLFDWLRQV IURP F\EHU FULPHV ������ ± DQG HQFRXUDJHV SURYLGHUV WR SUR�
PRWH ©SUDFWLFDO VHFXULW\ PHDVXUHVª ± VXFK DV HQFU\SWLRQ� LQGHHG ± DPRQJ FLWL]HQV LQ RUGHU WR VSUHDG WKH XVH

�� 3ULYLOHJH DJDLQVW VHOI LQFULPLQDWLRQ ZDV JUDQWHG LQ D FDVH ZKHUH WKH JRYHUQPHQW DVNHG WKH GHIHQGDQW WR GLVFORVH QRW WKH SDVVZRUG
EXW WR SURGXFH DQ XQHQFU\SWHG YHUVLRQ RI WKH KDUG GULYH� SURYLGHG WKDW RIILFLDOV PDQDJHG WR DFFHVV WKH LQFULPLQDWLQJ FRQWHQW EHIRUH
GHIHQGDQW¶V ODSWRS ZHUH VKXW GRZQ� ,Q UH *UDQG -XU\ 6XESRHQD WR 6HEDVWLHQ %RXFKHU� 1R� �����PM���� ���� :/ ������ �'� 9W�
)HE ��� ������ ,Q D IROORZLQJ FDVH� WKH VDPH SULYLOHJH ZDV JUDQWHG WR WKH GHIHQGDQW RQ WKH EDVLV WKDW WKH KDUG GULYH FRQWDLQLQJ LQ�
FULPLQDWLQJ HYLGHQFH ZDV SDUWLDOO\ H[DPLQHG E\ WKH SURVHFXWRUV GXULQJ LQYHVWLJDWLRQV� ,Q UH� *UDQG -XU\ 6XESRHQD 'XFHV 7HFXP�
�� 0DUFK ����� 1RV�ௐ��±����� 	 ��±����� '�&� 'RFNHW 1R� ����±PF±�����±0&5±&-.� GHFLGHG �� )HEUXDU\ ����� (OHF�
WURQLF )URQWLHU )RXQGDWLRQ ILOHG DQ DPLFXV EULHI LQ VXSSRUW RI WKH GHIHQGDQW� ,Q DQRWKHU OHDGLQJ FDVH� D WKLUG SDUW\ ± WKH H[�KXVEDQG
± EURXJKW WR SURVHFXWRUV D OLVW RI NQRZQ SDVVZRUG XVHG E\ WKH GHIHQGDQW DQG RQH RI WKHP ZRUNHG JLYLQJ DFFHVV WR WKH HQFU\SWHG
UHVRXUFHV� 8QLWHG 6WDWHV Y� )ULFRVX� ��� )�6XSS��G �8QLWHG 6WDWHV 'LVWULFW &RXUW IRU WKH 'LVWULFW RI &RORUDGR ������

�� ©(DFK 3DUW\ VKDOO DGRSW VXFK OHJLVODWLYH DQG RWKHU PHDVXUHV DV PD\ EH QHFHVVDU\ WR HPSRZHU LWV FRPSHWHQW DXWKRULWLHV WR RUGHU
DQ\ SHUVRQ ZKR KDV NQRZOHGJH DERXW WKH IXQFWLRQLQJ RI WKH FRPSXWHU V\VWHP RU PHDVXUHV DSSOLHG WR SURWHFW WKH FRPSXWHU GDWD
WKHUHLQ WR SURYLGH� DV LV UHDVRQDEOH� WKH QHFHVVDU\ LQIRUPDWLRQ� WR HQDEOH WKH XQGHUWDNLQJ RI WKH PHDVXUHV UHIHUUHG WR LQ SDUDJUDSKV
� DQG �ª�

�� ©(YHU\RQH FKDUJHG ZLWK D FULPLQDO RIIHQFH VKDOO EH SUHVXPHG LQQRFHQW XQWLO SURYHG JXLOW\ DFFRUGLQJ WR ODZª�
�� &IU� )XQNH 9� )UDQFH �$SSOLFDWLRQ QR� ��������� (&/,�&(�(&+5����������-8'���������� 6DXQGHUV 9� 8QLWHG .LQJGRP �$S�

SOLFDWLRQ QR� ��������� (&/,�&(�(&+5����������-8'����������
�� /ϔ MϔΫϱϣΞg;ϱЛϩζЦgHζЦϔg`ЛΪϔϩgpζААϱЁϔ �(GV��� ����� S� ���� &KDSWHU � RI WKH 5HSRUW LV GHYRWHG WR WKH ,WDOLDQ PRE� FRQVLGHUHG DV

D FDVH VWXG\�
�� 6XFK NLQG RI DWWDFNV UHFHQWO\ RXWQXPEHUHG WUDGLWLRQDO PDOZDUH WKUHDWV� FIU� (85232/� ,QWHUQHW ,2&7$ ���� &ULPH 7KUHDW $VVHVV�

PHQW� �����
�� (XURSHDQ LQVWLWXWLRQV IRFXVHG WKUHH SULRULWLHV ± RUJDQL]HG FULPH� WHUURULVP� F\EHUFULPH ± IRVWHULQJ D FRRUGLQDWH UHVSRQVH WR LQ�

WHUQDO DQG H[WHUQDO WKUHDWV� &20������ ��� ILQDO� RI �� $SULO ����� 7KH (XURSHDQ $JHQGD RQ 6HFXULW\� 7HUURULVP EHFDPH D NH\
LVVXH DIWHU WKH ����� DV FRQILUPHG E\ LQVWLWXWLRQDO GRFXPHQWV VXFK DV &20������ ��� ILQDO� RI �� 2FWREHU ����� RQ 3UHYHQWLRQ�
SUHSDUHGQHVV DQG UHVSRQVH WR WHUURULVW DWWDFNV� $ JUHDW HIIRUW ZDV JLYHQ WR UDLVH WKH OHYHO RI VHFXULW\ LQ GHWRQDWRUV� ERPE�PDNLQJ
HTXLSPHQW DQG ILUH�DUPV� LQFOXGLQJ WKHLU FRPSRQHQWV� VLQFH WKH LQLWLDWLYH HQGRUVHG E\ WKH (XURSHDQ &RXQFLO RI 1RYHPEHU ����� FIU�
7KH +DJXH 3URJUDPPH� LQ 2- & ���� RI � 0DUFK ����� 5HFHQWO\ WKH (8 EHFRPH PHPEHU RI WKH (XURSHDQ &RXQFLO &RQYHQWLRQ RQ
WKH 3UHYHQWLRQ RI 7HUURULVP �&(76 Q� ����� FIU� &20������ ��� ILQDO DQG &20������ ��� ILQDO� RI ��� 2FWREHU �����

�



'DWD 3URWHFWLRQ� 'LJLWDO )RUHQVLFV DQG (QFU\SWLRQ LQ 0RELOH 'HYLFHV LQ (XURSHDQ 8QLRQ

RI SULYDF\�HQKDQFLQJ WHFKQRORJLHV ��� ���� 0HDQZKLOH� 6WDWHV 0HPEHUV DUH XUJHG QRW WR LPSRVH REOLJDWLRQV
WR HQFU\SWLRQ SURYLGHUV ± VXFK WKH FUHDWLRQ RI ©EDFNGRRUVª ± DQG FDOOV WR FRRSHUDWLRQ DPRQJ WKHP ��� ������

�� (QFU\SWLRQ� ELRPHWULFV DQG GDWD SURWHFWLRQ LQ PRELOH GHYLFHV
$V ZH NQRZ� LQIRUPDWLRQ WHFKQRORJLHV WKDW XVH KXPDQ ± SK\VLFDO �L�H� ILQJHUSULQWV� RU EHKDYLRXUDO �L�H� YRLFH
UHFRJQLWLRQ� ± FKDUDFWHULVWLFV WR LGHQWLI\ LQGLYLGXDOV DUH FDOOHG ©ELRPHWULFVª��� 1RZDGD\V� VXFK WHFKQLTXHV DUH
FRPPRQO\ XVHG WR YHULI\ D SHUVRQ¶V LGHQWLW\ ZKHQ DFFHVVLQJ WR UHVRXUFHV RU GHYLFHV���

)URP D OHJDO SHUVSHFWLYH� WKHUH LV D WUHPHQGRXV GLIIHUHQFH EHWZHHQ D SDVVZRUG DQG D ELRPHWULF NH\ LQ HQFU\SW�
LQJ D UHVRXUFH� ,Q 8�6 OHJDO V\VWHP� ZKHUH WKH ILUVW FDVHV DSSHDUHG� IURP WKH EHJLQQLQJ LW ZDV TXLWH REYLRXV
WKDW SURYLGLQJ WKH ELRORJLFDO WUDLW QHHGHG WR DFFHVV D GHYLFH GRHV QRW LQYROYH DQ\ NLQG RI ©FRPPXQLFDWLYH
DFWª� VR QR ©WHVWLPRQ\ª LV UHTXLUHG� KHUH WKH )LIWK $PHQGPHQW FDQQRW HQWLWOH WR OHJLWLPDWH UHIXVDOV DJDLQVW
SURVHFXWRUVª DFFHVV UHTXHVWV�
$FFRUGLQJ WR WKH MXULVSUXGHQFH RI WKH (&W+5� FROOHFWLQJ ELRPHWULF GDWD LQ RUGHU WR LGHQWLI\ LQGLYLGXDOV DOORZV
RWKHU XVDJHV RI WKH LQIRUPDWLRQ VWRUHG��� ,Q (8� WUDGLWLRQDOO\ WKH FROOHFWLRQ RI ELRPHWULF GDWD ± ILQJHUSULQWV�
LQ SDUWLFXODU ± KDV DOZD\V EHHQ FRQVLGHUHG D YHU\ VHQVLEOH LVVXH� 6WLOO WRGD\ VXFK GDWD DUH FROOHFWHG E\ SXE�
OLF LQVWLWXWLRQV LQ YHU\ OLPLWHG FDVHV DQG ZLWK YHU\ VSHFLILF SXUSRVHV��� $ERYH DOO� DV VXJJHVWHG E\ 2(&'
JXLGHOLQHV� ELRPHWULF GDWD DUH VKDUHG WR LGHQWLI\ LQGLYLGXDOV E\ LQYHVWLJDWLYH DXWKRULWLHV���

�� &U\SWRJUDSK\ KDV EHHQ VSHFLILFDOO\ GLVFXVVHG LQ WKH 6WUDWHJLF VHPLQDU ©.H\V WR &\EHUVSDFHª RUJDQL]HG LQ 7KH +DJXH RQ
� -XQH ���� E\ WKH 1HWKHUODQGV SUHVLGHQF\ RI (8 DQG (XURMXVW� &IU� DOVR WKH GRFXPHQW (QFU\SWLRQ� &KDOOHQJHV IRU FULP�
LQDO MXVWLFH LQ UHODWLRQ WR WKH XVH RI HQFU\SWLRQ ± IXWXUH VWHSV ± SURJUHVV UHSRUW� %UXVVHOV� �� 1RYHPEHU ����� &IU� ILQDOO\
;ЛАϑζϔϣgHϔόζЁg?ζζАϨΞϩg2ΞόζЁg+ЁΞЧυϱЁβ� ����� S� ��� (QFU\SWLRQ LV GLVFXVVHG DV DQ ©LQYHVWLJDWLYH EDUULHUª�

�� $FFRUGLQJ WR $UWLFOH � ���� *'35� ©ELRPHWULF GDWDª DUH ©SHUVRQDO GDWD UHVXOWLQJ IURP VSHFLILF WHFKQLFDO SURFHVVLQJ UHODWLQJ WR
WKH SK\VLFDO� SK\VLRORJLFDO RU EHKDYLRXUDO FKDUDFWHULVWLFV RI D QDWXUDO SHUVRQ� ZKLFK DOORZ RU FRQILUP WKH XQLTXH LGHQWLILFDWLRQ
RI WKDW QDWXUDO SHUVRQ� VXFK DV IDFLDO LPDJHV RU GDFW\ORVFRSLF GDWDª� &IU� DQ LQWURGXFWLRQ LQ TЁϔϩЅ� ����� S� ���±���� %LRPHWULF
WHFKQRORJLHV ZRUN LQ D WZR�SKDVHV SURFHVV� LQ WKH ©HQUROPHQWª� WKH ERG\ IHDWXUH LV DFTXLUHG� PHDVXUHG� SURFHVVHG E\ DQ DOJRULWKP
DQG FRQYHUWHG LQ GDWD ZKLFK DUH VWRUHG� LQ WKH VHFRQG SKDVH WDNHV SODFH WKH YHULILFDWLRQ LQ ZKLFK WKH SDWWHUQ LV FRQIURQWHG ZLWK WKH
WHPSODWH�

�� ,Q RWKHU ZRUGV� WKH\ DUH UHFRJQLWLRQ WHFKQRORJLHV IRU DXWKHQWLFDWLRQ� DXWKRUL]DWLRQ� VHFXULW\� ,W LV NQRZQ WKDW WKHUH DUH WKUHH NLQGV RI
DXWRPDWHG YHULILFDWLRQ RI D SHUVRQ¶V LGHQWLW\� ©6RPHWKLQJ , NQRZª �L�H� SDVVZRUG�� ©6RPHWKLQJ , KDYHª �L�H� SK\VLFDO WRNHQ�� ©6RPH�
WKLQJ , DPª �L�H� ELRORJLFDO WUDLW�� 0RUH SUHFLVHO\� ©LGHQWLILFDWLRQª LV HVWDEOLVKLQJ ZKR D SHUVRQ LV ZKLOH LV DFFHVVLQJ D UHVRXUFH�
©YHULILFDWLRQª� LQVWHDG� LV HVWDEOLVKLQJ LI D SHUVRQ LV WKH VDPH ZKR LV H[SHFWHG WR DFFHVV� FIU� D VHPLQDO FRQWULEXWLRQ ;ЁϔϟϿϔϩϡ� �����
S� ���±���� 1RW DOO ELRORJLFDO WUDLWV DUH VXLWDEOH WR EH FROOHFWHG LQ D ELRPHWULF V\VWHP� EXW RQO\ WKRVH ZKR IXOILO FHUWDLQ UHTXLUH�
PHQWV VXFK DV XQLYHUVDOLW\� GLVWLQFWLYHQHVV� SHUPDQHQFH� FROOHFWDELOLW\� )XUWKHUPRUH� WKHUH DUH VRPH SUDFWLFDO LVVXHV WKDW D ELRPHWULF
V\VWHP KDV WR JXDUDQWHH� VXFK DV SHUIRUPDQFH �VSHHG DQG DFFXUDF\�� DFFHSWDELOLW\ E\ SHRSOH� FLUFXPYHQWLRQ �UHVLVWDQFH DJDLQVW
IUDXGXOHQW PHWKRGV�� DΞϔϩg`ϱЅЅgTЁΞΪϑΞϡΞЁ� ����� S� �±���

�� $V GHFLGHG E\ WKH (&W+5� ©$UWLFOH ���� RI 5HJXODWLRQ 1R ���������� DV DPHQGHG E\ 5HJXODWLRQ 1R ��������� PXVW EH LQWHUSUHWHG
DV PHDQLQJ WKDW LW GRHV QRW UHTXLUH WKH 0HPEHU 6WDWHV WR JXDUDQWHH� LQ WKHLU OHJLVODWLRQ� WKDW ELRPHWULF GDWD FROOHFWHG DQG VWRUHG LQ
DFFRUGDQFH ZLWK WKDW UHJXODWLRQ ZLOO QRW EH FROOHFWHG� SURFHVVHG DQG XVHG IRU SXUSRVHV RWKHU WKDQ WKH LVVXH RI WKH SDVVSRUW RU WUDYHO
GRFXPHQW� VLQFH WKDW LV QRW D PDWWHU ZKLFK IDOOV ZLWKLQ WKH VFRSH RI WKDW UHJXODWLRQª�:�3� :LOOHPV DQG RWKHUV F� %XUJHUPHHVWHU YDQ
1XWK DQG RWKHUV� &����������� �LQWHUSUHWDWLRQ�� IRXUWK &KDPEHU� GHFLVLRQ RI �� $SULO ����� (&/,�(8�&����������

�� ,W LV QRWHZRUWK\ WKDW� DFFRUGLQJ WR $UWLFOHV �� DQG �� RI &RXQFLO 'HFLVLRQ RI �� )HEUXDU\ ����� VHWWLQJ XS (XURMXVW ZLWK D YLHZ WR
UHLQIRUFLQJ WKH ILJKW DJDLQVW VHULRXV FULPH �2- / ���� RI � 0DUFK ����� DV DPHQGHG E\ &RXQFLO 'HFLVLRQ ���������-+$ RI �� -XQH
���� �2- / ������ RI � -XQH ����� DQG &RXQFLO 'HFLVLRQ ���������-+$ RI �� 'HFHPEHU ���� �2- / ������ RI � -XQH ����� S� ����
(XURMXVW LV HQWLWOHG WR SURFHVV SHUVRQDO GDWD LQ YHU\ OLPLWHG FDVHV DQG ZLWK YHU\ VWULFW SXUSRVHV� 2QO\ IRU VXVSHFWHG RU SUHYLRXV
FULPLQDO RIIHQGHUV LW LV DOORZHG WR SURFHVV ©'1$ SURILOHV HVWDEOLVKHG IURP WKH QRQ�FRGLQJ SDUW RI '1$� SKRWRJUDSKV DQG ILQJHU�
SULQWVª �$UWLFOH ��� �� �� OHWW� Q�� FIU� &RPPXQLFDWLRQ IURP WKH &RPPLVVLRQ WR WKH (XURSHDQ 3DUOLDPHQW� WKH (XURSHDQ &RXQFLO DQG
WKH &RXQFLO RQ 7ZHOIWK SURJUHVV UHSRUW WRZDUGV DQ HIIHFWLYH DQG JHQXLQH 6HFXULW\ 8QLRQ� &20������ ��� ILQDO� RI �� 'HFHPEHU
�����

�� 2Q VXFK PDWWHU� FIU� 'LUHFWLYH �(8� �������� RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� $SULO ���� RQ WKH SURWHFWLRQ RI
QDWXUDO SHUVRQV ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD E\ FRPSHWHQW DXWKRULWLHV IRU WKH SXUSRVHV RI WKH SUHYHQWLRQ� LQYHVWL�
JDWLRQ� GHWHFWLRQ RU SURVHFXWLRQ RI FULPLQDO RIIHQFHV RU WKH H[HFXWLRQ RI FULPLQDO SHQDOWLHV� DQG RQ WKH IUHH PRYHPHQW RI VXFK GDWD�
DQG UHSHDOLQJ &RXQFLO )UDPHZRUN 'HFLVLRQ ���������-+$ �2- / ������ RI � 0D\ ������ 2Q WKH LPSDFW RI WKH 'LUHFWLYH ��������

�



)HGHULFR &RVWDQWLQL � 0DUFR $OYLVH 'H 6WHIDQL

)URP D WHFKQLFDO SHUVSHFWLYH� ZH KDYH WR DFNQRZOHGJH WKDW� ZKHQ XVLQJ D ELRPHWULF NH\ WR HQFU\SW GDWD� ZH
IDFH WZR LPSRUWDQW HOHPHQWV���
)LUVW� WKH ELRPHWULF NH\ LV �XVXDOO\� YHU\ VWURQJ DQG XQLTXH� EXW LV DOVR QRW FKDQJHDEOH� :H KDYH RQO\ RQH VHW
RI ILQJHUSULQWV� RQH IDFH� HWF�� DQG LI WKHVH NH\V OHDN WR SXEOLF GRPDLQ RU EODFN PDUNHW GXH WR D GDWD EUHDFK� ZH
FDQQRW FKDQJH WKHP DV ZH FDQ GR ZLWK RXU SDVVZRUGV ZKHQ WKH\ DUH FRPSURPLVHG� 0RUHRYHU� WKHVH ELRPHWULF
NH\V DUHQ¶W VWRUHG LQ RXU PLQG� OLNH SDVVZRUGV� DQG FDQ EH VWROHQ HYHQ ZLWKRXW RXU NQRZOHGJH���
6XFK XQLTXHQHVV RI ELRPHWULF NH\V OHDGV WR WKH VHFRQG LPSRUWDQW HOHPHQW� KRZ DUH WKHVH NH\V VWRUHG LQ WKH
GHYLFHV" 1RW RQO\ HQFU\SWHG GDWD DUH YDOXDEOH� GXH WR WKHLU XQLTXHQHVV� WKH ELRPHWULF NH\V WKHPVHOYHV DUH
YHU\ LPSRUWDQW DQG WKHLU SURWHFWLRQ LV FULWLFDO� 6HFXULW\ UHVHDUFKHUV KDYH IRXQG WKDW PDQ\ GHYLFHV VWRUH XVHU¶V
ILQJHUSULQWV ZLWKRXW SURSHU SURWHFWLRQ���
$QG HYHQ LI VRPH GHYLFHV VWRUH ELRPHWULF NH\V LQ WKH SURSHU ZD\ �IRU H[DPSOH KDVKHG DQG ZLWK UHVWULFWHG
DFFHVV�� RWKHU GHYLFHV DUH �EODFN ER[� �WKH\ FDQ¶W EH H[DPLQHG� DQG XVHUV KDV WR WUXVW WKH FRPSDQLHV ZKR
SURGXFH WKHP� DUH FDQ ZH EH VXUH WKDW WKRVH FRPSDQLHV GRQ¶W VWRUH WKH ELRPHWULF NH\V RI WKH FXVWRPHUV LQ WKHLU
VHUYHUV"��

�� &RQFOXVLRQ
$V ZH NQRZ� LQIRUPDWLRQ WHFKQRORJ\ LV WKH FRUH RI RXU VRFLHW\� &U\SWRJUDSKLF V\VWHPV DUH WKH PRVW DGYDQFHG
IRUP RI FRQWURO RI LQIRUPDWLRQ DQG WKLV LV WKH UHDVRQ RI LWV VWUDWHJLF LPSRUWDQFH QRW RQO\ LQ SXEOLF DIIDLUV EXW
DOVR LQ SULYDWH PDWWHUV� WKH\ DUH QRW RQO\ WHFKQRORJLFDO WRROV� EXW ©ZHDSRQVª� DFFRUGLQJ WR ,QWHUQDWLRQDO ODZ�
3URYLGHG WKDW� PD\EH WKH (8 VKRXOG UHYLHZ LWV DSSURDFK� ZKLFK E\ QRZ LV UHVWULFWHG LQ D SUDJPDWLF SHUVSHFWLYH�
,QGHHG� LQIRUPDWLRQ FDQ EH VKDUHG DPRQJ SHHUV� RI FRXUVH� EXW FDQQRW EH RZQHG E\ DQ\RQH� KHQFH LQIRUPDWLRQ
VHFXULW\� HYHQ LI JUDQWHG E\ HQFU\SWLRQ� LV EDVHG RQ ULVN�PDQDJHPHQW HYDOXDWLRQV�
1RW DOZD\V WKH GHSOR\PHQW RI FXWWLQJ�HGJH WHFKQRORJLHV LV� DV VXFK� WKH PRVW VHFXUH VROXWLRQ� %LRPHWULF UHFRJ�
QLWLRQ V\VWHPV UHSUHVHQW LQWULQVLF ULVNV ± DQG VRPHWLPHV VHULRXV WKUHDWV ± ERWK IURP D OHJDO DQG D WHFKQRORJLFDO
SRLQW RI YLHZ� ,QGHHG� YHU\ RIWHQ ELRPHWULF NH\V DZDUG SXEOLF DXWKRULWLHV DQG VHUYLFH SURYLGHUV ZLWK GDWD ±
RXU ELRORJLFDO WUDLWV ± IDU PRUH YDOXDEOH WKDQ WKH UHVRXUFHV WKH\ DUH PHDQW WR SURWHFW�
,Q SUHYLRXV SDUDJUDSKV� DFFRUGLQJ WR WKH DSSURDFK SURYLGHG E\ ©3KLORVRSK\ RI ,QIRUPDWLRQª ZH GHWHFWHG WKUHH
OD\HUV LQ HQFU\SWLRQ� ©UHVRXUFH�OHYHOª �WKH HQFU\SWHG GDWD WR EH DFFHVVHG�� ©NH\�OHYHOª �WKH F\SKHU NH\V WR EH
KDQGOHG� DQG ©XVHU�OHYHOª �WKH LQGLYLGXDO WUDLWV XVHG DV ELRPHWULF NH\V�� ,W FDQ EH VDLG WKDW ©&U\SWR�:DUVª DUH
EHLQJ FRQGXFWHG DW HDFK OHYHO� \HW ZLWK GLIIHUHQW WHFKQRORJLHV� WRROV DQG DUJXPHQWV�
:H FODLP WKDW NHHSLQJ VHSDUDWHG VXFK OHYHOV ZRXOG EH XVHIXO LQ RUGHU WR FODULI\ WKH GHEDWH RQ FU\SWRJUDSK\
DQG WR EULQJ QHZ DUJXPHQWV RQ WKH GLVFXVVLRQ� &U\SWRJUDSK\� LQGHHG� LV QHLWKHU MXVW DQ DV\OXP IRU WHUURULVWV�
PREVWHUV DQG SDHGRSKLOHV� DV SURVHFXWRUV WHQG WR GHSLFW LW� QRU VROHO\ D PDUNHWLQJ OHYHUDJH IRU FXVWRPHUV
ZLOOLQJ WR SD\ IRU H[WUD�VHUYLFHV� DV SURYLGHUV RIWHQ DGYHUWLVH LW� )RU H[DPSOH� LW FRXOG EH VDLG WKDW WKH )LIWK
$PHQGPHQW DQG $UWLFOH � (&+5 RSHUDWH RQ WKH VHFRQG OD\HU �©NH\�OHYHOª�� EHFDXVH WKH\ ERWK SHUWDLQ WR
©LQIRUPDWLRQ IRU UHDOLW\ª SURYLGHG E\ FRPPXQLFDWLQJ DFWV� 2Q WKH FRQWUDU\� WKH\ GRQ¶W DSSO\ WR WKH ILUVW OD\HU

DQG 5HJXODWLRQ �(8� �������� RQ (XURSHDQ MXGLFLDO LQVWLWXWLRQV� FIU� KΞЁЀЛζϩϔζ� ����� S� ���±���� )RU D EDFNJURXQG RYHUYLHZ� LW
PD\ EH KHOSIXO RXU SUHYLRXV FRQWULEXWH RQ WKH WRSLF� FIU� +ϱЅАΞϩАϔϩϔg/ζ bАζυΞϩϔ� ����� S� ���±����

�� %LRPHWULF NH\V H[DPSOHV DUH ILQJHUSULQWV� IDFH UHFRJQLWLRQ� UHWLQD VFDQ� LULV VFDQ� KDQG JHRPHWU\� YRLFH DQDO\VLV� VLJQDWXUH� '1$
DQDO\VLV� HWF�

�� )RU H[DPSOH� LQ GLIIHUHQW FDVHV UHVHDUFKHUV DQG KDFNHUV ZHUH DEOH WR FRXQWHUIHLW ILQJHUSULQWV IURP VWDQGDUG SKRWRV WDNHQ DW HYHQWV RU
IURP VRFLDO QHWZRUNV� 3HRSOH FDQ DOVR EH IRUFHG WR XVH WKHLU ELRPHWULF NH\V� IRU H[DPSOH XVLQJ WKH ILQJHUSULQWV RI D VOHHSLQJ SHUVRQ�
RU FRHUFHG E\ FULPLQDOV RU WRWDOLWDULDQ UHJLPHV�

�� )RU H[DPSOH� VRPH GHYLFHV VDYHG ILQJHUSULQWV VFDQ DV SODLQWH[W ELWPDS LPDJHV� UHDGDEOH E\ XQSULYLOHJHG SURFHVVHV RU DSSV�
�� 7KLV OHDG WR DQ LQWHUHVWLQJ DUJXPHQW� LW¶V FRPPRQ RSLQLRQ WKDW *RYHUQPHQWV VKRXOGQ¶W KDYH DFFHVV WR EDFNGRRUV RU VHFUHWO\ DQDO\VH

WKHLU GDWD� EXW SHRSOH WUXVW SULYDWH FRPSDQLHV DQG IUHHO\ JLYH WKHP SHUVRQDO GDWD DQG EXVLQHVV LQIR�

�



'DWD 3URWHFWLRQ� 'LJLWDO )RUHQVLFV DQG (QFU\SWLRQ LQ 0RELOH 'HYLFHV LQ (XURSHDQ 8QLRQ

�©UHVRXUFH�OHYHOª� QRU RQ WKH WKLUG �©XVHU�OHYHOª�� EHFDXVH WKH\ GRQ¶W UHIHU QHLWKHU WR ©LQIRUPDWLRQ DV UHDOLW\ª
QRU WR ©LQIRUPDWLRQ DERXW UHDOLW\ª�
:H EHOLHYH WKDW WKLV FRQFHSWXDO IUDPHZRUN FRXOG EH IUXLWIXO LQ GHYHORSLQJ D GLIIHUHQW DSSURDFK WR OHJDO LVVXHV
LQ FU\SWRJUDSK\ DQG ZH LQWHQG WR SURFHHG DORQJ WKLV UHVHDUFK SDWK�

�� 5HIHUHQFHV
�ϨϔАΞЭ. /Ξϩϔζϣ� 0RVW &RPPRQ L3KRQH 3DVVFRGHV� KWWS���GDQLHODPLWD\�FRP�EORJ�����������PRVW�FRPPRQ�
LSKRQHSDVVFRGHV� �����
#ΞЁϣϱЧ. Dϱϑϩ TζЁЁЭ� ,QWURGXFWLRQ� ,Q� =LPPHUPDQQ 3KLOLS �(G��� 7KH RIILFLDO 3*3 XVHU¶V JXLGH 0,7 3UHVV� &DPEULGJH�
0DVV�� �����
#ζЁϡϨΞϩ +ζϩАζЁ υϱЁ BϩАζЁϩζА � bϱΫϔζАЭ ΞА ?ΞЁЦΞЁβ mϩϔЦζЁЅϔАЭ� 'RQ¶W 3DQLF� 0DNLQJ 3URJUHVV RQ WKH ©*RLQJ
'DUNª 'HEDWH� �����
#ϱЁόϨΞϩϩ. �ϣΪζЁА� +ROGLQJ RQ WR UHDOLW\� 7KH QDWXUH RI LQIRUPDWLRQ DW WKH WXUQ RI WKH PLOOHQQLXP� 8QLYHUVLW\ RI &KLFDJR
3UHVV� &KLFDJR� �����
+ΞϩζААϔ. `Ξϩg/ЧϱЁϡ. +ЭϩАϑϔΞgMΞϱЁ. KϱϩϔgQЅАЁϱЦЅϡЭ. `ΞυΞϣϣ 'HQLDEOH (QFU\SWLRQ� $QQXDO ,QWHUQDWLRQDO &U\SWRO�
RJ\ &RQIHUHQFH 6SULQJHU� %HUOLQ� +HLGHOEHUJ� ����� S� ��±����
+ϱЅАΞϩАϔϩϔ. 7ζβζЁϔΫϱg /ζ bАζυΞϩϔ. KΞЁΫϱ �ϣЦϔЅζ� &ROOHFWLQJ HYLGHQFH LQ WKH ©,QIRUPDWLRQ 6RFLHW\ª� WKHRUHWLFDO EDFN�
JURXQG� FXUUHQW LVVXHV DQG IXWXUH SHUVSHFWLYHV LQ ©&ORXG )RUHQVLFVª� ,Q� 6FKZHLJKRIHU (ULF� .XPPHU )UDQ]� +|W]HQGRUIHU
:DOWHU� 6RUJH &KULVWRSK �(GV��� 7UHQGV XQ &RPPXQLWLHV GHV 5HFKWLQIRUPDWLN� 7DJXQJVEDQG GHV ��� ,QWHUQDWLRQDOHQ 5HFK�
VWLQIRUPDWLN 6\PSRVLRQ � 7UHQGV DQG &RPPXQLWLHV LI /HJDO ,QIRUPDWLFV� 3URFHHGLQJV RI WKH ��WK ,QWHUQDWLRQDO /HJDO
,QIRUPDWLFV 6\PSRVLXP� gVWHUUHLFKLVFKH &RPSXWHU *HVHOOVFKDIW� :LHQ� ����� S� ���±����
/ϔ MϔΫϱϣΞ. �ϩβЁζΞg;ϱЛϩζЦ. TϑϔϣϔϿ gHζЦϔ. KϔΫϑΞζϣg`ЛΪϔϩ. DζϩϩϔυζЁgpζААϱЁϔ. #ΞЁΪΞЁΞ �(GV��� 6WXG\ RQ SDYLQJ WKH
ZD\ IRU IXWXUH SROLF\ LQLWLDWLYHV LQ WKH ILHOG RI ILJKW DJDLQVW RUJDQLVHG FULPH� WKH HIIHFWLYHQHVV RI VSHFLILF FULPLQDO ODZPHD�
VXUHV WDUJHWLQJ RUJDQLVHG FULPH ± )LQDO UHSRUW� 3XEOLFDWLRQV 2IILFH RI WKH (XURSHDQ 8QLRQ (XURSHDQ 8QLRQ� /X[HPERXUJ�
�����
/ϔυυϔζ. rϑϔАυϔζϣβg ?ζϣϣϨΞϩ. KΞЁАϔϩ 2Y� 0XOWLXVHU FU\SWRJUDSKLF WHFKQLTXHV� 3URFHHGLQJV RI WKH -XQH �±��� ����� QD�
WLRQDO FRPSXWHU FRQIHUHQFH DQG H[SRVLWLRQ $&0� 1HZ <RUN� ����� S� ���±����
7ϣϱЁϔβϔ. HЛΫϔΞϩϱ �(G��� 7KH 2QOLIH 0DQLIHVWR� %HLQJ +XPDQ LQ D +\SHUFRQQHFWHG (UD� 2SHQ $FFHVV 6SULQJHU ,QWHUQD�
WLRQDO 3XEOLVKLQJ� &KDP �����
7ϣϱЁϔβϔ. HЛΫϔΞϩϱ� 7KH SKLORVRSK\ RI LQIRUPDWLRQ� 2[IRUG 8QLYHUVLW\ 3UHVV� 2[IRUG�1HZ <RUN� �����
;ЁϔϟϿϔϩϡ. DΞϩ� %LRPHWULFV DQG 3ULYDF\� &RPSXWHU /DZ 	 6HFXULW\ 5HSRUW� YROXPH ��� LVVXH �� ����� S� ���±����
;ЛАϑζϔϣ. KϔЁϟΞ gHϔόζЁ. [ЛζϩАϔϩ g?ζζАϨΞϩ. �ЛЁηϣϔζg2ΞόζЁ. DΞϨζЅ g+ЁΞЧυϱЁβ. KΞЬ� /HJDO )UDPHZRUNV IRU +DFNLQJ
E\ /DZ (QIRUFHPHQW� ,GHQWLILFDWLRQ� (YDOXDWLRQ DQG &RPSDULVRQ RI 3UDFWLFHV� (XURSHDQ 8QLRQ� %UX[HOOHV� �����
?ϱЁϩ. 2ЦΞg QόόζЁ. bΞЁΞ� .QRZLQJ WKH (QHP\� 7KH (SLVWHPRORJ\ RI 6HFUHW ,QWHOOLJHQFH� *UH\ 5RRP� YROXPH ��� �����
S� ��±���
DΞϔϩ. �Y FYg`ϱЅЅ. �YgTЁΞΪϑΞϡΞЁ. bY� $Q ,QWURGXFWLRQ WR %LRPHWULF 5HFRJQLWLRQ� ,((( 7UDQVDFWLRQV RQ &LUFXLWV DQG 6\V�
WHPV IRU 9LGHR 7HFKQRORJ\� YROXPH ��� LVVXH �� ����� S� �±���
FζЁЁ. QЁϔϩ bYg bΫϑϩζϔζЁ. #ЁЛΫζ (QFU\SWLRQ :RUNDURXQGV� �����
KΞЁЀЛζϩϔζ. iϑϱϨΞЅ� 7KH 3ROLFH DQG &ULPLQDO -XVWLFH $XWKRULWLHV 'LUHFWLYH� 'DWD SURWHFWLRQ VWDQGDUGV DQG LPSDFW RQ WKH
OHJDO IUDPHZRUN� &RPSXWHU /DZ 	 6HFXULW\ 5HYLHZ� YROXPH ��� LVVXH �� ����� S� ���±����
MϱЁϨΞϩ. #ЁЛΫζ� 6HFUHW ZDUIDUH� 'RUVHW 3UHVV� 1HZ <RUN� �����
TϱАϱόϣϱЛ. /ϔϨϔАЁϔЅg/ЛϩϡζЁϣζЭ. 7ΞЭgTΞАϔϣ. bЛϩϔϣg`ϱΪϔϩЅϱϩ. Mζϔϣ� 3XEOLF SUHIHUHQFHV IRU LQWHUQHW VXUYHLOODQFH� GDWD
UHWHQWLRQ DQG SULYDF\ HQKDQFLQJ VHUYLFHV� (YLGHQFH IURP D SDQ�(XURSHDQ VWXG\� &RPSXWHUV LQ +XPDQ %HKDYLRU� YROXPH
��� ����� S� ���±����
TЁϔϩЅ. +ϱЁϔζϩ� %LRPHWULF 7HFKQRORJ\ /DZ� 0DNLQJ 2XU %RG\ ,GHQWLI\ IRU XV� /HJDO ,PSOLFDWLRQV RI %LRPHWULF 7HFKQROR�
JLHV� &RPSXWHU /DZ 	 6HFXULW\ 5HSRUW� YROXPH ��� LVVXH �� ����� S� ���±����
bΫϑЛϣвζ. KΞААϑϔΞЅ� &OLSSHU 0HHWV $SSOH YV� )%, ± $ &RPSDULVRQ RI WKH &U\SWRJUDSK\ 'LVFRXUVHV IURP ���� DQG �����
0HGLD DQG &RPPXQLFDWLRQ� YROXPH �� LVVXH �� ����� S� ��±���
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bϑΞϩϩϱϩ. +ϣΞЛβζ 2Y� $ 0DWKHPDWLFDO 7KHRU\ RI &RPPXQLFDWLRQ� %HOO 6\VWHP 7HFKQLFDO -RXUQDO� YROXPH ;;9,,� LVVXH
�� �����D�� S� ���±����
bϑΞϩϩϱϩ. +ϣΞЛβζ 2Y� $ 0DWKHPDWLFDO 7KHRU\ RI &RPPXQLFDWLRQ� %HOO 6\VWHP 7HFKQLFDO -RXUQDO� YROXPH ;;9,,� LVVXH
�� �����E�� S� ���±����
bЛϩβА. +ϑЁϔЅ� &U\SWRJUDSK\ LQ WKH UHDO ZRUOG� ,QIRUPDWLRQ 6HFXULW\ 7HFKQLFDO 5HSRUW� YROXPH ��� LVVXH �� ����� S� �±��
rζΞЦζЁ. rΞЁЁζϩ� 7KH 0DWKHPDWLFV RI &RPPXQLFDWLRQ� 6FLHQWLILF $PHULFDQ� YROXPH ���� LVVXH �� ����� S� ��±���
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