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5HVHDUFKHU� 8QLYHUVLW\ RI 8GLQH� 'HSDUWPHQW RI /DZ
9LD 7UHSSR ��� ������ 8GLQH� ,7
IHGHULFR�FRVWDQWLQL#XQLXG�LW� ZZZ�XQLXG�LW

7HPSRUDU\ $JHQW� (XURSHDQ 3DUOLDPHQW

&R�GLUHFWRU� FDPELD02 UHVHDUFK FRRSHUDWLYH
F�'XTXH GH )HUQiQ 1XxH]� �� 0DGULG �(6�
IORULGHD�GLFLRPPR#FDPELDPR�QHW

3K�'� 6WXGHQW� (|WY|V /RUiQG 8QLYHUVLW\� )DFXOW\ RI /DZ
(J\HWHP WpU �±�� ���� %XGDSHVW �+8�
EDOLQWRY#FDHVDU�HOWH�KX� ZZZ�DMN�HOWH�KX

.H\ZRUGV� 0DD6� ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV� &\EHU 6HFXULW\� 'DWD SURWHFWLRQ� 'DWH[ ,,
$EVWUDFW� ,R7 �,QWHUQHW RI 7KLQJV� DSSOLFDWLRQV DUH FUXFLDO LQ ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV �,76�� 0DD6

�0RELOLW\ DV D 6HUYLFH� LV DQ DGYDQFHG PRGHO RI ,76 LQ ZKLFK SXEOLF LQVWLWXWLRQV� SULYDWH RS�
HUDWRUV DQG FLWL]HQV DUH GHHSO\ FRQQHFWHG VLQFH PHDQV RI WUDQVSRUW DUH YLUWXDOL]HG LQ PRELOLW\
UHVRXUFHV DQG SURYLGHG WR XVHUV WKURXJK WKH ,QWHUQHW� 7KLV FRQWULEXWLRQ� DIWHU D VKRUW LQWURGXF�
WLRQ� DGGUHVVHV OHJDO FRQFHUQV IRFXVLQJ RQ WKUHH DVSHFWV� ��� VHFXULW\ RI WHFKQRORJLFDO SODWIRUPV
DQG LQIUDVWUXFWXUHV� ��� SURWHFWLRQ RI XVHU¶V SHUVRQDO GDWD� ��� FRPPXQLFDWLRQ DPRQJ GHYLFHV
DQG LQ WKH ,R7 HFRV\VWHP�

�� ,QWURGXFWLRQ
7UDQVSRUW LV D VRFLDO SKHQRPHQRQ DV ROG DV KXPDQNLQG� ZKLFK LQ UHFHQW \HDUV KDV EHHQ QRWHZRUWKLO\ FKDQJHG
GXH WR WKH LPSDFW RI ©,QIRUPDWLRQ 6RFLHW\ª�
$ WUDQVSRUW V\VWHP EHFRPHV ©LQWHOOLJHQWª� DFFRUGLQJ WR (XURSHDQ 8QLRQ ODZ� ZKHQ LQIRUPDWLRQ LV QRW LQFLGHQ�
WDO RU H[WHUQDO� EXW D NH\ HOHPHQW�� ,Q DQ ,76 �,QWHOOLJHQW 7UDQVSRUW 6\VWHP� LQIRUPDWLRQ LV DV LPSRUWDQW DV WKH
URDG� WKH ZKHHO RU WKH EUDNH� VLQFH LW VKDSHV WKH ©HFRV\VWHPª LQ ZKLFK WUDQVSRUW ©V\VWHPVª PRYH JRRGV DQG

� ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV �,76� DUH GHILQHG ©V\VWHPV LQ ZKLFK LQIRUPDWLRQ DQG FRPPXQLFDWLRQ WHFKQRORJLHV DUH DSSOLHG LQ
WKH ILHOG RI URDG WUDQVSRUW� LQFOXGLQJ LQIUDVWUXFWXUH� YHKLFOHV DQG XVHUV� DQG LQ WUDIILF PDQDJHPHQW DQG PRELOLW\ PDQDJHPHQW� DV
ZHOO DV IRU LQWHUIDFHV ZLWK RWKHU PRGHV RI WUDQVSRUWª� 'LUHFWLYH ��������(8 RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �
-XO\ ���� RQ WKH IUDPHZRUN IRU WKH GHSOR\PHQW RI ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV LQ WKH ILHOG RI URDG WUDQVSRUW DQG IRU LQWHUIDFHV
ZLWK RWKHU PRGHV RI WUDQVSRUW� LQ 2- / ���� � $XJXVW ����� S� �±��� ,Q RUGHU WR IRVWHU WKH DSSOLFDWLRQ RI VXFK OHJDO IUDPHZRUN� WKH
(8 &RPPLVVLRQ KDV DGRSWHG ILYH 'HOHJDWHG 5HJXODWLRQV� �������� RI �� 1RYHPEHU ���� ZLWK UHJDUG WR WKH KDUPRQLVHG SURYL�
VLRQ IRU DQ LQWHURSHUDEOH (8�ZLGH H&DOO� LQ 2- / ��� � $SULO ����� S� �±�� �������� RI �� 0D\ ���� ZLWK UHJDUG WR WKH SURYLVLRQ
RI LQIRUPDWLRQ VHUYLFHV IRU VDIH DQG VHFXUH SDUNLQJ SODFHV IRU WUXFNV DQG FRPPHUFLDO YHKLFOHV� LQ 2- / ���� �� 6HSWHPEHU �����
S� �±�� �������� RI �� 0D\ ���� ZLWK UHJDUG WR GDWD DQG SURFHGXUHV IRU WKH SURYLVLRQ� ZKHUH SRVVLEOH� RI URDG VDIHW\�UHODWHG
PLQLPXP XQLYHUVDO WUDIILF LQIRUPDWLRQ IUHH RI FKDUJH WR XVHUV� LQ 2- / ���� �� 6HSWHPEHU ����� S� �±��� �������� RI �� 'HFHPEHU
���� ZLWK UHJDUG WR WKH SURYLVLRQ RI (8�ZLGH UHDO�WLPH WUDIILF LQIRUPDWLRQ VHUYLFHV LQ 2- / ���� �� -XQH ����� S� ��±��� ���������
RI �� 0D\ ���� ZLWK UHJDUG WR WKH SURYLVLRQ RI (8�ZLGH PXOWLPRGDO WUDYHO LQIRUPDWLRQ VHUYLFHV� LQ 2- / ���� �� 2FWREHU �����
S� �±��� 6HH &20������ ��� ILQDO RI �� 1RYHPEHU ����� $Q (XURSHDQ VWUDWHJ\ RQ &RRSHUDWLYH ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV� D
PLOHVWRQH WRZDUGV FRRSHUDWLYH� FRQQHFWHG DQG DXWRPDWHG PRELOLW\� 6HH DOVR (XURSHDQ 3DUOLDPHQW UHVROXWLRQ RI �� 0DUFK ���� RQ D
(XURSHDQ VWUDWHJ\ RQ &RRSHUDWLYH ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV �����������,1,���
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SHRSOH�� ,Q VXFK DQ H[FKDQJH RI LQIRUPDWLRQ DPRQJ WUDQVSRUW RSHUDWRUV� VHUYLFHV SURYLGHUV� SXEOLF RU SULYDWH
LQIUDVWUXFWXUHV DQG XVHUV� LW LV SRVVLEOH WR REVHUYH D ©SURDFWLYHª SDWWHUQ� VLQFH HDFK DJHQW DGDSWV LWV VWUDWHJLHV
WR WKH HFRV\VWHP��

7KH FXWWLQJ�HGJH YHUVLRQ RI ,76 LV FDOOHG 0DD6 �0RELOLW\�DV�D�6HUYLFH��� ,Q LW� WKH GHPDQG IRU WUDQVSRUW
LV IXOILOOHG SURYLGLQJ D VHW RI ©YLUWXDOL]HGª UHVRXUFHV�� *LYHQ WKH JOREDO XUEDQL]DWLRQ WUHQG� VXFK D PRGHO
SURYLGHV DQ DOWHUQDWLYH� IOH[LEOH DQG VXVWDLQDEOH PHWURSROLWDQ WUDQVSRUWDWLRQ V\VWHP� DOORZLQJ SHRSOH WR SODQ
WKHLU PXOWLPRGDO MRXUQH\ DQG WR WUDYHO ZLWKRXW D SHUVRQDO FDU� ,Q RWKHU WHUPV� SDVVHQJHUV FDQ FKRRVH DQ\
PHDQV RI WUDQVSRUW WR UHDFK WKHLU GHVWLQDWLRQ� XVLQJ HLWKHU SXEOLF VHUYLFH� SULYDWH RSHUDWRUV RU VKDUHG YHKLFOHV�
,Q 0DD6� WUDQVSRUW LQ LWVHOI EHFRPHV D NLQG RI LQIRUPDWLRQ� VR ZH FRXOG DUJXH WKDW GDWD EHFRPH HYHQ PRUH
LPSRUWDQW WKDQ ZKHHOV��

7R VXP XS� WKH VXFFHVV RI0DD6 GHSHQGV QRW RQO\ RQ D FRPELQDWLRQ RI KHWHURJHQHRXV FRPSRQHQWV� EXW DOVR RQ D
VWUDWHJLF SROLF\ RI EDODQFH EHWZHHQ SULYDWH VHFWRU DQG SXEOLF LQWHUHVW DQG� PRVW LPSRUWDQWO\� RQ WKH LQYROYHPHQW
RI SHRSOH� 8VHUV� LQ IDFW� KDYH D NH\ HOHPHQW RI WKH V\VWHP LQ WKHLU SRFNHW� :LWKRXW WKHP� WKH V\VWHP FDQQRW
ZRUN�
,R7 �,QWHUQHW RI 7KLQJV� FDQ EH FRQVLGHUHG DQ HQDEOLQJ WHFKQRORJ\ LQ WKH GHYHORSPHQW RI ©VPDUW FLWLHVª DQG
VSHFLILFDOO\ LQ ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV�� ,QGHHG� DV FRQILUPHG E\ :3�� ZLWK VSHFLDO UHJDUG RQ SHUVRQDO
GDWD SURWHFWLRQ�� WKH FRQWURO RI GHYLFHV� SURFHVVHV DQG V\VWHPV UDLVHV VHYHUDO FRQFHUQV� WKH FRQWURO RI LQIRU�
PDWLRQ ± DQG VSHFLILFDOO\ DERXW WKH VHFXULW\ RI WKH WHFKQRORJLFDO SODWIRUP ZKHUH LW LV PDQDJHG ± WKH SURWHFWLRQ
RI SHUVRQDO GDWD RI WKH FRPPXQLW\ WKDW XVHV VXFK SODWIRUPV ± WKH DFFXUDF\ RI GDWD RI URDGV� WUDIILF DQG WUDYHO
± DV D PDWWHU RI WUDYHO VDIHW\ ± DQG WKH WUDQVSDUHQF\ DQG DFFRXQWDELOLW\ RI DOO SURFHVVHV LQYROYHG�
,Q 0DDV VXFK LVVXHV EHFRPH PRUH UHOHYDQW GXH WR WKH IDFW WKDW� LQ LW� ©WUDQVSRUWª EHFRPHV ©PRELOLW\ª� ,Q RWKHU
ZRUGV� LI ,76 FDQ VWLOO EH FRQVLGHUHG DV D ©PDVVª WUDQVSRUW V\VWHP� VLQFH LW LV SURYLGHG LQGLVFULPLQDWHO\ WR HQWLUH
FRPPXQLWLHV� 0DD6 DVSLUHV WR RIIHU ©SHUVRQDOª PRELOLW\� WDUJHWLQJ LQGLYLGXDO QHHGV� 7R GR VR� LW UHTXLUHV QRW
RQO\ D ODUJHU DPRXQW RI GDWD� EXW DOVR VWURQJHU FRQWURO RI LQIRUPDWLRQ�
,Q D QXWVKHOO� WKH FRPELQDWLRQ RI ,R7 DQG 0DD6 JHQHUDWHV D WZRIROG LQWHUWZLQHG QHWZRUN� RQ RQH VLGH� LQ�
WHUFRQQHFWHG ©WKLQJVª� GDWD� GHYLFHV� DSSOLFDWLRQV� LQIUDVWUXFWXUHV� YHKLFOHV RI DOO VRUWV� RQ WKH RWKHU VLGH�
LQWHUFRQQHFWHG ©SHRSOHª� D FRPPXQLW\ RI WUDYHOOHUV PRYLQJ RQ WKH WHUULWRU\� HDFK RI WKHP DFFRUGLQJ WR WKHLU

� ([SHUWV FODVVLI\ WKUHH NLQG RI ,76 DSSOLFDWLRQV� $GYDQFHG 'ULYHU $VVLVWDQFH 6\VWHPV �$'$6�� $GYDQFHG 7UDYHOOHU ,QIRUPDWLRQ
6\VWHPV �$7,6� DQG $GYDQFHG 7UDIILF 0DQDJHPHQW 6\VWHPV �$706�� �ϣϔg�ϑϨΞβgKΞϣϔϡg�ϣϔg`ζϑϨΞϩ� ,VVXHV� &KDOOHQJHV� DQG
5HVHDUFK 2SSRUWXQLWLHV LQ ,QWHOOLJHQW 7UDQVSRUW 6\VWHP IRU 6HFXULW\ DQG 3ULYDF\� $SSOLHG 6FLHQFHV� YROXPH �� LVVXH ��� �����
S� �±���

� ,Q WKH QH[W \HDUV ,76 ZLOO HYROYH IXUWKHU DQG LWV GHSOR\PHQW ZLOO VSUHDG ZRUOGZLGH� ,WV DGRSWLRQ LV D VSHFLILF VWUDWHJ\ LQ WKH (8�
VHH &20������ ��� ILQDO RI �� 0D\ ����� 2Q WKH URDG WR DXWRPDWHG PRELOLW\� $Q (8 VWUDWHJ\ IRU PRELOLW\ RI WKH IXWXUH� VHH DOVR
iΞϔζΪΞАg#ЁϱЧϩgbΞυυϱЁβg[ЛgtЛ� $ 5HYLHZ RQ (QHUJ\� (QYLURQPHQWDO� DQG 6XVWDLQDELOLW\ ,PSOLFDWLRQV RI &RQQHFWHG DQG $XWR�
PDWHG 9HKLFOHV� (QYLURQPHQWDO 6FLHQFH 	 7HFKQRORJ\� �����

� 0RELOLW\�DV�D�6HUYLFH �0DD6� ± RU DOVR 7UDQVSRUWDWLRQ�DV�D�6HUYLFH �7DD6� ± KDV VSUHDG DW D YHU\ IDVW SDFH VLQFH WKH LQWURGXFWLRQ
RI LWV EDVLF FRQFHSWV E\ 6DPSR +LHWDQHQ DQG 6RQMD +HLNNLOD� ?ϔζАΞϩζϩ� ©0RELOLW\ DV D 6HUYLFHª ± WKH QHZ WUDQVSRUW PRGHO"� (XUR�
WUDQVSRUW� YROXPH ��� LVVXH ��� ,76 	 7UDQVSRUW 0DQDJHPHQW 6XSSOHPHQW� ����� S� �±��

� 0DD6 LV FKDUDFWHUL]HG E\ IRXU FRPSRQHQWV� ��� LQIUDVWUXFWXUH� ��� GDWD SURYLGHUV� ��� WUDQVSRUWDWLRQ RSHUDWRUV� ��� WUXVWHG PRELOLW\
DGYLVRUV� ,W LV XVHIXO WR DQDO\]H HDFK RI WKHP VHSDUDWHO\� VLQFH WKH\ DOO SOD\ DQ LPSRUWDQW UROH LQ WKH VWUXFWXUH RI VXFK D PRGHO RI
,76� ;ϱϱβΞϣϣg7ϔЅϑϨΞϩg#ϱЁϩЅАζϔϩg#ϱϩАϑЁϱϩ� 7KH ULVH RI PRELOLW\ DV D VHUYLFH� 5HVKDSLQJ KRZ XUEDQLWHV JHW DURXQG� 'HORLWWH
5HYLHZ� YROXPH ��� ����� S� ���±����

� KWWSV���HQ�ZLNLSHGLD�RUJ�ZLNL�0RELOLW\BDVBDBVHUYLFH �DOO ZHEVLWHV ODVW DFFHVVHG RQ � -DQXDU\ ������ 6RPH H[DPSOHV DUH ©:KLPSª
XVHG LQ +HOVLQNL DQG 8EL*R LQ *RWKHQEXUJ� FΞЁϣЅЅϱϩgbϱΫϑϱЁgbАЁϵϨΪζЁό� 'HYHORSLQJ WKH ©6HUYLFHª LQ 0RELOLW\ DV D 6HUYLFH�
([SHULHQFHV IURP D )LHOG 7ULDO RI DQ ,QQRYDWLYH 7UDYHO %URNHUDJH� 7UDQVSRUWDWLRQ 5HVHDUFK 3URFHGLD� YROXPH ��� ����� S� ����±
����� IRU D FULWLFDO RYHUYLHZ RI 0DD6 H[SHULHQFHV� VHH FΞϨΞЁόϔΞϩϩϔgHϔgKΞАЭΞЅgbΫϑυζЁ� $ &ULWLFDO 5HYLHZ RI 1HZ 0RELOLW\
6HUYLFHV IRU 8UEDQ 7UDQVSRUW� ,ELG�� S� ����±�����

� Bim� 5HFRPPHQGDWLRQ ,78�7 <����� 2YHUYLHZ RI WKH ,QWHUQHW RI WKLQJV� �����
� :3 2SLQLRQ ������ Q� ���� DGRSWHG RQ �� 6HSWHPEHU ���� RQ 5HFHQW 'HYHORSPHQWV RQ WKH ,QWHUQHW RI 7KLQJV�



,R7� ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV DQG 0DD6 �0RELOLW\ DV D 6HUYLFH�

QHHGV� ©,QWHUQHW RI 7KLQJVª DQG LQWHUFRQQHFWHG XVHUV DUH DQ RSHQ DQG FRPSOH[ QHWZRUN ZKRVH VWDELOLW\ LV
H[SRVHG WR DQ\ NLQG RI SHUWXUEDWLRQ�
,Q WKLV SDSHU ZH LQWHQG WR IRFXV RQ WKUHH PDLQ OHJDO LVVXHV LQ 0DD6� QDPHO\ WKH VHFXULW\ RI ,76� WKH SURWHFWLRQ
RI SHUVRQDO GDWD DQG WKH FLUFXODWLRQ RI WUDQVSRUW LQIRUPDWLRQ�

�� ,76 DQG F\EHUVHFXULW\
,76 LV H[SRVHG WR VHFXULW\ IODZV LQ YHU\ GLIIHUHQW ZD\V� $FFRUGLQJ WR D UHFHQW VWXG\� IRXUWHHQ GLIIHUHQW NLQG RI
YXOQHUDELOLWLHV KDYH EHHQ GHWHFWHG RQO\ IRU LQ�YHKLFOH V\VWHPV��

,Q WKH SXEOLF WUDQVSRUW WKH SUREOHP LV WKRUQ\� VLQFH WKH YDVWQHVV RI LQIUDVWUXFWXUHV UHTXLUHG� WKH YDULHW\ RI
WHFKQLFDO DUFKLWHFWXUH DGRSWHG E\ HDFK RSHUDWRU� WKH ODFN RI DZDUHQHVV E\ WKHLU SHUVRQQHO� WKH VPDOO EXGJHW
GHYRWHG WR SURWHFWLYH PHDVXUHV� $V HPHUJHV IURP DQ DQDO\VLV RI WKH (XURSHDQ 1HWZRUN ,QIRUPDWLRQ 6HFXULW\
$JHQF\ �(1,6$�� ILYH NLQGV RI VSHFLILF YXOQHUDELOLWLHV FDQ EH LGHQWLILHG���

,Q 0DD6� VXFK LVVXHV DUH PRUH FRPSOLFDWHG WR LPSOHPHQW VLQFH SXEOLF DQG SULYDWH RSHUDWRUV DUH GHHSO\ LQWHU�
WZLQHG LQ VKDULQJ GDWD� SODWIRUPV DQG DSSOLFDWLRQ� )XUWKHUPRUH� D NH\ HOHPHQW LQ WKLV NLQG RI VHUYLFHV LV WKH
UHDO�WLPH JHRORFDOL]DWLRQ RI YHKLFOHV DQG XVHUV� )RU WKLV UHDVRQ� D YXOQHUDELOLW\ DIIHFWLQJ D VLQJOH GHYLFH� LI
KLMDFNHG� FRXOG VSUHDG DQG MHRSDUGL]H DQ HQWLUH FLW\ LQ D YHU\ VKRUW WLPH�
$V DQ H[DPSOH RI D VHFXULW\ EUHDFK LQ ,76� LW LV XVHIXO WR PHQWLRQ WKH UDQVRPZDUH DWWDFN VXIIHUHG E\ WKH 6DQ
)UDQFLVFR 0XQLFLSDO 7UDQVSRUWDWLRQ $JHQF\ �07$� LQ ������� LQ ZKLFK PRUH WKDQ � ��� FRPSXWHUV ZHUH
LQIHFWHG� ,Q WKDW FDVH� WKH FRQVHTXHQFHV ZHUH PDUJLQDO� DV WKH PHWUR PDQDJHPHQW ZDV IRUFHG WR OHW SDVVHQJHUV
WUDYHO IRU IUHH IRU VRPH GD\V� \HW LW ZDV SURYHG WKDW WKH VDPH ZHDNQHVVHV FRXOG EH H[SORLWHG ZLWK PXFK PRUH
GDQJHURXV HIIHFWV� ,Q IDFW� VKXWWLQJ GRZQ HVFDODWRUV LQ UXVK KRXU FRXOG FUHDWH TXHXHV VR ORQJ WR FDXVH SDQLF LQ
WKH FURZG� DQG FKDQJLQJ WUDIILF VLJQDOV FRXOG GHYLDWH WUDLQV DQG FDXVH D FROOLVLRQ� (YHQ PLQLPDO YXOQHUDELOLWLHV
FDQ FRPSURPLVH DQ HQWLUH HFRV\VWHP DQG HVFDODWH LQ SRWHQWLDO GLVDVWHUV�
7KH DSSURDFK WR F\EHU VHFXULW\ DGRSWHG LQ UHFHQW \HDUV E\ WKH (XURSHDQ 8QLRQ LV EDVHG RQ WKH FRQFHSW RI ©UH�
VLOLHQFHª��� $Q LQVWLWXWLRQDO IUDPHZRUN KDV EHHQ HVWDEOLVKHG LQ RUGHU WR LPSOHPHQW QRW RQO\ HIIHFWLYH UHDFWLRQV
WR SUHVHQW WKUHDWV� EXW DOVR WR SUHYHQW IXWXUH ULVNV DQG WR SURPRWH D ©SURDFWLYHª VWUDWHJ\���

&\EHU VHFXULW\ LV D NH\ FRQFHUQ DOVR LQ ,76� DV FRQILUPHG LQ 'LUHFWLYH �(8� ��������� RI � -XO\ ������� ZKLFK
TXDOLILHV ©RSHUDWRUV RI ,QWHOOLJHQW 7UDQVSRUW 6\VWHPVª DV ©RSHUDWRU RI HVVHQWLDO VHUYLFHVª �$QQH[ ,,�� LQFOXGLQJ

� Hζgβζϩ ?ΞЁАϱόgxΞϩϩϱϩζ� 6HFXULW\ DQG SULYDF\ IRU LQQRYDWLYH DXWRPRWLYH DSSOLFDWLRQV� $ VXUYH\� &RPSXWHU &RPPXQLFDWLRQV�
YROXPH ���� ����� S� ��±��� �S� ���� 6XFK YXOQHUDELOLWLHV FDQ DIIHFW FRPSRQHQWV �KDUGZDUH RU VRIWZDUH�� FRPPXQLFDWLRQ �LQWHUQDO
RU H[WHUQDO� RU HQYLURQPHQW�

�� 6XFK YXOQHUDELOLWLHV FRQFHUQ� VFDOH DQG FRPSOH[LW\ RI WUDQVSRUWDWLRQ QHWZRUNV� DSSO\LQJ QHWZRUNHG WHFKQRORJ\ DFURVV ODUJH WUDQV�
SRUW V\VWHPV� PXOWLSOH LQWHUGHSHQGHQW V\VWHPV� DFFHVV WR UHDO�WLPH GDWD� KLJKHU YROXPHV RI SDVVHQJHUV DQG IUHLJKW� 2QOLQH SDVVHQJHU
VHUYLFHV� HηЦЭA#ζϩΫϑζАϱϩg/ΞЁЁΞ� &\EHU 6HFXULW\ DQG 5HVLOLHQFH RI ,QWHOOLJHQW 3XEOLF 7UDQVSRUW� *RRG SUDFWLFHV DQG UHFRPPHQ�
GDWLRQV� (1,6$� +HUDNOLRQ� ����� �S� ����

�� KWWSV���ZZZ�WKHJXDUGLDQ�FRP�WHFKQRORJ\������QRY����SDVVHQJHUV�IUHH�ULGH�VDQ�IUDQFLVFR�PXQL�UDQVRPHZDUH�
�� ,W LV QRWHZRUWK\ WKDW ©UHVLOLHQFHª PHDQV WKH DELOLW\ RI D V\VWHP WR UHFRYHU LWV RUGLQDU\ EDODQFH DIWHU D SHUWXUEDWLRQ� KDV EHFRPH D

NH\ WHQHW LQ D ZLGH UDQJH RI (8 SROLFLHV� IURP GLVDVWURXV QDWXUDO HYHQWV� WR IRUHLJQ GLSORPDF\ KXPDQLWDULDQ FULVLV� WR FULPH DQG
WHUURULVP�

�� 6HH &20������ ��� ILQDO RI � -XO\ ����� 6WUHQJWKHQLQJ (XURSH¶V &\EHU 5HVLOLHQFH 6\VWHP DQG )RVWHULQJ D &RPSHWLWLYH DQG
,QQRYDWLYH &\EHUVHFXULW\ ,QGXVWU\� 6HH DOVR &RPPLVVLRQ 5HFRPPHQGDWLRQ �(8� ��������� RI �� 6HSWHPEHU ���� RQ FRRUGL�
QDWHG UHVSRQVH WR ODUJH�VFDOH F\EHUVHFXULW\ LQFLGHQWV DQG FULVHV &����������� LQ 2- / ���� �� 6HSWHPEHU ����� S� ��±��� 7KH ODVW
UHFRPPHQGDWLRQV SURYLGHV D %OXHSULQW IRU ODUJH�VFDOH F\EHU FULVLV� VHH DOVR WKH 3URSRVDO IRU D 5HJXODWLRQ �©&\EHUVHFXULW\ $FWª��
&20���������� ILQDO ± ��������� �&2'�� LQ ZKLFK HQIRUFHG UXOH LV HVWDEOLVKHG IRU (XURSHDQ 8QLRQ $JHQF\ IRU 1HWZRUN DQG
,QIRUPDWLRQ 6HFXULW\ �(1,6$��

�� 'LUHFWLYH �(8� ��������� RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI � -XO\ ���� FRQFHUQLQJ PHDVXUHV IRU D KLJK FRPPRQ
OHYHO RI VHFXULW\ RI QHWZRUN DQG LQIRUPDWLRQ V\VWHPV DFURVV WKH 8QLRQ� LQ 2- / ���� �� -XO\ ����� S� �±��� F�G� ©1HWZRUN ,QIRUPD�
WLRQ 6HFXULW\ª 'LUHFWLYH�
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WKHP DPRQJ WKH LQIUDVWUXFWXUHV WR EH VDIHJXDUGHG IURP LQFLGHQWV RU DWWDFNV DGRSWLQJ D KLJKHU OHYHO RI VHFXULW\
PHDVXUHV���

,Q D UHFHQW &RPPXQLFDWLRQ�� WKH (XURSHDQ &RPPLVVLRQ KDV SURSRVHG WR LQFOXGH WKH F\EHU VHFXULW\ UHJXOD�
WLRQ DV SDUW RI WKH UHYLVLRQ RI WKH *HQHUDO 6DIHW\ 5HJXODWLRQ IRU PRWRU YHKLFOHV� ,Q VXFK SHUVSHFWLYH� LQ RXU
YLHZ� VHFXULW\ RI LQIRUPDWLRQ V\VWHPV DQG VDIHW\ LQ PHDQV RI WUDQVSRUW WHQG WR FRPELQH LQ D MRLQW FRQWURO RI
DOO LQYROYHG DVVHWV� GDWDEDVHV� WUDIILF LQIUDVWUXFWXUHV� LQ�YHKLFOH WHFKQRORJLHV� KDQG�KHOG GHYLFHV� FORXG DSSOL�
FDWLRQV� FRPPXQLFDWLRQ SURWRFROV� $V WKH FRQFHSW RI ©PRELOLW\ª LV D NLQG RI UHQRYDWHG ©WUDQVSRUWª� DOVR QHZ
SDUDGLJPV LQ VHFXULW\ KDV WR EH GHYHORSHG�

�� ,76 DQG GDWD SURWHFWLRQ� WKH DQRQ\PLW\ RI 0DD6 SDVVHQJHUV
'DWD SURWHFWLRQ KDV EHHQ WDNHQ LQWR FRQVLGHUDWLRQ E\ (XURSHDQ LQVWLWXWLRQV VLQFH WKH YHU\ EHJLQQLQJ RI ,76�
$OWKRXJK WKH SURWHFWLRQ RI SHUVRQDO GDWD ZDV LQFOXGHG DPRQJ WKH SULRULW\ DUHDV LQ WKH ,76 $FWLRQ 3ODQ� LW
GRHV QRW DSSHDU DV VXFK LQ ©,76 'LUHFWLYHª� ZKHUH RQ WKH FRQWUDU\ ZH FDQ ILQG DQ LQGLUHFW UHIHUHQFH WR ©RSHQ
GDWDª� 'HVSLWH VXFK DQ RPLVVLRQ� SXUVXDQW WKH LPSOHPHQWDWLRQ RI WKH ,76 $FWLRQ 3ODQ� LQ ���� WKH (XURSHDQ
&RPPLVVLRQ UHFRPPHQGHG WKH DGRSWLRQ RI D ©WHPSODWH IRU SULYDF\ LPSDFW DVVHVVPHQWV IRU ,76 DSSOLFDWLRQVª
DQG RI D ©3ULYDF\�E\�'HVLJQª SKLORVRSK\�
,Q 0DD6� WKH UHDO SRVVLELOLW\ WKDW WKH XVHU FRXOG EH QRW RQO\ SURILOHG� EXW DOVR ©VLQJOHG RXWª� KDV UDLVHG PDQ\
FRQFHUQV� )RU H[DPSOH� LW FRXOG EH SRVVLEOH WR ILQG D SDWWHUQ LQ D XVHU¶V PRYHPHQWV WR DQG IURP KHDOWKFDUH
IDFLOLWLHV� DQG VR FRUUHODWH MRXUQH\ WR FHUWDLQ LOOQHVVHV� )XUWKHUPRUH� D XVHU¶V GHVWLQDWLRQ FRXOG EH D FXOW WHPSOH
RU WKH RIILFH RI D V\QGLFDWH� D SROLWLFDO SDUW\ RU D FLYLO RUJDQL]DWLRQ� ,Q VXFK FDVHV� DQG LQ PDQ\ RWKHUV� LW VHHPV
WKDW WKH JXDUDQWHHV SURYLGHG E\ *'35� HLWKHU VWULFWO\ OHJDO �VXFK DV WKH FRQVHQW RI WKH GDWD VXEMHFW >$UWLFOH �
*'35@�� RU WHFKQRORJLFDO �VXFK DV ©3ULYDF\ E\ 'HVLJQª >$UWLFOH �� *'35@� DUH QRW VXLWDEOH WR DYRLG WKH ULVN
WKDW WKH ©FRQWUROOHUª RU WKH ©SURFHVVRUª FRXOG EH SXQLVKHG DFFRUGLQJO\�
)ROORZLQJ WKH SXEOLFDWLRQ LQ ���� RI WKH 0DD6 $OOLDQFH :KLWH 3DSHU��� ZKLFK GHILQHV VRPH EDVLF SULQFLSOHV
RQ KRZ GDWD VKRXOG EH PDQDJHG ZLWKLQ WKH 0DD6 HFRV\VWHP� WKH 0DDV $OOLDQFH KDV UHFHQWO\ SXEOLVKHG D PRUH
GHWDLOHG GRFXPHQW FDOOHG'DWD0DNHV0DD6+DSSHQ��� ,Q OLQH ZLWK LVVXHV UHODWHG WR WKH GHYHORSPHQW RI &�,76�
WKH GRFXPHQW VWDWHV WKDW WKH ©DYDLODELOLW\ RI GDWD DQG LQWHURSHUDELOLW\ RI V\VWHPV DUH SUHUHTXLVLWHV IRU DFWRUV
LQ D 0DD6 HFRV\VWHPª���

$FFRUGLQJ WR $UW� � ��� RI WKH *'35� SHUVRQDO GDWD VKDOO EH FROOHFWHG IRU VSHFLILHG� H[SOLFLW DQG OHJLWLPDWH SXU�
SRVHV DQG QRW IXUWKHU SURFHVVHG LQ D PDQQHU WKDW LV LQFRPSDWLEOH ZLWK WKRVH SXUSRVHV� DQG SURFHVVHG ODZIXOO\�
IDLUO\ DQG LQ D WUDQVSDUHQW PDQQHU LQ UHODWLRQ WR WKH GDWD VXEMHFW�
7KH VDPH GRFXPHQW LV SDUWLFXODUO\ UHOHYDQW WR XQGHUVWDQG WKH VWDNHKROGHUV¶ YLHZV RQ GDWD IORZV DQG DV D EDVLV
WR DQDO\VH VWUHQJWKV DQG ZHDNQHVVHV LQ UHODWLRQ WR WKH *'35 DQG WKH RSLQLRQV JLYHQ E\ WKH $UWLFOH �� 'DWD
3URWHFWLRQ :RUNLQJ 3DUW\ �:3� RQ VSHFLILF LVVXHV OLNH &�,76 DQG WUDFNLQJ� ,W LGHQWLILHV WKUHH XVH FDVHV WR
GHPRQVWUDWH WKH GDWD IORZV� D� WKH 0DD6 RSHUDWRU XVH FDVH� E� WKH SXEOLF WUDQVSRUW XVH FDVH DQG F� WKH WUDIILF
PDQDJHPHQW XVH FDVH� 7KLV GLVWLQFWLRQ ORRNV QHFHVVDU\ QRW RQO\ IRU WKH VDNH RI FODULW\� EXW HVSHFLDOO\ LQ OLJKW RI

�� )RU WKH LPSOHPHQWDWLRQ RI WKH ©1�,�6� 'LUHFWLYHª� E\ 0HPEHU 6WDWHV� VHH &20������ ��� ILQDO�� RI � 2FWREHU ����� 0DNLQJ WKH
PRVW RI 1,6 ± WRZDUGV WKH HIIHFWLYH LPSOHPHQWDWLRQ RI 'LUHFWLYH �(8� ��������� FRQFHUQLQJ PHDVXUHV IRU D KLJK FRPPRQ OHYHO RI
VHFXULW\ RI QHWZRUN DQG LQIRUPDWLRQ V\VWHPV DFURVV WKH 8QLRQ�

�� &20������ ��� ILQDO RI �� 0D\ ����� 2Q WKH URDG WR DXWRPDWHG PRELOLW\� $Q (8 VWUDWHJ\ IRU PRELOLW\ RI WKH IXWXUH�
�� KWWSV���PDDV�DOOLDQFH�HX�ZS�FRQWHQW�XSORDGV�VLWHV�����������0DD6�:KLWH3DSHUBILQDOB���������SGI�
�� KWWSV���PDDV�DOOLDQFH�HX�ZS�FRQWHQW�XSORDGV�VLWHV�����������'DWD�0DD6�),1$/�DIWHU�SOHQDU\���SGI�
�� ,Q LWV GRFXPHQW� 0DD6 $OOLDQFH XQGHUOLQHV WKH QHHG RI D KLJK TXDOLW\ GDWD EHLQJ H[FKDQJHG DQG OLVWV WHQ SXUSRVHV RI SURFHVVLQJ

GDWD LQ RUGHU WR SURYLGH D KLJK VWDQGDUG VHUYLFH� �� IRU XVHU DFFRXQW PDQDJHPHQW� �� IRU RSWLPDO URXWLQJ� �� WR SURYLGH WKH XVHU ZLWK
LQIRUPDWLRQ RQ FRPELQHG PRELOLW\ VROXWLRQV PDWFKLQJ RQH¶V QHHGV DW WKDW JLYHQ PRPHQW� �� IRU UHVHUYDWLRQ DQG ERRNLQJV� �� WR
UHWULHYH DYDLODELOLW\ RI YHKLFOHV� LQFOXGLQJ FDU�ELNH�VFRRWHU�VKDULQJ IOHHW RU ULGHV� �� IRU YHKLFOH ERRNLQJ� �� WR XQORFN WKH YHKLFOH� ��
IRU SD\PHQW� �� IRU GLJLWDO WLFNHWLQJ� ��� WR SURYLGH WKH XVHU ZLWK VROLG WLPH�FULWLFDO LQIRUPDWLRQ ZKLOH SODQQLQJ DQG WUDYHOLQJ�



,R7� ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV DQG 0DD6 �0RELOLW\ DV D 6HUYLFH�

WKH GLIIHUHQW SXUSRVHV RI SURFHVVLQJ SHUVRQDO GDWD LQ 0DD6� ,Q IDFW� GLIIHUHQW SXUSRVHV DUH OLNHO\ WR EH JURXQGHG
RQ GLIIHUHQW OHJDO EDVLV� :LWK UHJDUG WR WKH 0DD6 RSHUDWRU XVH FDVH� WKH 0DD6 $OOLDQFH DFNQRZOHGJHV WKDW WKH
PRVW FKDOOHQJLQJ SURFHVV LV WKH XVHU DFFRXQW PDQDJHPHQW� ,Q RUGHU WR FRPSO\ ZLWK WKH SULQFLSOHV HQVKULQHG LQ
WKH *'35 DQG WR UHVSHFW WKH GDWD VXEMHFW ULJKWV� LW LV PDQGDWRU\� IRU 0DD6 SURYLGHUV DQG RSHUDWRUV� WR GHOLYHU
FOHDU SULYDF\ VWDWHPHQWV� 2QH RI WKH ZD\V WR EXLOG XS D VROLG WUXVW EHWZHHQ WKH VHUYLFH SURYLGHU DQG WKH XVHU
ZRXOG EH� IRU H[DPSOH� WR SURYLGH IRU D XVHU�IULHQGO\ DFFHVV WR SHUVRQDO GDWD VLPXOWDQHRXVO\ WR WKH GHOLYHU\ RI
WKH SULYDF\ VWDWHPHQW�
:LWK UHJDUG WR WKH OHJDO EDVLV IRU GDWD SURFHVVLQJ� WKUHH GLIIHUHQW SRVVLELOLWLHV VHHP WR EH PRUH VXLWDEOH WR EH
DSSOLHG� $UW� � ��� �D� RI *'35 �FRQVHQW E\ WKH GDWD VXEMHFW�� $UW� � ��� �E� RI *'35 �SHUIRUPDQFH RI D
FRQWUDFW� RU $UW� � ��� �I� RI *'35 �OHJLWLPDWH LQWHUHVW��
2I FRXUVH� FRQVHQW ZRXOG VHHP WKH HDVLHU OHJDO EDVLV WR DSSO\� <HW LW KDV WR EH FRQVLGHUHG QRW RQO\ WKDW FRQVHQW
VKRXOG EH IUHHO\ JLYHQ� VSHFLILF� LQIRUPHG� XQDPELJXRXV� EXW DOVR WKDW WKH GDWD VXEMHFW KDV WKH ULJKW WR ZLWKGUDZ
LW DW DQ\ PRPHQW� ,Q DGGLWLRQ� WKH *'35 LQWURGXFHG RWKHU UXOHV UHODWHG WR FRQVHQW� ZKLFK LQ VRPH FDVHV LV
UHTXLUHG WR EH H[SOLFLW �SURFHVVLQJ VHQVLWLYH GDWD� DXWRPDWHG GHFLVLRQ PDNLQJ� WUDQVIHU RI GDWD WR FRXQWULHV
ZLWK QRQ�DGHTXDWH SURWHFWLRQ��
$OVR GXH WR WKH GUDZEDFNV DERYH REVHUYHG� LW VHHPV WKDW WKH GDWD SURFHVVLQJ FDQ EH HDVLO\ MXVWLILHG E\ WKH
SUHVHQFH RI D FRQWUDFW EHWZHHQ 0DD6 SURYLGHU DQG SDVVHQJHUV�
0RUH GLIILFXOW WR SURYH� EXW VWLOO SRVVLEOH� WKH SURFHVVLQJ FRXOG DOVR EH EDVHG RQ $UW� � ��� �I� RI *'35� 7KLV
OHJDO EDVLV LV OHVV XVHG EHFDXVH WKH GDWD SURFHVV VKRXOG SDVV WKH VR FDOOHG ©OHJLWLPDWH LQWHUHVW DVVHVVPHQWª WKDW
LPSOLHV WKUHH VWHSV���� 3XUSRVH WHVW� ZKDW LV WKH OHJLWLPDWH LQWHUHVW RI WKH FRQWUROOHU"��� 1HFHVVLW\ WHVW� ,V WKH
SURFHVVLQJ QHFHVVDU\ WR DFKLHYH WKH SXUSRVH" �SURSRUWLRQDOLW\ DQG VXEVLGLDULW\ WHVW���� %DODQFLQJ WHVW� 'R WKH
LQGLYLGXDO¶V LQWHUHVWV RYHUULGH WKH OHJLWLPDWH LQWHUHVW" ,I VR� WKH OHJDO EDVLV RI WKH OHJLWLPDWH LQWHUHVW FDQQRW
DSSO\� ,Q ZKDW ZD\ DUH WKH ULJKWV DQG IUHHGRPV RI WKH LQGLYLGXDOV FRQFHUQHG DW VWDNH"
7KH *'35 UHTXLUHV WR SD\ SDUWLFXODU DWWHQWLRQ WR WKH FDVHV ZKHUH WKH GDWD VXEMHFWV LV D PLQRU �WKHUHIRUH� WKH
XVH RI WKLV OHJDO EDVLV ORRNV ULVN\ LQ FDVHV ZKHUH WKH PRELOLW\ VHUYLFH LV DGGUHVVHG� IRU H[DPSOH� WR IDPLOLHV
ZLWK FKLOGUHQ RU VFKRROV�� ,Q JHQHUDO ZH FDQ UHO\ RQ WKLV ODZIXO EDVLV WR SURFHVV SHUVRQDO GDWD� LI WKH XVH RI
SHUVRQDO GDWD LV SURSRUWLRQDWH� KDV D PLQLPDO SULYDF\ LPSDFW� DQG SHRSOH ZRXOG QRW EH VXUSULVHG �H�J� GLUHFW
PDUNHWLQJ�� RU ZKHUH WKHUH LV D FRPSHOOLQJ MXVWLILFDWLRQ IRU WKH SURFHVVLQJ �H�J� VHFXULW\ PHDVXUHV WDNHQ E\ D
FRPSDQ\��
$V REVHUYHG DERYH� LQ 0DD6� WKH UHDO SRVVLELOLW\ WKDW WKH XVHU FRXOG EH QRW RQO\ SURILOHG� EXW DOVR ©VLQJOHG
RXWª� KDV UDLVHG PDQ\ FRQFHUQV� LQ SDUWLFXODU IRU WKH SURWHFWLRQ RI VSHFLDO FDWHJRULHV RI GDWD� /RFDWLRQ GDWD� VR
FUXFLDO IRU WKH VXFFHVV RI 0DD6� FRXOG HDVLO\ EHFRPH D PHWDGDWD UHYHDOLQJ VSHFLDO FDWHJRULHV RI GDWD� WKH VR
FDOOHG ©VHQVLWLYH GDWDª OLVWHG DW $UW� � RI *'35�
,W LV WKHUHIRUH XUJHQW WKDW WKH QHZ H3ULYDF\ 5HJXODWLRQ� VWLOO VWXFN DW WKH &RXQFLO� LV DGRSWHG� ,Q IDFW� WKH $UW� ��
:3 LQ LWV RSLQLRQ RI $SULO ������ ZHOFRPHV WKH IDFW WKDW WKH 3URSRVHG 5HJXODWLRQ FOHDUO\ FRYHUV FRQWHQW
DQG DVVRFLDWHG PHWDGDWD DQG UHFRJQL]HV WKDW PHWDGDWD PD\ UHYHDO YHU\ VHQVLWLYH GDWD� 7KH :3 NHHSV WKH
VDPH SRVLWLRQ LQ LWV VXEVHTXHQW 2SLQLRQ RQ 3URFHVVLQJ SHUVRQDO GDWD LQ WKH FRQWH[W RI &RRSHUDWLYH ,QWHOOLJHQW

�� KWWSV���HF�HXURSD�HX�QHZVURRP�DUWLFOH���LWHP�GHWDLO�FIP"LWHPBLG ������� $FFRUGLQJ WR WKH :3� ©ZLWK UHJDUG WR WKH DQDO\VLV RI
FRQWHQW DQG PHWDGDWD� WKH VWDUWLQJ SRLQW VKRXOG EH WKDW LW LV SURKLELWHG WR SURFHVV FRPPXQLFDWLRQV GDWD ZLWKRXW WKH FRQVHQW RI DOO
HQG�XVHUV �VHQGHUV DQG UHFLSLHQWV�� 7R DOORZ SURYLGHUV WR SURYLGH VHUYLFHV H[SOLFLWO\ UHTXHVWHG E\ WKH XVHU� VXFK DV IRU H[DPSOH
VHDUFK� DQG LQGH[LQJ IXQFWLRQDOLW\� RU WH[W�WR�VSHHFK VHUYLFHV� WKHUH VKRXOG EH D GRPHVWLF H[FHSWLRQ IRU WKH SURFHVVLQJ RI FRQWHQW
DQG PHWDGDWD IRU WKH SXUHO\ SHUVRQDO SXUSRVHV RI WKH XVHU KLP RU KHUVHOI� :LWK UHJDUG WR FRQVHQW IRU WUDFNLQJ� WKH :RUNLQJ 3DUW\
FDOOV IRU DQ H[SOLFLW SURKLELWLRQ RQ WUDFNLQJ ZDOOV� WKDW LV� WDNH LW RU OHDYH LW FKRLFHV WKDW IRUFH XVHUV WR FRQVHQW WR WUDFNLQJ LI WKH\
ZDQW WR KDYH DFFHVV WR WKH VHUYLFH� /DVW EXW QRW OHDVW� WKH :RUNLQJ 3DUW\ UHFRPPHQGV WKDW WHUPLQDO HTXLSPHQW DQG VRIWZDUH PXVW E\
GHIDXOW RIIHU SULYDF\ SURWHFWLYH VHWWLQJV� DQG RIIHU FOHDU RSWLRQV WR XVHUV WR FRQILUP RU FKDQJH WKHVH GHIDXOW VHWWLQJV GXULQJ LQVWDOOD�
WLRQª�
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7UDQVSRUW 6\VWHPV �&�,76���� 7KH $UW� �� :3 DOVR FRQILUPV WKDW GDWD WUDQVPLWWHG YLD &�,76 LV SHUVRQDO GDWD
DV WKH GDWD VXEMHFWV FDQ EH LGHQWLILHG LQ YDULRXV ZD\V� �� E\ WKH FHUWLILFDWHV WKH\ DUH SURYLGHG E\ WKH 3XEOLF
.H\ ,QIUDVWUXFWXUHV� VLQFH WKRVH FHUWLILFDWHV ZLOO EH XQLTXH E\ GHVLJQ� �� E\ WKH ORFDWLRQ GDWD WKHPVHOYHV���
7KH:RUNLQJ 3DUW\ LGHQWLILHV VHYHUDO WHFKQLFDO SRVVLELOLWLHV WR PLQLPL]H WKH ULVNV RI UHLGHQWLILFDWLRQ��� ,Q RUGHU
WR SUHYHQW ORQJ WHUP WUDFNLQJ� DXWKRUL]DWLRQ WLFNHWV DUH FKDQJHG RYHU WLPH��� 7KH IUHTXHQF\ RI EURDGFDVWLQJ RI
&RRSHUDWLYH $ZDUHQHVV 0HVVDJHV QHHGV WR EH DGMXVWHG� ,W LV QRW HQRXJK WKDW D YHKLFOH FKDQJHV LWV FHUWLILFDWH�
EHFDXVH LW ZLOO VWLOO EH SRVVLEOH WR OLQN WKH ROG DQG WKH QHZ FHUWLILFDWH��� 5HVSHFW RI WKH GDWD PLQLPL]DWLRQ
SULQFLSOH� DOVR E\ PHDQV RI WKH DSSOLFDWLRQ RI UHPHGLHV VXFK DV JHQHUDOL]DWLRQ RU QRLVH LQMHFWLRQ�
7KH :3 LGHQWLILHV VHYHUDO ULVNV UHODWHG WR WKH GHYHORSPHQW RI &�,76� ,Q IDFW ©NLQHPDWLF DQG ORFDWLRQ GDWD
ZLOO EH KLJKO\ YDOXDEOH WR D QXPEHU RI LQWHUHVWHG SDUWLHV ZLWK GLYHUVH LQWHQWLRQV DQG SXUSRVHV� 8QUHVWULFWHG
DQG LQGLVFULPLQDWH DFFHVV WR GDWD VKDUHG ZLWKLQ &�,76 PD\ DOORZ IRU WKH XQIDLU DFFXPXODWLRQ RI LQGLYLGXDO
PRYHPHQW SURILOHV� D ½GDWLILFDWLRQ¾ RI GULYLQJ EHKDYLRXUV RQ ZKLFK SHUVRQDOL]HG JRRGV DQG VHUYLFHV FDQ EH
VKDSHG� DGYHUWLVHG DQG VROG� 0RELOLW\ GDWD PD\ KDYH WKH VDPH DSSHDO IRU ODZ DQG WUDIILF HQIRUFHPHQW� EH\RQG
WKH SXUSRVH IRU ZKLFK &�,76 GDWD DUH JHQHUDWHG DQG SURFHVVHGª�
2I FRXUVH� ZH FDQ DFNQRZOHGJH WKDW� DFFRUGLQJ WR WKH *'35� DXWRPDWHG GHFLVLRQ�PDNLQJ ZLWK OHJDO HIIHFWV
RU WKDW VLJQLILFDQWO\ DIIHFW LQGLYLGXDOV PD\ EH DFFHSWDEOH LI LW LV QHFHVVDU\ IRU HQWHULQJ D FRQWUDFW RU WKH SHUIRU�
PDQFH RI D FRQWUDFW EHWZHHQ WKH GDWD FRQWUROOHU DQG GDWD VXEMHFW� RU LI WKH GDWD VXEMHFW JDYH H[SOLFLW FRQVHQW�
DV SUHYLRXVO\ PHQWLRQHG� ,W LV DOVR LPSRUWDQW WR UHPHPEHU WKDW DXWRPDWHG GHFLVLRQ�PDNLQJV LV DFFHSWDEOH LI LW
LV DXWKRULVHG E\ ODZ DQG LI WKH GDWD VXEMHFW¶V ULJKWV� IUHHGRPV DQG OHJLWLPDWH LQWHUHVWV DUH IXOO\ VDIHJXDUGHG�
+RZHYHU� $UW� �� ��� �I� RI WKH *'35 DOVR SURYLGHV WKDW DPRQJ WKH FRQWUROOHU¶V REOLJDWLRQV UHJDUGLQJ WKH LQ�
IRUPDWLRQ WR EH SURYLGHG ZKHUH SHUVRQDO GDWD DUH FROOHFWHG� GDWD VXEMHFWV PXVW EH LQIRUPHG DERXW WKH H[LVWHQFH
RI DXWRPDWHG GHFLVLRQ�PDNLQJ� LQFOXGLQJ SURILOLQJ��� 7KH LQIRUPDWLRQ VKRXOG QRW RQO\ LQGLFDWH WKH IDFW WKDW
WKHUH ZLOO EH D SURILOLQJ� EXW DOVR FRQWDLQ PHDQLQJIXO LQIRUPDWLRQ DERXW WKH ORJLF LQYROYHG LQ WKH SURILOLQJ DQG
WKH SRVVLEOH FRQVHTXHQFHV IRU LQGLYLGXDOV RI WKH SURFHVVLQJ���

�� ,76 DQG GDWD H[FKDQJH� 'DWH[ ,, DQG EORFNFKDLQ
,Q WKLV VHFWLRQ ZH SURYLGH D GHVFULSWLRQ RI WKH WHFKQRORJLHV LQYROYHG LQ GDWD WUDQVDFWLRQV DPRQJ GHYLFHV LQ
,76� GUDZLQJ D SHUVSHFWLYH RQ IXWXUH SRVVLEOH LPSOHPHQWDWLRQV ZLWK EORFNFKDLQ WHFKQRORJLHV�
7KH DLP RI 'LUHFWLYH ��������(8 LV WR SDYH WKH ZD\ IRU WKH ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV �,76� WHFKQRORJLHV
SURYLGLQJ ©LQQRYDWLYH VHUYLFHV UHODWLQJ WR GLIIHUHQW PRGHV RI WUDQVSRUW DQG WUDIILF PDQDJHPHQWª DQG HQDEOLQJ

�� 2SLQLRQ ������� RI � 2FWREHU ���� RQ 3URFHVVLQJ SHUVRQDO GDWD LQ WKH FRQWH[W RI &RRSHUDWLYH ,QWHOOLJHQW 7UDQVSRUW 6\VWHPV
�&�,76��

�� 7KH :3 XQGHUOLQHV WKDW ©WKH SRZHU RI LGHQWLILFDWLRQ RI ORFDWLRQ GDWD LV ZHOO NQRZQ� MXVW D IHZ SRLQWV LQ D SDWK DUH HQRXJK WR VLQJOH
RXW DQ LQGLYLGXDO LQ D SRSXODWLRQ ZLWK D KLJK GHJUHH RI SUHFLVLRQ� WDNLQJ LQWR DFFRXQW WKH PRVWO\ UHJXODU SDWWHUQV RI SHRSOH¶V PR�
ELOLW\ª� $UWLFOH �� :RUNLQJ 3DUW\ KLJKOLJKWV WKDW WKH GHYHORSPHQW RI ,76 WHFKQRORJ\� ZKLFK ZLOO LQYROYH KXJH DPRXQWV RI ORFDWLRQ
GDWD RI LQGLYLGXDOV LQ (XURSH� FUHDWHV QHZ FKDOOHQJHV WR WKH IXQGDPHQWDO ULJKWV DQG WR WKH SURWHFWLRQ RI SHUVRQDO GDWD DQG SULYDF\�
$V UHPLQGHG E\ WKH :3� ©WKH &�,76 E\ FRQFHSW ZLOO XQYHLO ZKHUH ZH GULYH DQG WKH ZD\ ZH GULYH� ,QWLPDWH SLHFHV RI LQIRUPDWLRQ ZLOO
EH SXEOLFO\ EURDGFDVWHG WR DQ\ QHDUE\ YHKLFOH� 7KLV LV D IRUP RI GLVWULEXWHG SHUPDQHQW EHKDYLRXUDO WUDFNLQJ ZKLFK FDQ JHQHUDWH DQ
XQFRPIRUWDEOH VHQVH RI VWHDOWK\ VXUYHLOODQFHª�

�� $UWLFOH �� :RUNLQJ 3DUW\ ������� *XLGHOLQHV RQ $XWRPDWHG LQGLYLGXDO GHFLVLRQ�PDNLQJ DQG 3URILOLQJ IRU WKH SXUSRVHV RI 5HJXOD�
WLRQ ��������� :3 ���� � 2FWREHU ����� &RXQFLO RI (XURSH� 5HFRPPHQGDWLRQ &0�5HF�������� RI WKH &RPPLWWHH RI 0LQLVWHUV
WR PHPEHU VWDWHV RQ WKH SURWHFWLRQ RI LQGLYLGXDOV ZLWK UHJDUG WR DXWRPDWLF SURFHVVLQJ RI SHUVRQDO GDWD LQ WKH FRQWH[W RI SURILOLQJ�
$UW� � ���� 7KH 5HFRPPHQGDWLRQ LQFOXGHV SURYLVLRQV RQ WKH QHHG WR HQVXUH WKDW WKH SURFHVVLQJ LQ WKH FRQWH[W RI SURILOLQJ LV IDLU�
ODZIXO� SURSRUWLRQDWH DQG FDUULHG RXW IRU VSHFLILHG DQG OHJLWLPDWH SXUSRVHV� &RQVXOWLQJ WKH &R( 5HFRPPHQGDWLRQ FRXOG EH SDUWLFX�
ODUO\ XVHIXO WR ILJXUH RXW ZKLFK LQIRUPDWLRQ WKH FRQWUROOHUV VKRXOG SURYLGH WR GDWD VXEMHFW�

�� )RU LQVWDQFH� D KHDOWK LQVXUDQFH FRPSDQ\ XVLQJ DXWRPDWHG GHFLVLRQ�PDNLQJ RQ DSSOLFDWLRQV VKRXOG SURYLGH GDWD VXEMHFWV ZLWK JHQ�
HUDO LQIRUPDWLRQ RQ KRZ WKH DOJRULWKP ZRUNV� DQG ZKLFK IDFWRUV WKH DOJRULWKP XVHV WR FDOFXODWH WKHLU LQVXUDQFH SUHPLXPV� $OVR
ZKHQ H[HUFLVLQJ WKHLU ©ULJKW RI DFFHVVª� GDWD VXEMHFWV FDQ UHTXHVW LQIRUPDWLRQ IURP WKH FRQWUROOHU RQ WKH H[LVWHQFH RI DXWRPDWHG
GHFLVLRQ�PDNLQJ DQG PHDQLQJIXO LQIRUPDWLRQ DERXW WKH ORJLF LQYROYHG�
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©YDULRXV XVHUV WR EH EHWWHU LQIRUPHG DQG PDNH VDIHU� PRUH FRRUGLQDWHG DQG ½VPDUWHU¾ XVH RI WUDQVSRUW QHW�
ZRUNVª �SDUDJUDSK ��� RI WKH SUHDPEOH�� $PRQJ WKH GHOHJDWHG DFWV HQDFWHG E\ WKH (8 &RPPLVVLRQ XQGHU
$UWLFOH � RI WKH 'LUHFWLYH� WKH DERYH PHQWLRQHG 5HJXODWLRQ �(8� �������� LPSOHPHQWV WKH '$7(; ,, RQWRO�
RJ\ LQ RUGHU WR HQVXUH WKH IODZOHVV FRPPXQLFDWLRQ EHWZHHQ URDG�RSHUDWRUV���
'$7(; ,, LV DQ RQWRORJ\ ZKLFK ILWV LQWR D FKDLQ RI FRPPXQLFDWHG WUDIILF�URDG LQIRUPDWLRQ ZULWWHQ LQ ;0/�
80/� 7KH '$7(; ,, KDV EHHQ GHYHORSHG IRU WKH URDG RSHUDWRUV LQ RUGHU WR SURYLGH D FRPPRQ XQGHUVWDQGLQJ
RI GDWD VHQW DQG UHFHLYHG EHWZHHQ HDFK RWKHU� ,W LV QRWHZRUWK\ WKDW WKH '$7(; ,, VWDQGDUG LV GHSOR\HG RQO\
EHWZHHQ URDG�RSHUDWRUV� ZKLOH LQ RUGHU WR HQVXUH FRPPXQLFDWLRQ ZLWK WKH HQG�XVHUV DQRWKHU NLQG RI FRPPXQL�
FDWLRQ PRGHO KDV EHHQ LPSOHPHQWHG� 7KH FRQWHQW�VHUYLFH DJJUHJDWRUV XVH WKH 73(* VWDQGDUG ZKLOH WKH VHUYLFH
SURYLGHUV DQG 2(0V �2ULJLQDO (TXLSPHQW 0DQXIDFWXUHU� XVH WKH 73(*�&�,76 VWDQGDUG� 7KHVH VWDQGDUGV DUH
VHW XS WR SURYLGH DSSURSULDWH GDWD VFKHPHV IRU WKH GLIIHUHQW DFWRUV RI WKH PRELOLW\� +RZHYHU� WKHVH VWDQGDUGV
PXVW EH KDUPRQL]HG VLQFH LI RQH SDUW RI WKH FKDLQ FDQQRW WUHDW VRPH VRUW RI GDWD W\SH ZKLFK WKH RWKHU SURYLGH
WKHQ WKH HIILFLHQF\ ZLOO EH KDUG WR PDLQWDLQ���

7KH '$7(; ,, PRGHO��FRYHUV WKH PRVW UHOHYDQW PRELOLW\ DVSHFWV� URDGZRUNV� WUDIILF PDQDJHPHQW RSWLRQV�
SDUNLQJ LQIRUPDWLRQ� ZHDWKHU GDWD� GHWHFWRU GDWD SHU VHFRQG RU SHU YHKLFOH� WUDYHO WLPHV� 906 VHWWLQJV� LQYROYHG
FDUV LQ DFFLGHQWV DQG FKDUDFWHULVWLFV RI LQMXUHG� 7KHVH DVSHFWV DUH RUJDQL]HG LQ WKUHHPDLQ SDUWV� WKH ©&RPPRQª
QDPHVSDFH� WKH ©/RFDWLRQ5HIHUHQFLQJª QDPHVSDFH DQG WKH ©3D\ORDGSXEOLFDWLRQª QDPHVSDFH� 7KH &RPPRQ
QDPHVSDFH FRQWDLQV WKH PRVW EDVLF HOHPHQWV RI WKH GDWD DV &ODVVHV� 'DWD7\SHV DQG (QXPHUDWLRQV� 7KH /RFD�
WLRQV5HIHUHQFH LQ OLQH ZLWK LWV QDPH SURYLGH GDWD VFKHPH IRU WKH YDULRXV HOHPHQWV RI ORFDWLRQ� 7KH 3D\/RDG�
3XEOLFDWLRQ SRVVHVV WKH ©3DUNLQJª� WKH ©5RDG7UDIILF'DWDª� WKH ©6LWXDWLRQª DQG WKH ©906ª SDUW VR WKH UHDO
LPSRUWDQW GDWD VFKHPHV IRU WKH RXWVLGH ZRUOG WDNH SODFHV KHUH�
$V ZH KDYH QRWHG DERYH� RQH RI WKH NH\ LVVXH LV WKH LQWHUFKDQJHDELOLW\ RI WKH GDWD EDVHG RQ WKH GLIIHUHQW GDWD
VFKHPHV �'$7(; ,,� 73(*� 73(*�&�,76�� )RU H[DPSOH EDFN LQ ���� WKHUH ZDV SUREOHP EHWZHHQ 73(*�
'$7(; ,, QDPHO\ WKDW WKH 73(* PD\ GLVWLQJXLVK ZDUQLQJ OHYHOV UHJDUGLQJ SUREOHPV LQ WKH URDG ZKHUHDV LQ
©WKH FXUUHQW YHUVLRQ RI '$7(; ,, KDV QR SRVVLELOLW\ WR PDUN PHVVDJH DV ©VDIHW\ UHOHYDQWª���
&RQFHUQLQJ WKH IXWXUH SHUVSHFWLYHV� LW LV FRPPRQ RSLQLRQ WKDW EORFNFKDLQ DQG VPDUW FRQWUDFWV WHFKQRORJLHV
ZLOO EULQJ PDQ\ DGYDQWDJHV� UHGXFLQJ WUHPHQGRXVO\ FRVWV RI WUDQVDFWLRQV� LQWHJUDWLQJ SD\PHQW V\VWHPV DQG
.<& �NQRZ�\RXU�FXVWRPHU� SURFHGXUHV� )XUWKHUPRUH� WKH\ FDQ LPSURYH WUXVW DPRQJ FRPPHUFLDO SDUWQHUV
LQ VHYHUDO NLQG RI WUDQVDFWLRQV ± %XVLQHVV WR %XVLQHVV �%�%�� %XVLQHVV WR &XVWRPHU �%�&� DQG &XVWRPHU WR
&XVWRPHU �&�&� ± ZLWKRXW LQWHUPHGLDWRUV� ,Q D UHSRUW ,%0 KDV REVHUYHG WKDW ± SDUWLFXODUO\ LQ WKH ILHOG RI

�� $FFRUGLQJ WR $UWLFOH � RI WKH GHOHJDWHG 5HJXODWLRQ ©)RU WKH SXUSRVH RI IDFLOLWDWLQJ WKH SURYLVLRQ RI FRPSDWLEOH� LQWHURSHUDEOH� DQG
FRQWLQXRXV UHDO�WLPH WUDIILF LQIRUPDWLRQ VHUYLFHV DFURVV WKH 8QLRQ� URDG DXWKRULWLHV DQG URDG RSHUDWRUV VKDOO SURYLGH WKH G\QDPLF
URDG VWDWXV GDWD WKH\ FROOHFW DQG XSGDWH SXUVXDQW WR $UWLFOH � LQ '$7(; ,, �&(1�76 ����� DQG VXEVHTXHQWO\ XSJUDGHG YHUVLRQV�
IRUPDW RU DQ\ PDFKLQH�UHDGDEOH IRUPDW IXOO\ FRPSDWLEOH DQG LQWHURSHUDEOH ZLWK '$7(; ,,ª DQG WKLV SURYLVLRQ LV UHLWHUDWHG LQ WKH
$UWLFOH � IRU WKH WUDIILF GDWD� ,Q $UWLFOH � DQG $UWLFOH �� WKH GHOHJDWHG UHJXODWLRQ LGHQWLILHV ZKDW VRUW RI GDWD PXVW EH XSGDWHG DQG
KRZ LW PXVW EH GRQH�

�� 7KH '$7(; ,, PRGHO LV EXLOW XSRQ WKUHH OD\HUV QDPHG OHYHO $� OHYHO % DQG OHYHO &� 7KH OHYHO $ LV WKH FRUH RI WKH GDWD PRGHO ZKLFK
PD\ EH PRGLILHG RQO\ E\ XSJUDGHG YHUVLRQ RI WKH '$7(; ,, PRGHO� 7KH OHYHO % DLPV WR SURYLGH SRVVLELOLW\ WR DPHQG RU HQKDQFH
WKH OHYHO $ OD\HU� :KLOH WKH OHYHO & PDNHV WKH PRGHO PRUH IOH[LEOH ZLWK WKH RSSRUWXQLW\ WR PDNH D TXLWH FRPSOHWHO\ LQGHSHQGHQW
OD\HU IURP WKHP OHYHO $ EXW DOORZV WR VWLOO PDNH WKH SDUW RI WKH '$7(; ,, PRGHO�

�� 6HH WKH FXUUHQW '$7(; ,, YHUVLRQ KHUH� KWWS���G�GRFV�QGZFORXG�QX�BVWDWLF�XPOPRGHO�Y����LQGH[�KWP�
�� 6DIHW\ UHODWHG PHVVDJH VHWV ± 6HOHFWLRQ RI '$7(; ,, &RGHV� 73(*��7(&�&DXVHV DQG 7&0 HYHQWV IRU (& KLJK OHYHO FDWHJRULHV

�KWWS���WLVD�RUJ�ZS�FRQWHQW�XSORDGV�,767)�����B6DIHW\UHODWHG0HVVDJH�6HWV�'$7(;,,�73(*�7(&DQG70&BY��SGI�� ,Q ���� LQ
8WUHFKW WKH '$7(; ,, IRUXP ZDV KHOG DQG DV DQ RXWFRPH D �� SRLQW GHFODUDWLRQ KDV EHHQ DGRSWHG� $PRQJ WKHP WKH IROORZLQJ
VWDWHPHQWV GHVHUYH WR EH PHQWLRQHG� ��� '$7(; ,, LV DQ LPSRUWDQW EDFNERQH WR HQDEOH &�,76� &ORVH FRRSHUDWLRQ LV QHHGHG EHWZHHQ
&�,76 ± '$7(; ,, ± 2(0V LQ RUGHU WR GHYHORS LQWHURSHUDEOH KDUPRQL]HG SURILOHV� ��� '$7(; ,, /LJKW ZLOO LPSURYH LQQRYDWLRQ
DQG DFFHOHUDWH GHSOR\PHQW RI HQG�XVHU VHUYLFHV GULYHQ E\ WKH RSHQ GDWD FRPPXQLW\� ��� 7KH '$7(; ,, GDWD GLFWLRQDU\ VKRXOG EH
SXEOLVKHG LQ D QDWXUDO ODQJXDJH� ,Q WKLV OLJKW� IXUWKHU LQQRYDWLRQ PD\ EH H[SHFWHG IRU '$7(; ,, HVSHFLDOO\ UHJDUGLQJ WKH LQWHURSHU�
DELOLW\ EHWZHHQ RWKHU GDWD VFKHPHV� KWWSV���ZZZ�GDWH[��HX�QRGH�����



)HGHULFR &RVWDQWLQL � (OHRQRUD $UFKHWWL � )ORULGHD 'L &LRPPR � %DOLQW )HUHQF]

FDU�VKDULQJ ± WKH GHSOR\PHQW RI VPDUW FRQWUDFWV PD\ ZLGHQ WKH SRVVLELOLWLHV KRZ DQG ZKDW PD\ EH RIIHUHG WR
FXVWRPHUV���

:LWK VSHFLILF UHJDUG WR0DD6� EORFNFKDLQ WHFKQRORJ\ PD\ LQLWLDWH D EUHDNWKURXJK GXH WR LWV HIILFLHQF\ DQG UHOD�
WLYHO\ IDVW ZLGHVSUHDGLQJ� %ORFNFKDLQPD\ UHQGHU LW SRVVLEOH WR GHSOR\ VPDUW FRQWUDFWV RQ WKH EORFNFKDLQ ZKLFK
PDNH SD\PHQW DQG H[FKDQJH RWKHU VHUYLFHV LQ D VRPHZKDW IDVW DQG FRQYHQLHQW ZD\� 6LQFH WKH EORFNFKDLQ WHFK�
QRORJ\ PD\ VWRUDJH� VKDUH DQG FKHFN GDWD LQ D GLIIHUHQW PDQQHU WKDQ FHQWUDOL]HG WHFKQRORJ\ GRHV� LW HQDEOHV WR
PDLQWDLQ SULYDF\ RI WKH FXVWRPHUV ZKLOH WKURXJK WKH QHZ ZD\ RI VKDULQJ GDWD LW FDQ KDQGOH WKH KDUGVKLSV ZKLFK
PD\ GHULYH IURP WKH YDULHW\ RI WKH FXVWRPHU¶V KDELWV DQG FXVWRPV UHJDUGLQJ WKH PRELOLW\ DQG WKH VHUYLFHV SUR�
YLGHG IRU WKHP� %ORFNFKDLQ PDNHV WKH RSSRUWXQLW\ WR FRQQHFW WKH IUDJPHQWHG QDWXUH RI WKH VHUYLFHV FXUUHQWO\
RQ WKH ILHOG DOWKRXJK LW LV KDUG WR SUHGLFW KRZ WKH OHJDO V\VWHPV PD\ WUHDW VPDUW FRQWUDFWV DQG SD\PHQWV XSRQ
WKDW��� 7KHUH LV GRXEW ZKHWKHU WKH EORFNFKDLQ WHFKQRORJ\ DQG *'35 SURYLVLRQV DUH LQ OLQH ZLWK HDFK RWKHU���

7KHUH DUH DOUHDG\ VHYHUDO VWDUW�XSV DQG SODWIRUPV LQ WKLV VHFWRU��� &DU H:DOOHW �WR KDQGOH WROOV� SDUNLQJ� HOHFWULF
YHKLFOH FKDUJLQJ� FDU VKDULQJ DQG LQ�FDU VHUYLFHV�� 7HVVHUDFW �PRELOLW\ SODWIRUP ZLWK WUDQVSRUW VHUYLFHV UDQJLQJ
IURP VLQJOH YHKLFOHV WR IOHHWV DYDLODEOH RQ WKH SODWIRUP�� '$9� 6KDUH	&KDUJH� 6WUHDPU� DQG WKHUH DUH PDQ\
RWKHU LQLWLDWLRQ LQ XVDJH�EDVHG LQVXUDQFH DQG DXWRPDWLYH VHFXULW\ 	 SULYDF\�
2Q WKH RWKHU KDQG LW LV TXLWH KDUG WR VD\ LI WKH NH\ ILJXUHV DUH UHDOO\ FRPPLWWHG WR XVH WKLV VRUW RI WHFKQRORJ\�
,Q WKLV \HDU WKH ,%0 ,QVWLWXWH IRU %XVLQHVV 9DOXH� LQ FROODERUDWLRQ ZLWK 2[IRUG (FRQRPLFV LVVXHG D VXUYH\
LQ ZKLFK � ��� DXWRPRWLYH H[HFXWLYHV DFURVV �� IXQFWLRQDO DUHDV DQG �� FRXQWULHV KDYH EHHQ DVNHG DERXW WKH
SRVVLEOH LPSOHPHQWDWLRQ RI EORFNFKDLQ WHFKQRORJ\��� $FFRUGLQJ WR WKLV VXUYH\ ©RQO\ D VPDOO QXPEHU RI 2(0V
DQG VXSSOLHUV DUH FXUUHQWO\ UHDG\ IRU EORFNFKDLQ RU KDYH EORFNFKDLQ VROXWLRQV WKDW DUH UHDG\ IRU FRPPHUFLDO
XVHª��� 2QH TXHVWLRQ H[SOLFLWO\ UHJDUGHG WKH 0DD6 ILHOG DVNLQJ LI WKH H[HFXWLYHV H[SHFW EORFNFKDLQ WR LPSDFW
EXVLQHVV PRGHOV LQ QXPEHU RI DUHDV �LQFOXGLQJ 0DDV���� )URP EHKDOI RI WKH 2(0V WKH KLJKHVW QXPEHU RI
H[HFXWLYHV H[SHFW LW IURP &KLQD� ,QGLD� -DSDQ� *HUPDQ\� 0H[LFR DQG WKH 86$ ����±����� +RZHYHU� IURP
WKH VXSSOLHUV¶ VLGH RQO\ WKH *HUPDQ DQG $PHULFDQ H[HFXWLYHV VHHP WR DJUHH WR VXFK YLVLRQ�

�� &RQFOXVLRQV
7KH WHFKQRORJLHV XSRQ ZKLFK ,76 LV EXLOW LQFOXGH DXWRQRPRXV YHKLFOHV� QH[W�JHQHUDWLRQ ,&7 FRQQHFWLYLW\�
WHOHFRPPXWLQJ � WHOHKHDOWK� XVHU DSSV� %LJ 'DWD� LQWHOOLJHQW SURFHVVLQJ� DGYDQFHG PDQXIDFWXULQJ �LQFOXGLQJ
�' SULQWLQJ�� ,QWHUQHW RI 7KLQJV� QRYHO PDWHULDOV DQG HPEHGGHG VHQVRUV LQ LQIUDVWUXFWXUH���

0DD6 LV D VSHFLDO DSSOLFDWLRQ RI ,76 DQG PRVW RI WKH WLPH LW LV D XVHU DSS WKDW UHSUHVHQWV D NLQG RI SHHU�WR�SHHU
V\VWHP� SRWHQWLDOO\ SRVVLEOH WKDQNV WR WKH WHFKQRORJLFDO SODWIRUPV� +RZHYHU� WKH LQLWLDO ©KRUL]RQWDOª DVSHFW
�L�H� SHHU�WR�SHHU� LV ORVW ZKHQ WKH RZQHU RI D WHFKQRORJLFDO SODWIRUP LV RQH VLQJOH DJHQW ZKR LV XVLQJ UHOHYDQW
LQIRUPDWLRQ IRU FUHDWLQJ DGGHG�YDOXH WR VHOO WR WUDQVSRUW 0DD6 HQG�XVHUV DQG 0DD6 SURYLGHU� 3URFHVVLQJ GDWD
RI WKH0DD6 HQG�XVHU �SHHU� LQ RUGHU WR SURYLGH KLP D KLJK VWDQGDUG VHUYLFH IURP D0DD6 SURYLGHU �SHHU� PHDQV

�� %ORFNFKDLQ IRU PRELOLW\ VHUYLFHV ± 3HUVRQDOL]HG PRELOLW\ WKURXJK VHFXUH GDWD �KWWSV���ZZZ����LEP�FRP�FRPPRQ�VVL�FJL�
ELQ�VVLDOLDV"KWPOILG *%(�����86(1��

�� 6HH UHFHQWO\� rζЁΪΞΫϑg+ϱЁϩζϣϣ� &RQWUDFWV ([ 0DFKLQD� 'XNH /DZ -RXUQDO� YROXPH ��� ����� S� ���±���� FϱϣΪζЁ� 1RW�6R�6PDUW
%ORFNFKDLQ &RQWUDFWV DQG $UWLILFLDO 5HVSRQVLELOLW\� 6WDQIRUG 7HFKQRORJ\ /DZ 5HYLHZ� YROXPH ���� LVVXH ����� ����� S� ���±����

�� KWWSV���ZZZ�FRLQGHVN�FRP���OHJDO�TXHVWLRQV�WKDW�ZLOO�GHILQH�EORFNFKDLQ�LQ����� �-HQQ\ /HXQJ� � -DQXDU\ ������
�� KWWSV���PHGLXP�FRP�GDWDGULYHQLQYHVWRU�KRZ�FDQ�EORFNFKDLQ�WHFKQRORJ\�GLVUXSW�WKH�DXWR�LQGXVWU\��EIH������F� �6XKDVLQL *DGDP�

�� $SULO ������ 7KH H[DPSOHV KDYH EHHQ WDNHQ IURP WKH DUWLFOH�
�� 'DULQJ 7R %H )LUVW ± +RZ DXWR SLRQHHUV DUH WDNLQJ WKH SOXQJH LQWR EORFNFKDLQ �KWWSV���ZZZ�����LEP�FRP�VHUYLFHV�XV�JEV�

WKRXJKWOHDGHUVKLS�DXWREORFNFKDLQ�LQGH[�KWPO�
�� ,ELG� S���
�� ,ELG� SS� �±���
�� `ϱϑЁg2ΫϱϣΞgxϨЛβg/ЛϩϡζЁϣζЭg#ϣΞΫϡg#ΞϡζЁ� 7UDYHO LQ %ULWDLQ LQ ����� 5DQG &RUSRUDWLRQ� 6DQWD 0RQLFD�&DPEULGJH� �����

�S� ��� `ϱϑЁg2ΫϱϣΞgxϨЛβg/ЛϩϡζЁϣζЭg#ϣΞΫϡg#ΞϡζЁ� 7UDYHO LQ %ULWDLQ LQ ����� 5DQG &RUSRUDWLRQ� 6DQWD 0RQLFD�&DPEULGJH�
����� �S� ���
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FUHDWLQJ DGGLWLRQDO YXOQHUDELOLWLHV� )RU H[DPSOH� WKH LPSURSHU XVH RI VHQVLWLYH GDWD UHODWHG WR SDWWHUQ WULSV �L�H�
YDULRXV RULJLQ�GHVWLQDWLRQV VXFK KHDOWKFDUH IDFLOLWLHV� FXOW WHPSOH RU WKH RIILFH RI D V\QGLFDWH� D SROLWLFDO SDUW\
RU D FLYLO RUJDQL]DWLRQ� FKLOGUHQ VFKRRO� LV D OHJDO FRQFHUQ�
,Q VXFK FDVHV� DQG LQ PDQ\ RWKHUV� LW VHHPV WKDW WKH JXDUDQWHHV SURYLGHG E\ *'35� HLWKHU VWULFWO\ OHJDO� RU
WHFKQRORJLFDO DUH QRW ZHOFRPH E\ WKH ©FRQWUROOHUª RU WKH ©SURFHVVRUª RI 0DD6 SODWIRUP� 7KH ERWWRP OLQH LV
WKDW WKH PRUH WHFKQRORJ\ \RX DGG� WKH PRUH GDWD \RX SURGXFH� WKH PRUH YXOQHUDELOLWLHV \RX HQG XS FUHDWLQJ� )RU
H[DPSOH� PLQLPDO YXOQHUDELOLW\ FDQ FRPSURPLVH WKH VHFXULW\ RI WHFKQRORJLFDO SODWIRUPV DQG LQIUDVWUXFWXUHV
ZLWK WKH HQWLUH HFRV\VWHP �VHH WKH 0HWUR LVVXH LQ 6DQ )UDQFLVFR LQ ������ 7KH RQO\ ZD\ WR PLQLPL]H WKLV
YXOQHUDELOLW\ LV WR SUHYHQW IXWXUH ULVNV DQG SURPRWH D SURDFWLYH VWUDWHJ\ IRU PDNLQJ WKH ,QIRUPDWLRQ 7UDQVSRUW
6\VWHP PRUH UHVLOLHQW� 7KH OHJDO IUDPHZRUN QHHGV WR VXSSRUW DV ZHOO WKH FRPPXQLFDWLRQ DPRQJ GHYLFHV LQ
DQ ,R7 HFRV\VWHP� WKHUHIRUH D '$7(; ,, RQWRORJ\ KDV EHHQ LPSOHPHQWHG IRU IDFLOLWDWLQJ WKH SURYLVLRQ RI
FRPSDWLEOH� LQWHURSHUDEOH� DQG FRQWLQXRXV UHDO�WLPH WUDIILF LQIRUPDWLRQ VHUYLFHV DFURVV WKH 8QLRQ ZKHUH URDG
DXWKRULWLHV DQG URDG RSHUDWRUV VKDOO SURYLGH WKH G\QDPLF URDG VWDWXV GDWD WKH\ FROOHFW DQG XSGDWH�
7KH JHQHUDO FRQFOXVLRQ RI WKLV DUWLFOH VXJJHVWV WKDW ,76 JHQHUDWLRQ RI GDWD VKRXOG EH WUHDWHG VXFK DV RXU '1$
GDWD ZKRVH FLUFXODWLRQ FRXOG QRW EH OHIW WR WKH VLQJOH DJHQW RU RZQHU RI SODWIRUPV WKDW SHU VH FUHDWH YXOQHUDELO�
LWLHV DW WKH EDVLV RI D SURJUHVVLYH ORVV RI VRFLR�HFRQRPLF SURWHFWLRQV DQG GHPRFUDF\ JXDUDQWLHV�

�� $FNQRZOHGJHPHQW
7KLV SDSHU LV WKH RXWFRPH RI D 6KRUW 7HUP 6FLHQWLILF 0LVVLRQ KHOG LQ 0DGULG ZLWKLQ WKH &267 $&7,21 �����
:LGHU ,PSDFWV DQG 6FHQDULR (YDOXDWLRQ RI $XWRQRPRXV DQG &RQQHFWHG 7UDQVSRUW KWWSV���ZZZ�FRVW�HX�DFWLRQV�
&$������� KWWS���ZLVH�DFW�HX

�� 5HIHUHQFHV
�ϣϔ. [Ξвϔg�ϑϨΞβ. MΞЦζζβgKΞϣϔϡ. �ΪβЛϣg�ϣϔ. ;ΞЛϑΞЁg`ζϑϨΞϩ. rΞϑζζβ� ,VVXHV� &KDOOHQJHV� DQG 5H�
VHDUFK 2SSRUWXQLWLHV LQ ,QWHOOLJHQW 7UDQVSRUW 6\VWHP IRU 6HFXULW\ DQG 3ULYDF\� $SSOLHG 6FLHQFHV� YROXPH ��
LVVXH ��� ����� S� �±���
;ϱϱβΞϣϣ. rΞЁЧϔΫϡg7ϔЅϑϨΞϩ. iϔυυΞϩЭ /ϱЦζЭg#ϱЁϩЅАζϔϩ. DЛЅАϔϩζg#ϱϩАϑЁϱϩ. #ЁζАА. 7KH ULVH RI PRELOLW\
DV D VHUYLFH� 5HVKDSLQJ KRZ XUEDQLWHV JHW DURXQG� 'HORLWWH 5HYLHZ� YROXPH ��� ����� S� ���±����
?ϔζАΞϩζϩ. bΞϨϿϱ� ©0RELOLW\ DV D 6HUYLFHª ± WKH QHZ WUDQVSRUW PRGHO"� (XURWUDQVSRUW� YROXPH ��� LVVXH ���
,76 	 7UDQVSRUW 0DQDJHPHQW 6XSSOHPHQW� ����� S� �±��
Bim� 5HFRPPHQGDWLRQ ,78�7 <������ 2YHUYLHZ RI WKH ,QWHUQHW RI WKLQJV� �����
FΞϨΞЁόϔΞϩϩϔ. KΞЁϔΞgHϔ. rζϔΪϱgKΞАЭΞЅ. KζϣϔϩβΞgbΫϑυζЁ. �ϩβЁζΞЅ� $ &ULWLFDO 5HYLHZ RI 1HZ 0RELO�
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